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1 Virtual Security Processing
2 Next Generation Firewall
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Unified Threat Management Firewall
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Next Generation Firewalls (NGFW)
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2 Install Fortigate in ESXi
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@ FortiGate-VM&4.hw15.ovf 2024-07-2410:03 ...  Open Virtualizatio... 30KB
[ FortiGate-VM64.hw17.ovf 2024-07-2410:03 ...  Open Virtualizatio... 27KB
(@) FortiGate-VM64.nsxt.ovf 2024-07-24 10:03...  Open Virtualizatio... 14 KB
Lﬁ FortiGate-VM®64.ovf 2024-07-2410:03 ...  Open Virtualizatio... 27 KB
k& FortiGate-VM64.vapp.ovf 2024-07-2410:03 ...  Open Virtualizatio... 45KB
@ FortiGate-VM64-ZTNA.vapp.ovf 2024-07-2410:03 ...  Open Virtualizatio... 29 KB
@ fortios.vmdk 2024-07-2410:03 ... VMDK File 101,514 KB
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3 Firewall Policy (Profile-based vs Policy-based)
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4  Fortigate (DNS, DDNS, DHCP)
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ontroller

Security Fabric

Log & Report

QTCJWJ ("3"5&5“ Jleb \)DHCP 4.\..{;} V{'}‘i’d Network > Interface S5 3l g:,:\.{..:/:)}.e Jbﬁb S DHCP I (,.:]a.s LS‘J"
DHCP Relay Agent, ¢ seen Sledss .Cosl Advanced Coand s ol Sledss aslsl 5 .5,05 (25w 53 DHCP Sl s B0 sl
222 pbsil ol s oa |, TFTP, NTP, Additional DHCP, DHCP Binding

Q vDom: & Global ~ > @+ L6~ @ admin~

Edit Interface x

O DHCP Server

DHCP status SRR © Disabled

Addressrange | 0

1] 5 R, 0.00.0

Default gateway [EELEESNEIEL Specify
DNSserver Same as Interface IP | Specify e
] My :

Leasetime © €© | 504800 seconds)

[5) Advanced

Mode [ server 229
= .

Tvee Peee [ Relevant Documentation 7
NTPserver Local | Sameas SystemNTP m 0 Video Tutorials [
© t
Wireless controllers sameasinterrace 17 | © Jointhe Discussion [
[+]
Time zone Specify
Next bootstrap server 0.000
TFTP server(s) ©

E WIFIPLYKIAS voom: § Global = > @+ L060+ @admin~

2 Dashboard Edit Interface x
4 Network

Additional DHCP Options
Edit Delete | | | Search Q
Type & Value # o
@ u
No results
° A
Delete Search Q dd from DHCP Client List % References
Match Criteria Action 1P -
Implicit Unknown MAC Addresses AssignIP @ o

B Relevant Documentation [
02 Video Tutorials [4

© Join the Discussion [
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5 Firewall NAT
VPN,JiALhmjﬂ)‘f}vbNATC\SJ:JJJ‘QJJ’))L;))BJ)&é)bﬂ.}lﬁd\jﬂbé))NATﬂjﬂ‘@fbbjbjﬁywj
Cj.v u..v_‘ cfu A:J)),,a).)j .J})‘b vsflﬂbjjl.\il.l LUJ‘&{_M)QL&&?}‘; w‘ AS‘J,? .})j}da}nJQMMFTP, VOiCC, Video

(sl 5y Dysw 4w NAT SO 50a ..,U)b:ﬁ-}('.m_i,gjjﬁ:a S, 5 Sl S SIS S l Jo 4 Lo 4 Traversal
:Static NAT

‘)i:})u.i‘)‘nl?:b;w@bw‘lglobalw)}‘\"}L;l}‘éj)LsN" Lo.«:d;‘ )}jﬂdarbu‘&g.w&b)yMNAT&))w‘)}
ﬁduglobalw)ﬂj?tsaj\xwu@w Oy g 4y S o3lanul Jd\;:daglobalw)ﬂa\%)’\wy@)}ﬁ,ﬁ Sl s S eslinad
@h‘cL.AUUJSMﬁA?djw\DMZL:MQ&\)M)Jjjﬂ&gL;b;StathNATu:j)J‘d)wobulm| ('..i)\.L:J.;)Ls

vfsrhlﬁbwjzﬂ;w\ r.:BldeaStatiCNATj o3&l b g aodd 1y g s (@ g i
:Dynamic NAT

4.3)‘L:':o\.<:~u_s,m&gujbV@J@&L@"a'-\&b@@\)uw)ﬂé)w\L@,Sj(..wbglobaléuw)ﬂjlé)&udbwlﬁ
slglobal sl & o) IS & g b A eslizad 5l ) sl e )8 S e 5k 4 S eslinl Lo 5l cils 1y &zl ) eslinul
S le) o3l G ) s 358 e 13 S5l b il LSl global Tl ) oLl b o)lS ol 5355 oo 03l oluarsl 5l 4 i ol
&3;\,\,g.x,uwcu_g;\\)NAT&w«s;j,sz&wd\ﬁ .JJ\.u\,uj:;iumu.:w\Mg,ii;j.wda(mgu;;gmu:ﬂs
o3l ol xS esliad ol 31 g b olis s oS 3,8 dals a1y sl ) global sl esliul P Do 43 et Sl ol

AL ) b S ealind &5 ol 3l daalgs e 4SS5 4K sla olSKaws sluas L global sla
PAT: Port Address Translation

)L_‘\JSJ‘JJ‘)LS‘UL@.&“\SDynam]CNATQJA)‘&j)J\)D J)—ing;daéw.w‘ &ﬁ@MQﬂ‘MﬁJUJS%&U&})J‘
55 ool 550 sla oy ojlad 3l eslinad b o HUS 53 5 S s eslinad 558 e esls jolazs) Global sl dijls &5zl ) eslil o
Ql&w‘ MJ@ rl}u\ b PATL}A&SL;AL{LND d:)) Lf-i\ B J.\Sd ('-MJ} Global U"')"T&i)‘ bj)lf ‘J.."Ju?' obu:\,w‘ u&.ﬁ\ ¢ .bu)l

s 5 Oygea NAT ¢l s ol 3 Sl WS 5 Public sl sT« Private gls sl 4o 5 NAT aib

Source NAT (Post Routing NAT)
One to one
Many to one

Destination NAT (Pre-Routing NAT)
One to one

Many to one
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5.1 Firewall Source NAT

O e Sl pl 5o Bl 4l g s S5 ) S0l @ Ll e aSd Jo 1> Sl 45 ol psan 50 Source NAT Sl o
(=S o o3l NAT ¢ 55

il 42 1, NAT 4yl (sl 558 sbowl Central NAT &) pms L5 00 08 5355 Ll (b 2 (B3l @ L5150 NAT g Jls b s

oSt ook 1 3)lsn NAT Cead 35 s o L3 Bt S 51y el 51 (S0 o500 U omadly (5550 3005 105 ke oy 52

=S o3lizul wzes Public & emy S TP POOL o) S 5l oo 5 08 e3liisl WANL (2 s 5 2 e 2 NAT gl 1l 5o Do

- @+ 0O~ @ admin

Edit Policy

B, Policy &Objects Firewall/Network Options o
Firewall Policy

Inspection mode VR FONE Proxy-based Last used NA

NAT © Firstused NA

Use Outgoing Interface Address IO T Active sessions
it count

[l default -

SSLinspection SN no-inspection >

Logging Options

PAT ples Overload a S . aas o oL b 4y |, TP Pool syl Sleas 533 5 seas o doady IPPOOL G 0 L NAT Jae a1 o0 olizeas

gl g 03Ul 3l e Sl o S S 555 53 .ol Port Address Translation

# FGVMEVIFIPLYKIAS

Get system session list
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portil dhcp 6.6.0.0 8.8.86.8 192.168.11.128 25
sical

port2 static 0.0.0.60 B.0.6.8 ©.6.8.80 8.8.0.0
port3 static 0.0.0.0 B.0.0.8 ©.86.8.80 8.8.0.08
ssl.root static f.0.6.0 8.6.6.8 ©.86.8.8 6.08.

FGUMEVIFJPLYRIAS # sh system interface Timeout

FGUMEVIFJPLYRIAS login: admin

Password:

Welcome?

FGUMEUIFJPLYRIAS # get system session
FGUMEVIFJPLYRIAS # get system session list
PROTO EXPIRE SOURCE SOURCE-NAT
T:

tcp 3595 192.168.11.1:24889 -

udp 172 192.168.11.128:1825 -

tcp 3556 192.168.11.1:24848 -

FGUMEVIFJPLYRIAS # _

Fortigate Firewall

5.255.255.8 up disable phy
up disable physical

up disable physical
8.8 up disable tunnel

DESTINATION DESTINATION-NA
192.168.11.128:443 -
192.168.11.1:53 -

192.168.11.128:443 -

st NAT (g 50 3505 upan .08 Jnd Central NAT LU Setting Ceend ) 1 (S p Jos 5D Central NAT sl 5l 5

.éawﬂ;ﬂ)@bwbﬁ>)yau#zq@,>ereateNewj

{® FovmevipspLYKiAS
@ Dashboard
$ Network
B, Policy &Objects
Firewall Policy
Central SNAT
Dos Policy
Addresses
internet Service Database
Services
Schedules
DNAT & Virtual IPs
1P Pools P Pool Configuratio Use Dynamic IP Poo
Protocol Options
Traffic Shaping
& Security Profiles
O VPN
2, User & Authentication

! System

@ Security Fabric

Log & Report
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5.2  Firewall Destination NAT

S ol jglay el adls w zws s Private =l T4 555 (S5 5l s 4 05w 3l sl o+ Destination NAT <l )
o 3 4G 313 45 (05 Ol ilies (SLays pon 5 o 5 o 0 0015 o0 ecilites S0 (55 on Sl 53 L i els LG 26T
oLty s WAN 6 &l Interface Cwd > (R DNAT & Virtual IP (g5 5505 jise ! v..)a..: Sl el il
=t @5 > MAP to IPv4 Address Cuwd 5 5 oS e 2505 b 25 WAN S il &5 > External IP cad 55 .08 e
O ) &S (G 5)50 Sy oles External Service Port Coad 55 1S oo 305 b g s Jaane ol & s o O 3 48 (So9
b s Jnaie 0T 0 eotlg oo 55 e (55 45 o9 e S533 Olod M 10 IPVA POIt S35 5 oS oo paelin ) oS )05 ooty o0

'("55&5‘53‘}

New DNAT & Virtual IP

rk

B Policy & Objects . 509
Name = FGVMEVIFJPLYKIAS
Comments Hmes
7 0/255
Color @ | Change -
Status €@©
Lastused | N/A
Network Firstused N/A
Interface ¥ port1 - Hitcount | O
DNAT & Virtual IPs ¢ Type FQDN
1BP Sourceinterfacefiter (B
External IP address/range © | 10.10.10.10
Mapto
1Pv4 address/range 192.168.1.10

£ Relevant Documentation [

 Optional Filters e
¢ Video Tutorials (3

@ Port Forwarding
Protocol UDP | SCTP | ICMP

portrizingioe (IR M tomany

External service port &

¢ Join the Discussion [7

Map o IPv4 port 3389

JJAHOW)EJJ)}A m;\.\..a ‘wﬁ.ﬁf‘&))‘)&"“ibj)ﬁ ;i.:ﬁ\jj ("750” >L>=:\ &QQFlrewallPollcy Connd 3 QL@J})
S

Create New Policy
crg

B Policy & Objects " Name @ Allow-DNAT h
Firewall Policy
Schedule (@ always b4
G
Action Y0l © DENY

= B Relevant Documentation O
Incominginterface | [M port1]| - 1 Video Tutorials &
O Consolidated Policy Configuration ¢

Outgoinginterface |[#] port3| -

Source & Destination | Showlegic © Join the Discussion &

Source 4 B X
User/group

Destination | ZJ all x
Service

Firewall/Network Options
Inspection mode luw—b&d Proxy-based

® Central NAT is enabled so NAT settings from matching Central SNAT
policies will be applied

._Protocol options. .| MECEI defauit K>

17
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6  SSL Inspection
SSL Cahls 51y ety iy 55 5 1y U S5 ool eatl g Lo S5 s ok 3 i o bty L Lo i 53 o8 Lo ol S5 5T 53
IPS U s s 5T il (s sla G35 e =S o b of J&1s sl =S 3L ekl so5 gle S5 b oS eslizud Iy 21 Inspection
Sl 2yly 6 ola S5 5 gl g ol &S5 31 45 s SIS xy Az Outbound 5 Inbound & g0 53 4 4S8 55 el 5y sla Sl 5
Ly
S AS o Jos O30 ol 4 SSL Inspection .oils 2l 1 Certificate Authority, Private Key, Public Key ¢ soees (53150 «Eow 0l 55
CSdd o b 1y 2580 g0 bbti,@u&,:;usdigl):ﬁ}.mg Sl 53 G pon kit ol S Trusted a8 >, L Js1s CA S 51 Iy 6
S SG15 Jlb 5355 g0 0313 Iy b 4 1ol o o5 (5la T35 plas ms s plowil 45 Private 5 Public slaaldS' L1 8550535050 5 Liasl 355
sy la Sols cde 4 Sl oS adl .@\JM‘}}&FJVAaJ&}A)QLFw\fLJQJbﬁuQ)}Jw‘Q Wl oo 33590 dmde 4y 345 2 b
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6.1  Outbound SSL Inspection
=S osbel 1y oT b &8 w215 36 DC 50 G 5 CA s S 0 1) a8 Sl 500 () & Outbound SSL Inspection (g3ls osly

St e o S0 L ) Feature g L Certificate Authority & LB s

Role services Description
& A C catio AL 11y A
i¥/] Certification Authonity Certification “J‘”F" ty Web '
[¥] Certificate Enroliment Policy Web Service Enrollment provides a simple Web
] Certificate Enroliment Web Service interface that allows users to
¥llCertification Authority Web Enroliment] perform tasks such as request and

renew certificates, retneve certificate
revocation lists (CRLs), and enroll for

| Network Device Enroliment Service
[] Online Responder
smart card certificates

.‘.._.M)ljéTrustedc,Ju);j,Ma;quW(wdj)wgggjﬁ&};\bCAwﬂ A

Ll |, Generate CSR 4 55 5 o siue s Certificate s 3)l5 .08 oo sl 555 s s b 53 CoKds o Canl g 3 G LY
S S b e b edd sl o )lpe 5 oS e

oSt 21 CA (6l Sl )5 Connd )3 5 038 00 (oS 15 O 01903 Sl sioe 5 S 35013 1 0k sl SSCds s Y

S Sl b Subordinate Certification Authority .U L |, Certificate Template ;s S sl ¢L<;m ¥

3,15 1, Import Certificate 4 ;S Certificate Cwd 5 5 e ol o)l 03,5 Cal s 1) 55 CSCdd e CA 1 aSGyl ) dmy L0

b 95 b 3l 5 eS o 3 5005 a1y Iy B 3 e sloml ST o peidios (T 40 1) 088 CA 5l oS aSdd o 5 oS o0

=S Trusted W5 (s,

sl>w) Security Profile < (R Security Profile > SSL SSH Inspection > Custom Deep Inspection o 3,15 .#

=S Jlesl 555 Dlelas 5 oS 0 Edit o S o3liz) ol 31 s Firewall Policy Cood 53 o 3 ol b priSs

SSL a3 54 15 Proxy <J- s 1, Inspection Mode & S Pl o sla 3L 3 S Firewall Policy s culg s .V

oS o Pl s S ol &S S5 oleas |y Inspection
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=Ry > ®@r QO- @ admin~
Create/Impor Edit O Delete @ &0 Search Q
Certificate oo a a oge=a a
Subject Comments & Issuer & Expires & Status & Source ¢

Generate CSR
-

CA Certificate Sunnyvale, O = Fortinet, OU = Certificat... Thisisthe default CA certificate the SSL Inspection will use whens... | Fortinet  2034/08/3108: @ valid Facts
Remote Certificate Ly ™ ¢ US, ST = California, L = Sunnyvale, O = Fortinet, OU = Certificat... ~ Thisis the default CA certificate the SSL Inspection will use wheng... | Fortinet 2034/08/2603:26:03 @ Valid Fact:
CRL 5

9 Fortinet_Factory C=US, ST = Californiz, L = Sunnyvale, O = Fortinet, OU = FortiGate... This certificate is the same on every unit (not unique). ithas beensi... Fortinet 2038/01/1819:14:07 @ Valid  Fact,
¥ Fortinet_GUI_Server C=US,ST=California, L = Sunnyvale, O = Fortinet Ltd, OU = Forti...  Thisis the default CA certificate the SSL Inspection will use wheng... | Fortinet 2026/12/0307:08:10 @ Valid Facts
W9 Fortinet_SSL C=US, ST = Califor Sunnyvale, O = Fortinet, OU = FortiGate... This certificate is embedded in the hardware atthe factory and isu...  Fortinet  2026/12/0307: ©valid  Fact,

W9 Fortinet_SSL_DSA1024  C=US,ST = Califors Sunnyvale, O = Fortinet, OU = FortiGate... This certificate is embedded in the hardware at the factory and is u. Fortinet 2026/12/0307:07:25 @ Valid Facti

W9 Fortinet_SSL_DSA2048  C=US, ST = Californi O = Fortinet,OU = FortiGate... This certificate is embedded in the hardware at the factory andisu... | Fortinet 2026/12/0307:07:25 @ Valid Facts

Sunnyvale,

W9 Fortinet_SSL_ECDSA256 C =US, ST = California, L = Sunnyvale, O = Fortinet, OU = FortiGate... This certificate is embedded in the hardware at the factory and isu...  Fortinet 2026/12/0307:07:25 @ Valid Facts

W§ Fortinet_SSL_ECDSA384  C =US, ST = Californiz,

Sunnyvale, O = Fortinet, OU = FortiGate... ' This certificate is embedded in the hardware at the factory and isu... | Fortinet 2026/12/0307:07:25 @ Valid Fact:

W9 Fortinet_SSL_ECDSAS21 C=US, ST = California, L = Sunnyvale, O = Fortinet, OU = FortiGate... This certificate is embedded in the hardware at the factoryandisu...  Fortinet 2026/12/0307:07:25 @ Valid Facts

W9 Fortinet_SSL_ED44! C=US, ST = California, L = Sunnyvale, O = Fortinet, OU = FortiGate... This certificate is embedded in the hardware at the factory and is u. Fortinet 2026/12/0307:07:25 @ Valid Facti

W9 Fortinet_SSL_ED25519  C=US, ST = California, L = Sunny O = Fortinet, OU = FortiGate... This certificate is embedded in the hardware at the factory and is u Fortinet 2026/12/0307:07:25 @ Valid Facts

=Sunnyvale, O = Fortinet, OU = FortiGate... This certificate is embedded in the hardware atthe factory andisu...  Fortinet 2026/12/0307:07:25 @ Valid Facts

W9 Fortinet SSL_RSA1024  C=US,ST = California,

W§ Fortinet_SSL_RSA2048  C=US, ST = Californi Sunnyvale, O = Fortinet, OU = FortiGate... ~This certificate is embedded in the hardware at the factory and isu... | Fortinet 2026/12/0307:07:25 @ Valid Fact:

W3 Fortinet SSL_RSA4096  C=US, ST = Califor
[E] Remote CA Certificate @

=Sunnyvale, O = Fortinet, OU = FortiGate... This certificate is embedded in the hardware atthe factory andisu...  Fortinet 2026/12/0307:07:25 @ Valid Facts

WR Fortinet CA C=US, ST = California, L = Sunnyvale, O = Fortinet, OU = Certificat. Fortinet 2038/01/1914:34:39 @ Valid Fact:

¥R Fortinet_CA2 C=US,ST = California, L = Sunnyvale, O = Fortinet, OU = Certificat. Fortinet 2056/05/27 13:27:39 @ Valid Facts

Generate Certificate Signing Request

Certificate Name

Subject Information
1D Type Host |P MeLBERIIERY E-Mail

Domain Name

Optional Information El Relevant Documentation [

- . 0 Video Tutorials 4
Organization Unit

° 2

- © Join the Discussion
Organization

Locality{City)
State/ Province
Country/Region (B
E-Mail

Subject Alternative Name

Password for private key

kere (23
evsize (CEEED

Enroliment Method Online SCEP

> @- 0O~ @ admin~

Create Certificate x

Choose Method Certificate Details Create Certificate Review

B import Certificate

Type QPESTCHEIENY PKCS #12 Certificate | Certificate

Certificate file

&)

Upload File
Click to select or dropfile here
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Edit SSL/SSH Inspection Profile

SSL Inspection Options

Muttiple Clients Connecting to Multiple Servers # FGVMEVIFIPLYKIAS

Protecting SSL Server

AP! Preview

% References

[ o A
>
>
RPC over HTT! > ortinet C.
MAPI over HTTPS > y
Protocol Port Mapping
nspectll ports OB
HTTPS © 3
sMTPs © 5
POP3S © 955
MAPS © 93
s © %
>
» O+ 00~ @ admin
Edit SSL/SSH Inspection Profile
8 livecom x
B microsoft x i
B mastatic-apple x % FGVMEVIFIPLYKIAS
B skype x
B softwarevpdatevmwarecom X
B swscanapple.com x API Prey
rosoft.com x % References
x
EditinCLl
x
LogSsLemptions OB B i oo
Video Tutorials [~
SSH Inspection Options.
SSHdeenscan OB 4 "
© Join the Discus: C
Common Options
Allow | Block m
Expired certificates KeepUntrusted & Allow [T Trust & Allow
Revoked certifica KeepUntrusted & Allow [ Trust s Allow
/alidation timed-out certificates STV EWNENY Block Trust & Allow
iled cert KeepUntrusted & Allow [ Trust & Allow
Log SSL anomalies «
5 0O~ @ admin~
Edit Policy x
Firewall/Network Optians S stz s
B Policy & Objects [ 2
Frewliikcy Inspectionmode | Flow-based
Lastused NA
@ CemsiNaT tt ing Central SNAT Firstused NA
policies il be spplied 5
S Hit count 0
Protocol options | IS default .
08
Security Profiles 0bos
Antivirus o
‘Web il e ]
Video o @ APIPreview
o >_ EditinC
o O
L] o B Relevant Documentation
_ 1 Video Tutorials O
File Siter o £% Video: T i oeares
y Configuration

B no-inspection SN

Logging Options

Logallowed

Fanesl
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6.2 Inbound SSL Inspection

ol 5oy la U315 LBl b il oo ) O gy oS S i oo Jato Lo (Sl pen 4y 5 g g0 4SS )5 ST g sla U35

gz S e oS L) Lol 5 e 1 s S5 03505 sl ns 3o 0l o 530S 3L 1 I S5 5 et G bl 3 il 0 s
HGI Ry}

a8 (Sl ples Sl ol 53 oS oo 25T Lol (555 1 s oo Juae T 02 S <009 31 45 (S5 e o3 LS 5 oSk )

oSS o (33,5 50 501 18 53 oS S T35 313 1) 55 s 09005 IS 1 b s S DeeCrypt 5 o Jls 6 1y 9 o 3505 09

Import Ceand 3515 Jly 56 3 aslsl 53 13,8 CysenS) o gl |y o LIS G = |, Private Key au38 &G b L 550

=S Dospel s PKCS ¢ CoSAS o T Certificate

i

> @~ 0@~  ©admin~

‘fi Create Certificate X
3] Loe . ? e :

P Choose Method Certificate Details Create Certificate Review

[ Loc:

[] Ren

B import Certificate

Type | Local Certificate JIINOESPA TSN Certificate

Certificate with key file
N
D
Upload File
Click to select or drop file here

Password ©

Confirm password @

Port Mapping 5 Virtual IP L ) -l .35 513 5 e Jas 350 55 w4 ¢ 515 4 09 5 SS315 45 vy $5 52 b Sl s, Y
2550 plo]

Certificateub'q;)\j d\jﬁb)b}‘suﬂ L§lj‘ ﬁ;:i;l:a))TI'uStedQL,UKMJJUX‘L&‘_Q\}:V&bCA)}yWﬂW‘}@ Y
Nﬁ@b}Jb)ﬁCAMLfﬁQ&QSﬂ zCACCI’tiﬁcatew)bjﬁ)&wLa

= Ay > @ 0O~ ®admin~
+ Create/Import ~ Edit Delete | @ ViewDe & Downloz Search Q
ificat DS - a ;e s -
Cesiimeats Subject & Comments + Issuer ¢ Expires & Status Source & Ret. %

Generate CSR
| o
I CACertificate g
| e

CRL
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- Import CA Certificate X

1 Type Online SCEP i1

B Upload | © Upload

sl>w) Security Profile < (R Security Profile > SSL SSH Inspection > Custom Deep Inspection cwud 3,15 .¥

=S Jlesl |y 353 Sleas 5 S o Edit ) o oS oLzl o 5 s Firewall Policy coad 53 of 3 (ol b oS oo
@ 09,0 S S35 Gl o ad b SO ol g =S Edit 5 ool |y 55 sl b 5 S Firewall Policy ;s colgs 55 .0
SL b Sl s 55 o Ll s pB B a8 oo Bl s S sl &S’ S pw Olea |, SSL Inspection .ﬁrﬁﬁsﬁ b s

ASL bl o twd g LS

Sl a5 Inbound (sls S5 o iy oS Sl | Mulltiple m Il 4 55 5! Enable Inspection SSL Ca3 s s 555
.S Inspect |, Inbound (sls il 5 Lads sy S S5l |, Protecting b e 4y S S =S s+ Inspect |, Outbound (sl

Edit SSL/SSH Inspection Profile X

& Security Profiles Name tom-deep-inspe 1@ FGVMEVIFIPLYKIAS

Comments | Customizable deep inspection
rofile.
e 4 371255 o i
API Preview
SSL Inspection Options % References

Enable SSLinspection of Multiple Clients Connecting to Multiple Servers >_ EditinCLI

Protecting SSL Server

Inspection method SSL Certificate Inspection aiioii o] o
[E] Relevant Documentation [
SSL/SSH Inspection % CAcertificate W net_CA_SSL & Download 0 Video Tutorials (7
cati Blocked certificates Allow iew Blocked Certificates R
Untrusted SSL certificates AP Block | Ignore | = View Trusted CAs List © Join the Discussion [
Server certificate SNI check © m Strict | Disable
Enforce SSL cipher compliance (B

Enforce SSL negotiation compliance O3
RPC over HTTPS [ ]
MAP| over HTTPS @

Protocol Port Mapping
Inspect all ports OB
HTTPS © | 443

SMTPS © 465

23
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7  Firewall Filtering

oS S (G i S Ly oS5 515 40 05 Gls (o 2and ol o0 S A (sls B Lo
7.1  Web Filtering

Security B J)b Jfl J)w d‘b ﬁkdu L_{ M.Ju LD a)b-‘ B MSJJLL_J b » URL (..:.:‘}SQSA %.{35)}3 Jbﬁb BE) Q:Juté U‘i‘ L:
oS Jlesl ab s 5o oy 531 0T 5 08 Sl |y b g o bl sl oo o2 5% Profiles > Web Filter
Session a5 | ,ls (6 b S35 (e PrOXY I s .S Jee Proxy L Flow aluly Ll 5 S oS oo Al gl i
Sl s nls Loy sla S35 (655 (6 0SB Iy b Flow Sl s 5 .58 e Initiate o)l 95 5 458 oo Terminate Jiy 516 g3, s
s o 5l L sl js Ty 6 iy Dlekes Proxy
Allow, Monitor, Block, Warning, <Jl~ T ol i a8l eals ploil Jlg B o b oy Sy es (S s < £33 S
.LiL s Authenticate

J"f*‘v)u})ﬁ;ﬂl ‘.Lv‘ e.L;gS)LL&LSJ-«J M})‘@MQ‘ r&)&f\}' 6\.&‘))ﬁ)| J\J.’G&.l ‘[":Sd”d“ ('..:J\J;L;a ccyuféq).)

LSL adls

| Edit Web Filter Profile x
cts
@ Security Profiles v 2] Name © APIPreview
AntiVirus Comments | Default web filtering. A 9 References
7'22/255

Web Filter b’ Feature set Proxy-based >_ EditinCLI

© FortiGuard Category Based Filter
[ Relevant Documentation (7
Warning: This device is not licensed for the FortiGuard web filtering = Video Tutorials [
service

Traffic may be blocked if this option s enabled. © Join the Discussion (7

Name Action
Local Categories @
Potentially Liable @
Adult/Mature Content €8
Bandwidth Consuming @
Security Risk @
General Interest - Personal @
General Interest - Business €9
Unrated @

gy slosss |y s URL .ﬁsgsxl)ujwijluﬁu&uURLagdr?SMrg\jwm,w);
.M&J)b@bﬂ‘

4z Ml .m;fu.a;'r.ionuota (=sl5e Proxy cJb- o Sl b .WSS)’quTRating bl 1y o URL 6:“‘&1&‘}3;;‘ ol s
.xﬁéjtjsu,g:@lﬁupuu@@,;LABlockURLg}ﬁﬁéﬁ,;upuURLOJ»\Lg\,,_g,m;)\}:o
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Google. Yahoo!, Bing. Yandex (B

> in the O

>
-
s J

e PUENEINEZRER Block all websites

>

Remove Cookies (B
-_ -

Create o3 5l 5 R Web Rating Override (5w 5,15 N Deny L Allow e 555 sls Category s erls S
LU ki b sy aems Olas 53515 513 (ol s pIUS 534S ot |y S5 500 URL (15« Looking Rating 43S 3l eslinal L New

@AJJ::’J‘)OTLSJ"‘ Alwd (D g DL.:.:I‘ dbﬁbd.\a MJ;‘&‘}'L;A QTJS ucil:w).)j ﬁj\ﬁ

> O+ 08+ @adminv
New Web Rating Override x
LY e |

&) Security Profiles # FGVMEVIFIPLYKIAS

ensed for the FortiGuard web filtering

API Preview

Source S sl =P Web Profile Overrides (g s 53 oS Cossl &y o0 0l 4 2 pl! Web Filter s, =lre S &, V.Ja.;

ﬁﬂi} JL.' B \) Web Filter )\ Jwb- J..’.ij u.pl:- g_s’,LSTLi

. O+ 0O+ ®admin~
- New Administrative Override

& Security Profiles 3 Scoperange m e gop] SoorceTe

User

# FGVMEVIFIPLYKIAS
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7.2 DNS Filter

Fortigate Firewall

L o3l daly oS e 1 O ot danie G gl 355 olss 4 5 > k5 | DNS Replay glacsG ol oo Sobils ool b
DNS Filter L ol B Olamen (oS b1y el URL s, Web Filter | ol b S ol Web Filter 5 Application Filter

=S S |, oTDNS Replay « by, o glac s

slass DNS Replay Jjl isw s oS sl b sl BB cnl s S 2l Security Profile <G ol s o SlB ol sl

S e SN 1y Sl &K 58 Iy b S )3 45 Domain (gL

.r.;;fgS)}g\)DNSReplay 6u¢§irg53@rﬁoTwLﬂ\J.gSz)\zafjuéagw>éﬂ;§irzrﬁuisq);

Redirect L, y Allow | s Deny |y Cosl Lo a3 do a7 ols sls 5 2o el Domain Filter « st &) sons =P o A o

o

35151, Cisco.com w8 S50 0l 5 o womy i5w )3 .rtfgsy\.!bh&TUéth@éTdﬂ&rcﬂﬁda¢)Lﬁuféq)J

New DNS Filter Profile

Name

Comments

Redirect botnet C&C requests to Block Portal €O

Enforce 'Safe Search' on Google, Bing. YouTube (B

© FortiGuard Category Based Filter

Name & Action %
[ rtcarecones @ 05— B
Alternztive Beliefs Monitor o
Abortion Monitor
Other Adult Materials @ Monitor
Monitor
Monitor
Nudity and Risque @ Monitor
Pornography Monitor
Dating @ Monitor
0%

Static Domain Filter
Domain Filter

External IP Block Lists

CRCRC

DNS Translation ©

Options

Redirect Portal IP

Allow DNS requests when a rating error occurs (B

Log all DNS querie

g d responses @
Strip Encrypted Client Hell

ice parameters @

345 google.com syly s S

Zor255 # FGYMEVIFIPLYKIAS n

railable, AntiVirus subscription not

E Relevant Documentation 7
0 Video Tutorials [

© Join the Discussion [

© Join the Discussion [
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S5 SSL Inspection Caad 53 bl il ol oy Oygems o)l sims 058 b 4y b ol iy G (555, e DNS slac S )l ol s
.r.;.'r\jéa'rj(,.:.'s")l.!r.hbDNSQ.bﬁf&h&%ﬁ\ﬁuNSJWBQTJV.:'}J'{‘)DNSOVCI'TLSQ;

Edit SSL/SSH Inspection Profile X

MAPI over H1IPS »

& Security Profiles v Protocol Port Mapping GVMEVIFIPLYKIAS

Inspect all ports OB

HTTPS © | 443
o APIPreview
SMTPS © | 265
% References
oe
POP3s (995 > EditincLl
IMAPS © | 993
FTPS © | 990 e Guide:
Relevant Documentation [
SSL/SSH Inspection ¢ ONsover1LS,. (D O Video Tutorials (3
HTTR/Z Bypass | Block Fortinet Commu
© Jointhe Discussion [
DNS over QUIC Bypass | Block

Exempt from SSL Inspection
Reputable websites © OB

Web categories Finance and Banking

x %

Health and Wellness

Addresses B adobe
B Adobe Login
B android
B apple

PX x x x
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7.3 Application Filtering

Sprodd G5 Jo b AL Nee 1S Cy e 550 sla Signature 3l asbizl b 28Tl 4 531y S5 ol o Cohl cl b
Profiled- - 5 Lo ls s 514 48 35 bl 23 oo s SBCI bl go 32,5 51 s QS el 4 o o oo n L s oS8
L. Policy-Based cJl> s L 2 255 el ) ol oS bl G &S 54+ Application Control gl » Lb L 15U Based
el 2305 ¥ 4 Lt Sl ) (55Un JUad SIS (5108 S 25 ol ol S S35 5 oS o oS oy 355 35 2

oS b o ], SSL Inspection La>

G S sl o oS e doml b LB & s (s Security Profiles > Application Control (s s 3,15 G Sl
dljﬂuy%Q)MAS&uMl‘sﬂ&ﬁslfﬂﬁrywﬁ 10,13 S S s ol (5655 4 iz adsl sla (g azws

.xﬁd)’gbﬁfﬁhbbbﬁp

| New Application sensor X

© Not Supported

o) 93 Cloud Applications require deepinspection.
= 0 policies are using this profile.

© Versioné

Name ation Signa
Comments = View Application Signatures
R # 0/255
Categories
2 Mixed ~ |All Categories
~ |Business (179, £36) o~ | Cloud/IT (31)

B Relevant Documentation (4
O Video Tutorials (7

© Join the Discussion [7

~ |Update (48)

~ | Video/Audio (206 ~ Vol (31)
~ | Web Client (18) © - |Unknown Applications
O Network Protocol Enforcement
Application and Filter Overrides
Priority Details Type Action E Relevant Documentation [
0 Video Tutorials [7
No results Fortinet C t
© Jointhe Discussion (7
(o]

Options
Block applications detected on non-default ports ©
Allow and Log DNS Traffic ©

Replacement Messages for HTTP-based Applications @

) === 3
FRTINET V760 Cancel

=S Deny L 5 Allow |, 555 ol 525 (gla 2 S| (ol Application Filter Overrides cew3 )5
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New App Add New Override x

B Policy & cts -] 1ype Filter N

& Security Profiles

Action | © Block~

®~ © Block
o] @ay © Menitor x| Q
© Allow
Category $ Technology & Popularity Risk &

O Ne
Applic | ) __Twitter 0 Sodial Media Browser-Based -

]_, Twitter_Login & 3 Social Media Srowser-Based [ ]

ol Twitter_Post & (O social Media Browser-Based

Optiof

oS dlosl 355 (6ls ndly 31 (S5 50 1 Bl s opl ol 5o

Edit Policy x

Firewall/Network Options

Policy & Objects v Protocol options it - 5 5
Firewall Policy .
Security Profiles Last used N/A
First used N/A
AntiVirus e ]
Activesessions |0
Web filter o i
Hit count )
It
Dhs filter @ Total bytes 08
Application control © [ G default - Current bandwidth | 0bps
> :
U Clear Counters
File filter @ || Application Control ~
sSLinspection A IEZ block-high-risk i
S default © APIPreview
Logging Options I vifi-default >_ EditincLl

— © (searityevens c

B Relevant Documentation &
0 Video Tutorials

Generate logs when sessionstarts QB

Capture packets o) 01 Consolidated Policy Configuration 7
55} o U
Comments x 2 "
© Join the Discussion £
7
0/1023

Enable this policy ®©
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8  User Authentication
S oS ol el 15 o Il IS5 (slass b 1y S ) s ool Lay s Cod ) 21 355 Sla ety il oo SbB el U

.Active Authentication, Passive Authentication «s 3% .

).‘J"J.‘J‘*.’J‘Dj’“:'ua’.":*‘L‘LSLQJ""J:*“’U(’153)‘)\)'5)55)}”“:)(‘13)}‘}?.4{.[{ ‘éaDW\@JlﬁA?&?jbﬁﬁ\&j)
i3 )0 L e, SO M e s 0L 4 Le Session &S ol Sley B plas -l ‘>j&¢&uuur.g,3ﬁgu@@‘¢.iﬂ

52532 055 3315 L o)l b s s (6315 S g Sl el 55 dalition [y L cbo 055 5 2T 45 b 8 51 s b Passive by )
«la Event 3 Agent -l 5 N T Sl y Agent G b b oS 55l e el dis 56 Ly H8 ol gk el ) 5us 5
S o (58] o [y SeMb) (6558 513 5551

1l 26 53 IS5 S gumi09,8 5 55 slml

3lps S (S e 2 I Oy S S s R User & Authentication > User Definition (s 3,05 555 sl sl
e 5o ABl b (658 lassSt o b 5 IS g5 0l s 0l &S S e S g g il e 5o e psil L L 5 gy
orl Bl gl o e 53 L gl Al o 355 08 53 300 S Sl 4 (S o s pgan a0 3 S o 35 |y ) e 5 3 0
(St D 5 S et et L AL ol (85 S e 5 al el oo ST poler e 3 st e plol i el sl (61 IS

WJls 2 b5 A3 Jbb g ool U

> @~ 0@~ ®admin~

-d Users/Groups Creation Wizard X

@ User Type > @ Login Credentials » @ Contactinfo » @ Ext 8 R .
[localuser ] O/ Videe Totottls: (3
£ VPN

Remote RADIUS User

2 User & Authentication

Remote TACACS+ User P Sy
User Definition © Join the Discussion [7
Remote LDAP User

FSsO
FortiNAC User
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F o Users/Groups Creation Wizard

@ Login Credentials » |

£ Relevant Documentation (2

User & Authentication Password oy

User Defi

© Jointhe Discussion (2

> @ 00~ ®adminv
* | Users/Groups Creation Wizard

© Contactinfo ) € >

E Relevant Documentation [7

Scati 01 Video Tutorials [
& Two-factor Authentication
& User &Authentication Authentication Type FortiToken Cloud [ZSe RdRaroes Co :
it © lointhe Discussion (2
User Definition FortiToken Cloud license - -

Email Address

SMS. »

> @~ 0@~ ®admin~

= Users/Groups Creation Wizard

ST E Relevant Documentation [
User Account Status L REIERISN © Disabled 0 Video Tutorials [
User & Authentication User Group ©
User Definition

© Jointhe Discussion [

J):.MASL,M:JL;)&AJ v._{}.i:@ FireW&llPOliCyu:év.g:)b ‘:‘:’.L@"’)é V.,SJ :l;;.ﬂ ‘) AJS-JE;J)‘}A L;Laejﬁj u))}.i Q)j’*’w‘u.
Mb}u “SLSJ)):’.JAdl’ (..2.564 Lol \JJ)P"J.BQJ‘}A 3)\).4User/Groupswjgjv.:ﬂS@EdltbQJ Qﬁ“\;@l}uﬂ LSJ‘J';)"
S eslial 355 (Gla pw s J&b%M‘)\)J}J}&\;{.ﬁ‘}%‘UJS))‘}‘))P))m}&)}ﬁ-\iLgbﬁaﬁi‘ 3509

Fu - R . . .

PS8 gl 53 655012558 sy 3l e

35058 5 o2 5 o User & Authentication > LDAP Servers (g s 315 .55 3l K5 s b b 6,55 15 581 g S0l (g1,

St B ) Do
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> @ 08~ @admin~

| EditLDAPServer X

Name ITPHP & FGVMEVIFJPLYKIAS

Server IP/Name 192.168.1.10
Server Port 389 O APIPreview
Common Name Identifier | cn >_ Editin CLI
Distinguished Name cn=users,de=itphp,de=local Browse
Exchange server > i
& Relevant Documentation [7
BindTpe o [re— & Hmitociin,
Username administrator@itphp.local

Password © Jointhe Discussion [
Secure Connection (B
Test Connectivity

Test User Credentials

:Passive &) gay S 9o 5 >

eI Agent (| b S a4l 3 5 e S5 55, 1 Uy p 4 by 1o AgeNt il o5l ol Passive &) ey Sy g2 5114851 61
S5 @mﬁ b)b.el rj U'i\ J‘?"}:g_;‘ el FSSO—SCtUp J\jﬁb LS‘J" Agent U'-’~\ rL: s Jlas J‘)ﬂb LYE) J..SC,&L;J) ‘5)‘)25;1\.3}:25‘ )\ \)
025 o b s 5 3l Jd Jomlis aalsl 530S el I 5 S5 60 b5 055 R0 555

15l SLa s g s &1 (g jond oS Sl &y By 10 3 gy 5 0550 s Wm0 50 i oo NEXE Ly &) Jlim 5 oS oo Ll ] 153 5

("S‘Su‘ 3l e, 1)

13 Fortinet Single Sign On Agent |=lo] x |

The user account on which you want to

Please input the user account's name and

LIser name must be in form DomainMame\UserMame. If you want to use local user account,
please enter . JserMame.

User Name: I.‘u,.ﬁ.dministrator

Password;:

Back || MNext | | cancel
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i Fortinet Single Sign On Agent =-[B8] X

Install Options

Fortinet Single Sign On Agent could be set up to monitor user logon events andjor serving
MTLM authentication requests from Fortigates. Select the proper options below,

Manitor User logon events and send the information to FortiGate.
Serve NTLM authentication requests coming from FortiGate.

Please select the access method of Windows Directory

(®) Standard{e.q domainiuser)
-Select this option for easy setup, works for most situations
() Advanced(e.q. CN=user ,0U=5ales,DC =domain,DC =com)

-Select this option if you setup LDAP access to Windows AD to retrieve user/group
information from FortiGate

| Back ” MNext | | Cancel |

wéw \) DC QL&‘)&LI l}r.»..)" BE) cv.i}:b DC Agent M J?'\JA 5)\‘5 J\.iL: Y-

Fortinet Single Sign On Agent - Install DC Agent =

Welcome to the DC Agent installation wizard. This wizard will install DC Agent on the Domain
Controllers in your domain.

First please confirm the Collector Agert address and listening part.

Collector Agent

Collector Agent IP address: |1?2_31 010 ‘

Collector Agent IPvE address: | \

Collector Agent listening port: |E'rf|'|]'2 ‘

Mote: You need to have administrator access to the domain controller in order to install the
DC Agent!

< Back Ned> | | Cancel | | Help
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Fortinet Single Sign On Agent - Install DC Agent

Please select the domainis) you want to monitor:

[ x|

itphp:itphp.local

ff some domains are missing, make sure the trusted relation between domains is set up
propery, then nun this wizard again.

| <Back || MNet> || Camcel | | H

elp |

Fortinet Single Sign On Agent - install DC Agent

Flease mark the users you DO NOT want to monitar their logon events:

[ x|

=-§|§ itphp
---- [ Administrator

34
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oyl S Sl By a5’ ues Olsesl |y mode b ad o ol 5o

L DC (g5, s Agent 5 45 s sl Windows\system32 s dcagent.dll G DC-Agentmode Gt &ygn 53 )
S DC Gl ol 55 a8 Uil adls 4> g5 )ls bLs,I Forti 4 DC 5 (s Sy 300 4 Agent CJl= ol 53 sh oz
213 o Ol 4

I, s query s ,a a5 AoS eslinul blsyl ¢l Event Log L s NetAPI 3l .ilg e Lui Polling Mode Glesl &y 55 WY
Event log polling 5 Js 555 05 Jlul ilog 51 &5 Js sl iy Coo s NetAPT (s caiS o Jlujl asl Ve a
eSS e (5l 255 s Syl s Log ples

Fortinet Single Sign On Agent - Install DC Agent 28
Select domain controllers for monitoring user logan event:
itphp'srv.itphp.local
Working Made

(®) DC Agent Mode (Click Mexdt will start the installation of DC Agent)
) Polling Mode (Polling logon sessions from Domain Controller)
Poll logon sessions using Windows MetAPI

Check Windows Securty Event Logs

| <Back | Net> || Camcel | | Hep |

Fortinet Single Sign On Agent - Install DC Agent 2

Select domain cortrollers for monitoring user logon event: Uncheck Al

¥ itphp)\srv.itphp.local |
installdcagent *

o DC Agent is successfully installed on dermain controller

You must reboot the domain controller to menitor user logon event.
Do you want to reboot
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e b AiL o RUNNIG W s 5 s 45 43S sdaliis 5 43S 5L 1, FSSO KslS il 55 o A jlial 5 Lo DC g s 4 sl 51 s

£ Fortinet Single Sign On Agent Configuration = = 2
Monitoring uger logon events Support MTLM authentication |Eollector Agent Statuz RUNMING |

Liztening ports Common Tasks

FortiGate: 3000 FortiGate SSL; | 8001 DC Agent: (3002
|:| Enable S5L DCAgent S5L: 8003 Preshared key:

Show Service Status |

Show bonitored DCz |

Loagging
Log leve Log file size fmitE]. [10 | [ wiewlog | Show Logan Users |
[[]Loglagan events in separate logs Wiew Logon Events Select Domainz To Monitor |

Set Directory Access Information |

Require authenticated connection fram FortiG ate Pazzward: _

Timers

Set Group Filters |

“whork station werify interval [minutes):

I

Set lgnore User List |

Diead entry timeout interval [minukes): 430

IP address change werify interval [seconds): Sune Configuration 'ith Other Agents |

[ Cache uzer group lookup result

Authentication |
Cache expire in [minutes); |

o
=

E=port Configuration |
Clear Group Cache

| Advanced Settings | Savelcloze | | Apply | | Drefault | | Help |

S AS a5y ass ‘r.:ZsJOinJJ}DCigbJ}&PCd@\(}ywéuﬁé‘V?A><=L>.Q‘QSJ)}§(5))J{‘)QWQL5YL>
J34S 315, DMZ j5 ;0 4 ICMP 3 RDP (gla s 5 5 5l 03l o.sl>.|k&uPCﬁsﬁxJS/oT)sqsr{:ﬁu;ﬂqql b SO L
Ol s s 5 4l lls o 55w DNS L b1 oKl B oas 13 ALL (55 5 s o ) (ol 0l il 55 40 035 05 )
Fortinet Single Sign-On =S SIS |, + Create New T Security Fabric > External Connector /5 Y= .55

S s P! L,Agent

iGate VM64-KVM  FW-1 Q- s I3 00 @ eimin-
@ Dashboard 3 Edit External Cannector
% Security Fabric - Status :
Physical Topology Endpoint/identity © Disconnected
Logical Topology

Security Rating

Automation 5 5 5
& Public SN Cannector Setup Guides

Fabric Connectors

. = Amazon Web Services (&
External Connectors A v & Google Cloud Platform [
A Microsoft Azure [

& Network Conmacior Settings - Oracle Cloud Infrastructure (2

& System

B Policy & Objects Name B Privat

@ Security Profiles Primary FSS0 agent 17231010 - semseses + 0 Application Centric Infrastructure (2

VPN Nuage Virtualized Services Platform (£

Trusted SSL certificate » o DuvnSkaunn;um )
& User & Authentication rex Viware NSX (£
User groupsource @ Collector Agent [T
14 Log & Report
LDAP server do Active-Directory - @ Documentation
Proactlvely retrieve from LDAP server €0 & Online Help (7
" als @
Search filter (objectCategory=group) W Video Tutorials (4
Interval (minutes) 180
Users/Groups 46 @ View

© FS50 groups will be papulated in the background.

Apply & Refresh OK Cancel
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© System
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Authentication Rules
1Pv4 DoS Policy
Addresses
Internet Service Database
Services
Schedules
Virtual IPs
1P Pools
Protocol Options
Traffic Shapers
Traffic Shaping Policy
Traffic Shaping Profile

& Security Profiles

aveN

& User & Authentication

@1 Log &Report

Edit Policy

Name @
Incoming Interface
Outgoing Interface
Source

Destination

Schedule

Service

Action

Inspection Mode

Client-Internet

# Inside (port1) >

B I5P1 (portd) -

Dal x

B CN=Internet-FSSO.CN=UsersDC X
+

Sal x
+

always -

@ AL x

+
v ACCEPT ZRelatg

Proxy-based

Firewall / Network Options

NAT

1P Pool Configuration

©

Use Outgoing Interface

Preserve Source Port (B

Protocol Options 1 default

Securlty Profiles

AntiVirus >

Web Filter >

DNSFilter o J

Application Control (B

1S >

File Filter [e ]

SSL Inspection = no-inspection -

B Use Dynamic IP Pool

| e

Select Entries x
Address [JEESEN internet Service
Qsearch + Create

& CN=Domain Controllers CN=Users,Dt
& CN=Domain Guests,CN=Users,DC=ne
B CN=Domain Users,CN=Users,DC=nex
5 CN=Enterprise Admins CN=Users,DC
B CN=Enterprise Read-only Domain Cos
8 CN=Event Log Readers.CN=Builtin.DC
) CN=Group Policy Creator Owners,CN
B CN=Guests.CN=Bulltin.DC=nextadmi
@ CN=Hyper-V Administrators CN=Buil
& CN=IIS_JUSRS,CN=Builtin,DC=nextad
& CN=Incoming Forest Trust Builders,Ct
& CN=Internet-FSSO,CN=Users,DC=ne:
& CN=Network Configuration Operator,
B CN=Performance Log Users CN=Built
B CN=Performance Monitor Users.CN=
§ CN=Pre-Windows 2000 Compatible A
§ CN=Print Operators CN=Builtin.DC=1
W CN=Protected Users CN=Users,DC=n
i CN=RASand IAS Servers,CN=Users,D)
@ CN=RDS Endpoint Servers,CN=Bulltic
& CN=RDS Management Servers,CN=Bt
T CN=RDS Remote Access Servers,CN=
& CN=Read-only Domain Controllers,CN
& CN=Remote Desktop Users CN=Builti
B CN=Remote Management Users,CN=1
& CN=Replicator,CN*BuiltinDCnextac
< >

Close
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9  Antivirus
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bl gale Jls L sl Proxy <= s b - L Sl sl Proxy Il 5o Lo gla Ly, 5 (S g ST asCy) e s
5> .50 Full SSL Inspection cJl> ;5 &L SSL Inspection o> a5 4us C35 568 0 Jlab o SSL Inspection .,z Antivirus

G b 5 BIOCK pliy L S 550015 1y g iee L6 aalyiy 53 ST Jlm ns o plosl s sy s s (3T (ool Jos S50 ol 18

b oo amlge S 8358 JIy p

®+ 0O~ @admin~

o Edit AntiVirus Profile x

Name

&) Security Profiles Comments Scanfiles and block viruses. |
A29/255

AntiVirus b AntiVirusscan @ @ Y Monitor

Festure set Proxy-based @ APIPreview

% References

[ FGVMEVIFIPLYKIAS

Inspected Protocols
= s EditinCLl

HTTP ©

SMTP O FortiSandbox

POP3 @O S

IMAP O E understanding Inline Block Feature [
FIP © P

s @ Online Guides

2 Relevant Documentation [
) . 0 Video Tutorials 2
APT Protection Options
Treat Windows executables
inemail sttachments s viruses

© A Fortinet Communit
¢ Join the Discussion [
Send files to FortiSandbaxfor inspection &
Include mobile matware protection [ s]
Quarantine (D [s ]
Virus Outbreak Prevention ()

Use FortiGuard outbreak prevention database
Use external malware block list

Use EMS threat feed (&

e a
FRTINET V75D “ Cancel

[® )
»
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10 IPS/WAF

SW b bagls S 5 olulis ) o s sl Sl 5 oS sl S5 58 Jls b (slal ) S Intrusion Prevention System L IPS
Web L WAF .48 s (5,85l < 5o Gacl 5 5 s b 5555 51 45 Cogm ol )l s Lilgn IPS 5 s s (5T S5 .S s
Security Profile > Intrusion Prevention Ce.3 31 Lilg oo 1, IPS .S o J 28|y s S OOl 45 Application Firewall
4515 o Application Signature (s s 53 . A o5l b el Coand 55 0T ) 5.0 bl ) (51 L= Signature G o= b 5 . dois

2013 45 Coll Sl s adan |y 25l 4 4S8 S35 oS 5wl ) ol Signature

5 @ 0@+ @adminv

Edit IPS Sensor x

Name all_default = FGYMEVIFIPLYKIAS

Comments All predefined signatures with
default setting.
4471255
Block malicious URLs (B
1P5 Signatures and Filters
@ APl Preview
T CresteNew % References
Details | ExemptiPs | Action Packet Logging »_ EditinCLI
& Default | @ Dissbled
t Documentation (5
O Video Tutorials (7
e .
> Join the Discussion [
Botnet C&C

Scan Outzoing Connections to Batnet Sites Black | Monitor

3l STd- oo b ol Security Profile (g 55 =22 13 e <= s System > Feature Visibility s 3l 1wl LG |, WAF
Sl b WAF Ygans oo plosil |y ise pl @ bss o Dlacal o515 s 0 54 Security Profile > Web Application Firewall (s 5.

= O > @+ 08~  (© admin~

1 New wWeb Application Firewall Profile x

O | Neme
Comments | Write 2 comment.. PP
~0/1023
Signatures
& o -
Search Q -
E Relevant Documentation [7
Status Signature Action Severity 1 Video Tutorials [
@ Enzble | SQL Injection © Block [T 1] ortinet Communit
Web Application Firewall v - - - © Jointhe Discussion (7
@ Enzble  Infarmation Disclosure @albw =
@ Enzble  Known Exploits © Block [T 1]

@ Enzble  Credit Card Detection © Elock [T 1]
100% €Y

Constraints

& Edit Search
0| .
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11 Dos Policy

‘J}éyﬂ&i)}dbﬂbé})\b@)j@%uuﬁ‘ (..:Stsﬂg}l;-DDOSJDOS Q)\.«;—)‘(’.f\};uﬁ 4;L.:.<:5)}3dbﬂb)>s:~:bl§w|b
S ) e o) 5 355 o il il oo (5l g o (W1 IS ) ot 4y 68 s 5Me DOS sl o 55 L35 5
23 0dd Ly S i 5l O (6,85l 4 bgy o S aay S (6 K SIS o RSP Policy & Object > DoS Policy (s 5,15

S (Sl [y S Ol (B op 3550 s e 5 aale 5 s T 425 b 15 oo Olimen S b 1) o)

L2l 5 g8 OMex cpl SSTIPS Cil aS conl ) 4SS el oslinad B oles 4 5 S dleel sl 3 1y ol ol s (6510

S o RS

> @+ 0O+ @ admin~

| Create New Policy X
Incoming Interfacs - = B
Source Address B Relevant Documentation [
1 VideoTutorials [
Destination Address 2 Consolidated Policy Configuration 7
Service
© Join the Discussion [
L2 Anomaliss
Mame B Logzing Action Block  Monitar Threshold
ip_sre_session | (B m Block | Monitor 5000
o st session | (B =0 viock | vonitor 5000
L4 Anomaliss
Name O Lozzing A;jinn@ Block  Monitar Threshold
tep_syn_flood » Block | Manitor 2000
tep_port_scan > Block | Monitor 1000
tep_src_session | (B [a1"Y Block | Monitor 5000 -
FOATINET .o [ o ] Cancel
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12 VPN and Cryptography
S 69588 b (il oyl 28 el gy ) el VPN & iz pl 53 .Gl Virtual Private Network s Ciisee VPN
Sys ey il )y 1K s .leaa.x.@.c«jl)d..«..ij;..md\VPNg)MQﬁﬁdVPNBM\b.\.:sdal.x.:du.:&\d}o.c«w

S ol

VPN Definition

VPNs protect data that is transmitted over a public or shared
infrastructura such as the Intarnet from threats such as man-

in-the-middle attacks.
Clientless Z
SSLVPN :

Full -Tunne| PRSSSSS

“RomoteSHe Enterprise Network

‘5}3.)% wL:?u 3}":@ ‘_SJLM OJL:.; C,.)Jl\i\):.m.: 3P g_;“"‘J"} Sl A‘f.ﬁ (.S)l?w; u:j) VPN r.:—\sg;d odalin J‘.’.JJgj"); b VPN le'i‘J‘
o3 JolS S5 DSL Jon s (5350555 L 1S s o 0 VPN o 51 ot o ln ki B e it 35 (5505

S o @ al Bl gl o ol Culg o 5 a8 3l el | VPN Coy DS s 655 1550 5

VPN Definition (Cont.)

VPNs have the following benefits:
«  Cost savings

»  Scalability
+  Compatibility with broadband technology
«  Secunty

41



10)

Liosiigd Aol Fortigate Firewall
Secure Intelligent Network

st."\la} LSLM @ dj‘ S0 NG| RISy s.>)l.> S>3 Remote Access =] JLA_'?‘JWAN 6[.& .l:._.?u BE) Y_}W ASQ.:L& Ll
.\&l{&'&bbd}j)ﬁgbj\QLF}\L‘}JJ:.(!‘)@JJEJDMLAASQJ}.&@‘Qwrybjjﬂjbu\&dbgd—vrjbbjyj ‘Jj.l.:n

:;V.:A‘}> Gl o5l 5550 35 (6 s Sloenin s aslsl j5 S

Key Threats to WANs and Remote Access
The key threats to data privacy:

. Favasdranning attanks
»  Masquerading attacks
«  Man-in-the-middle attacks

MQQM}AJU&\%}G@')‘?&)JJ udajﬁbbdb)@"bmu)bﬂffd‘ bﬁwrbu‘usnlffer&kjl \bw cdj‘u:uj)
HTTPJ‘@)L&#‘&\}UM)}Q@)W‘ jou')\ ngwjdbaybw‘b&uﬁ)ﬁﬂ Jﬁdwﬁ‘yﬁ“ .L.»b?-w ‘)Lﬁdb«D&'\)'
345 oslewl HTTPS 3

Key Threats to WANs and Remote Access
Cont.)
Eavesdropping Attacks

+  Apacket sniffer is a software application that uses a network adapter
card in promiscuous mode to capture all network packets.

+  Packet sniffers exploit information passed in clear text. Protocols that
pass information in the clear include the following:

Telnet, FTP, SNMP, POP, HTTP
»  Common solutions for companies to protect information are:

Implement a VPN with encryption

g Packet Sniffers
Hasl_ A Hosl B

S5 4S5 a el Wl b das e el IP Spoofing l>Mawal | &S e Jax | 555 @L;Ta.u;s«.lp Eaves Dropping attack s, ;s
o==S o3lizl Packet Integrity J> o, 31 ol 5 o (5 S5l 612 -2 S s 6
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Key Threats to WANs and Remote Access
(Cont.)

Masquerading Attacks

A masquerading attack is where an individual hides their identity,
possibly even assuming someone else’s identity, example: IP spoofing.

IP spoofing occurs when a hacker inside or outside a network
impersonates the conversations of a trusted computer.

Two general techniques are used during IP spoofing:

A hacker uses an authorized external IP address that is trusted.

The most common solution is to use a packet integrity check system,
which is implemented with a hashing function.

500 s Bk gs 5l sl glus pls 4 a8 ok das o sl F b g3 o1y 365 e Masquerading Attacks s, o

Jl;;.ﬂ r)J..':) le.h Sequence Number J\}ﬁb ] J\jﬂb)‘ oslaiw! (3L U‘i‘ )‘ 6;}17- J>- ob \J}w Jx.\s:jﬂ.:u L.’.ﬁ Jx}- b L’;i: Ju\jw

X585 S 5950 sla Session b .S e

Key Threats to WANs and Remote Access
(Cont.)

Man-In-The-Middle

A man-in-the-middle attack requires that the hacker have access to
network packets that come across a network.

A man-in-the-middle attack is implemented using the following:
Network nacket «niffers
Routing and transport protocols

Several solutions for man-in-the-middle attacks are:

- Afirewall system randomizes TCP sequence numbers

- VPNs provide three tools to combat man-in-the-middle attacks: device
authentication, packet integrity checking, and encryption

< bl a5 Cisco Validated Design |; Cisco CVD L 5 Cisco Safe Jo ol Yo .35ls b a5 6l ool (b 6l Ao ol 5SS

&l el |25 Branch, Data Center, Internet Edge, Campus
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Cisco Modular Network Architecture and VPNs
(Cont.)

Cisco Modular Network Architecture

il 5 Sy VPN s s, ¢ 15!
Ol G,k a5 by Remote Access sy 53 5355 o0 oslinul Site-To-Site g, 5 5550 85 b caliies Sl o Ysane
Full Client .ol VPN LB 5 aslinal 4 556 ()55 £5 e D5k Clientless ‘,..Su.a oslizal hgy ol 5 SL e CdS L
e N5 VPN s Sl el Gllie ) JolS &m0l 5300 13 05 i b (img
VPN Types
s —Ea

Remote Access Full Client L - -+ Cisco AnyConnect

(1] - - » Cisco AnyConnect

Clientless (B ...+ https://Web Portal

L) Site-To-Site VPN 31 (gl 505 1 3 goc

VPN Types (Cont.)
Site-to-Site VPNs

Remote
Site .

Sensitive
Resources

Enterprise Network
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(=S s» odalis 1) Remote Access VPN 31 gl & 505 ) Jé s

VPN Types (Cont.)

Remote-Access VPNs
Clienlless VPN

—_— 8 e

Unencrypted Traffic n
Sensilive
Resources

Enterprise Network
Sz 55 4 VPN sl LB L 15
(e Geadae S o jasel Blie O b oSGl 5L 5 oy g2 31 ixy Authentication
RS dake |55 5 oS ol (Sl S ol s ola by, 4x L x Encapsulation Method

s Db 55 3 035 31 (5,85l _m Packet Integrity

L3 6K 55 6l b S &y e a Key Management

S =5 pl o3l plosil ) S ol 1y RES CE N PN B P31 LY el s L SES] &3> Non-Repudiation

";r:“‘jﬁ'wjﬁﬁgé}?c’)r‘-?‘)%‘fg}i‘“mﬁ .wh;\;rbdll)J‘SwI iy

VPN Components

Authentication
Device
User
Encapsulation Method
Data Encryption
Packet Integrity
Key Management
+  Non-Repudiation
Application and Protocol Support
Address Management
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Secure Communication and Cryptographic
Services
«  Crypiography provides fundameniai components oi security for viFs:
Confidentiality
Integrity
Authentication
Nonrepudiation

Key management

= Cryptography provides this security by using several types of
cryptographic algorithms:

Symmetric encryption
Asymmelric encryption
Hashing

«  These technologles can be used in various ways to provide the
fundamental components of securily.

3 S Slins 4 Integrity .S 5528 1) o B35 S B 358 505 Shsmar s i . ledb] Sl ;2s sliae 4 Confidentiality
Sl Lo a3l 5550 sl lea Lo Jilde el ST ek By s 5>l sliae 4 Authentication . e Job s s fas ple
wads e e sy Key Management .p)_i‘. Lo ol o S Lesl Lol s ST (6,18 A8 01 Ll 65 ol oS s Nonrepudiation

S oo el 3500 3T (63l pal 5 SbLS,1 53 ol esly 5 sbowsl (51 48
« Cryptography slas 5l pled gl o e (Symmetric, Asymmetric, Hashing) «iw»> aw 4 Cryptography =B 5
S e eslil bl 5 QLSS uJS bL3 I 3 b 55 o Symmetric Encryption s, 55 .l (g5l osly B 55 v‘wi“ s alausl g

S o oslanal o5l b g aline L8 S 5 Lyl & b ss Asymmetric Encryption s

e Symmetric Encryption

S S Dbl 0k ,S 5 SleMb sl b pms IS e e3lii] alis 5 LSS WIS 51 LLs )l b 55 Symmetric Encryption s

DES, 3DES, uf:jjg.ﬁ’-‘J"djﬂ &)ﬂ‘@..)ﬁjﬂ}ébb@\ J)jﬁ&%f}jé)&f)éb;ww‘jud@b;‘UL:\..AJc.ls
4L AES
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Cryptographic Algorithms
Cryptographic algorithms:

«  Symmetric kev crvptoaraphy also known as secret kev or preshared
key cryptography

By

Hello!

Encrypt Decrypt
»

L{J}))ﬁ) J..Suﬁ &L’S}A)b@bo&;} J“Sdojn)btgéowﬁds.xﬂbdeﬁ)ﬂ‘ O.;_‘)) Confidentiality >J‘~'JLSCJ'-’-N
s e (:bul b)ls Cﬂ‘ ul...&_y .L:.lsgil)l oslazul

Confidentiality Using Cryptographic Controls
Confidentiality is provided by encryption.

< Enctypticn is the prosess ui'conscning cloansut te'cishertoxts

= Decryption is the process of converting ciphertext to cleartext.

__ABC . ABC
by ™

Decryption

Encryplion )
Algonthin

Algorithm

,deu@@&ywlﬂ S o Jok o o sl 4l sl el 5 D gam Joyls Symmeetric gl (..-i,}is\sg;tﬁp
o ol Gl Al e VL O Sl Al 5 S5 dS Jsbs a3l Stol 99,31 )5 e Sl 2B IS s it
Sl LS5 3b g5 8 a4 aplins uIS -t Jlas

Confidentiality Using Cryptographic Controls
(Cont.)

Here are some characteristics of symmetric algorithms:

«  Efficient and fast, simple to accelerate in hardware

»  Suitable for real-time bulk encryption

«  Key length of several tens lo several hundred bits

Kay managsmant.can he a prblam

_ABC ...RBC
‘ Byt
¥ . 3
Encryption ﬁL

Algorithm

Encryption Key Decryption Koy
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e Asymmetric Encryption

s Private Key S o)l aS o5 )8 8 Sy ol 5 cdiS oo eslinad alive 8 0S5 bLS )1 & b 55 Asymmetric Encryption s
b a8 Sl sl 4 O 055185 5 2355 o0 5L Private gles b Jai 554 5, Public L &' sledb) ,» .ol Public Key &,
o5 .S (51,5 5 LS 56, Public J?lfwwbbl:\p{sus s Jlayl Sygem 53 Blae b G das o 5l 3 Jilde )b jLesl 451y 555 Public

25 o RSA, DH 55,05 35,2518 5 cal 5348 s 5801 05 1y ol b 4y IS Ul 2l S el 5.8 Ol

Cryptographic Algorithms (Cont.)

«  Asymmetric key cryptography also known as public key cryptography

Cgsr'"z Public Key Exchange

S o Jos LS Sl 95 0l 2215 5,)8 0 Asymmetric s %5, ,» Confidentiality

Confidentiality Using Cryptographic Controls
(Cont.)

Here are some characteristics of asymmetric algorithms:
«  Very slow compared with symmetric algorithms

»  Used for digital signatures or a key exchange

+  Typical key lengths in thousands of bits (RSA) or hundreds of bits

{(ECT)
=

«  Simpler key management
+ Examples: RSA and ECC

. ABC . ABC
W
= -~

Decryption
Algenthm

Encryption
Algonthm

St Hash |, s a5 &y g ol @0 2355 oo 48 Jliows liasl o 4 -Sas! 515 S8 oa Asymmetric ¢la 4y, > Integrity
s Jsb 55 L3 45 558 o eedas 5 .S e 3L L Public b 1, Hash 5 sl 50 1y b 05,8 (=S 30 Oeass Private |, Hash
LS o 2wl o L LI pos L Nonrepudiation sy, ! .3l oS'1y Lo Private 4 JS eS| o 05,58 55
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Integrity Using Cryptographic Controls (Cont.)
Digital signatures:
«  Asymmetric digital signature algorithms also provide integrity:

The sender generates a digital signature over data by using a private
(signing) key and appends it to data.

The receiver verifies the signature by using a public (verification) key.

»  Digital signatures use a combination of a hash algorithm (such as
SHA-1) with an asymmeltric algorithm (such as RSA).

e = O
~ ~ R 3 oW

S i) & *
(=

&L I uﬁ !

8 o *

Signature Verified

Digital Signature Public Key
e Hashing

sl b S AT 3 S s o) .:JS.,\:A\}S-g:,éli).a\)g:,.gl.?}iu&b@}};&:ﬁo:bj@‘tsdﬁuﬁl{l:‘isr.:.l))ﬁ\wl):
@:&uo.x&wsujﬂ\:)ljl:ﬁ:}.sjlddafjcg.,\?lsr.:wﬁ\w\):.Mﬁdbldki.sc\.go)l{j:o.)&Hashdgz&i}\r@\jwuﬁ
2L, MDS5, SHAL, SHA2, HMAC o5~ Hashing s r:g)jf.x\)'\ AT o s O 3ol e b

L’I.L) 45@\.»)) r.:.sdo C,.él.u) C,ulj )l.\.s.a[.g Hash &.3) Jﬁ& ﬁ))ﬁ\ 1P) L"...r'b Sl Integrity Sls Hashing 45&\.&.5)1)\5 A.LA.‘»)\
Hash ;U35 1) bz a5 Slo)y bos ol 1S s o [y W ely 53 S S1 .S oo Jluyl gTHash b ool o 1y ks ol S b)) dalss- o Iy
Lo el i 1y s a5 S el o) Jlgos Il 355 g0 olT s Jsb 55 s 535 51 US s dlis s ol o Hash U 5 S s

Sl Jo ol s s U Hash &g o

Integrity Using Cryptographic Controls

Hashing is a mechanism that is Data of Arbitrary Length
used for integrity assurance: Wiassene ]
235 EE

it provides a one-way, fast
transformation of arbitrary-length
input data into a fixed-length
digest (hash).

«  Examples of hash functions are
MDS5, SHA-1, SHA-256, SHA-384,
and SHA-512.

Fixed-Length Hash

[c0d123e5r316ber78brdf52008837577 |

o\,@blﬁg:c\fd))_,«poila{.r.,‘&SHaShdiLg,S@bLyaSC))ﬂwlg.V?SJoAW\HMACJ:-objI b o IS ol &Sl (gl
b@:o)pjbaxﬁgsdbjbabﬁw?ﬂ&b%\ cu\iﬂf‘bbﬁ:ﬁ’bHaSthl:\i:ws;\Md)L)bU.m}SHaShJ.:.ls&Lg

.:ﬁunmﬁ)bb.bﬂ:ﬁ@ﬂ&.\é.Jﬁwd\jwjb@oxﬂgdbwljé .AJ@JQ..»J;#J)fH&ShQL«A .J..'S@HaSh
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Integrity Using Cryptographic Controls (Cont.)

HMAC is also used for integrity Data of Arbitrary Length

assurance:

Message

HMAC uses a secret key (that is
shared between trusted parties)
as part of the input.

Fixed-Length Hash

| 20d123e51316bef78bfdf5a008837577/]

Ad 3D ygeo 4 aS L3yl S 5o e il Authentication

Sl QJ:.@.@J JJB S 8 ('..:J )Jﬁ L» yiw Sl )ual.v‘ L}J U"”“L QL»A JJL&A jﬂ:v c.L_vJ.:vL;a u:"*k-" ] SubjeCt Authentication

) A Uzl Lo oS ol ol gl oo 5l s s yeelas oay Data Authentication

Authentication Using Cryptographic Controls

Cryptographic authentication is used for the following:

.

. Suhject authentication: Authenticate subjects nsing cryptographic

authentication protocols.

Data authentication: Authenticate data received over an untrusted
network. Data authentication is usually performed with the following:

- Symmetric HMAC algorithms, where high performance is desired without

nonrepudiation (for example, SSL/TLS or IPsec)

Digital signatures, where performance is nol a factor and nonrepudiation is
required as well (for example, application layer transactions or XML
messages)

3y90 Lhu:j)juv.:.i)"g‘ pled 3 S Vgoms ol AJS g e Sy 0358 0 ke Cryplography ;3 48 oIS o 5 ool 51 (SO
Slles 55 a5 S 5 Sl Lo WS Sl ol &S Codl il §yooms Key Management .5,S5 .o ;3 o3l

Aib e 4SSy e Cryptography

Keys in Cryptography

Keys are used for all of these three critical VPN functions:Encryption,
Packet Integrity Checking. Authentication

Key management deals with the secure generation, verification,
exchange, storage, revocation, and destruction of keys.

Key generation is the process of generating keys for cryptography. A
key is used to encrypt and decrypt whatever data is being encrypted/
decrypted.

The security of a symmetric cryptosystem is a function of two things:
the strength of the algorithm and the length of the key.

Key exchange (also known as "key establishment”) is any method in
cryptography by which cryptographic keys are exchanged between
users, allowing use of a cryptographic algorithm.

However distributed, keys must be stored securely to maintain
communications security.
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s e b b Sl S ,a s s Certificate

Public Key Infrastructure (Cont.)

«  User B can act as a trusted introducer because user B is trusted by
both user A and user C.

User B signs the public key of user A with the private key of user B and
sends it to user C.

User B signs the public key of user C with the private key of user B and
sends it to user A.

Users A and C can verify the signature because they already have the
public key of user B.

Verficabon Key
Public Keys
IR vser A

LU User B

G erc

Private Keys

IR v | gz

I e ¢

1 slazel LT o aen oS 2 133 55 (g rme gla CAL S 555 0 el Certificate Authority L CA Lug 34 syl ples
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Public Key Infrastructure (Cont.)

» Certificate Authorities: PK! extends this concept and makes it scalable:
There is only one cenlral trusted introducer (the CA).
- The CA signs the public key of everyone.
Everyone has the public key of the CA.

EGEEN userA A FRA
IR user Gl
N

[EEEE Certificate Authority UserA

u:.QLAV.hdlaﬁ\k.(:l.:ki%lsuu)b)‘jMJ)bsﬁb&g.)%‘)}boMTw}MWﬂM‘}:dLuﬂﬁkdf&vrw\)\Juu

ES

gl

Public Key Infrastructure (Cont.)

- Signed public keys (identity certificates) are returned lo entities.

«  Entities can now exchange their cerlificates with each other over an
untrusted network.

Public Keys

[EH) Centficate Authorty
Y UserA

B useic

Private Keys

EEEZ Cenificate Authorty
0N User A
ISR User C Public Key of User A e Public Key of User C

Signed by the CA Signed by Lhe CA
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Public Key Infrastructure (Cont.)

The table contains examples of the information that is in an
identity certificate.

Field [ Value
s e 8. T, TR
s : et :

e
e‘m“y' 394 “ji‘ \

Issuer X 500 Name

valdtyperod : 4pire -
Subject X.500 Name C = US O = Cisco CN =
CCMCluster001

SNBSSV 7S T S £ T P SO A ST SRR
‘Sublect Public Key Information | 756ECEOCOADCTHA0L.

Field | Value

Etenson (0 sty |
CRL sttnbuuon Poims URL hllpjlcd CAcomICACRLcd
([CASignawre " 12C086C7FEOBGEBODA3DGABL.,

.mw“;,w)mﬁw.md@u 03, 3 Lpmy Lo Revoke |y o 558 4yl b 5358 30 55 jlael gl 31 8 Sk o S

Mﬁ)@)‘}ﬁmdsr._v.)b‘)l.hwﬂo);cjl&'u:j)mb

Public Key Infrastructure (Cont.)

AAA Scrver Ccrtl'lmto

PKI entities regularly poll  Entities can query the Entities can query the
the CRL repository to OCSP server at any time  AAA server at any time lo

recelve the current CRL  to check for validity of the  check for validity of the
recsived eertmeate received certificate

A window of opportunity
forﬂieaﬂéejtgwhia'ﬁlo
nowcﬁbmlw*

| propagated

o sl 4 S5 )3 g 3Ll 3550 558 093 Sy 4l S o Jub i 5 5 e sl 95 G55 5 Send S 0o Sl 5l sy oS

.Lz.a Encryption (g, dou> Jssla gy oy sla

Next-Generation Encryption

+  Some older algorithms (and key sizes) do not provide adequate
protection from modem threats.
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1

.ol IPSEC ‘.LSd» JlSVPN C_y d‘ BE) PLY g;kgl')‘).; L@.J LS L}"’aj v.h LY \) ‘\MJJJ .\J‘j::ﬂ S ..l Site-to-Site s VPN 8)4‘ )l é

Mo s S oilwosla |y IS, cpl Ol Alses Gl ol 4 Ll
IPSEC With Crypto Map, IPSEC With VTI, GRE over IPSEC, Get VPN, DMVPN, Flex VPN

Full &> (5,$5 5 Hub and Spoke b S il po p) oysmms Conl (5l 03Ls W Site-to-Site ;5 45 ,ls 53505 5 gl
Zwsl Mesh

Site-to-Site VPN Topologies

Hub and Spoke Full Mesh

s VPN 3l esly (:K;A 53 ke (3lwesly B MPLS ey 53 Ysans 15,8 o )l eslinul 5,50 Site-to-Site ;545 s 5455

el ails (65L 5 <35 Multicast, Redanduncy, QOS 3030 o 4y

Site-to-Site VPN Technologies

Site-to-site VPNs:

. Connect sites as a replacement for a classic WAN

= Use peer (site) authentication and cryptographic path protection
B Require basic network traffic controls

. Frequently use IPsec for its cryptographic security services

Enterprise Network

b 55 M 358 e plwil Internet Key Exchange b IKE L 558 o0 5135 b 55 o Lo BLII 6513, 5 |3 &5 (el OBl
Security b SA b-Sawsl |, SlBl5 ams 5 LS 0 G315 wal S bles s 5 b r’wﬁ‘ S 6oy (S jo, LIS (g4,
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Vyans Lo oS AL (0 035 35 g1 IKE .o Key Exchange s s pbul IKE S5 5 5 S olayls s 5l .an S Association
O g1l 48 S oo oalinal (6 805 (9953 sl JSS5 S TKE S35 5515 (5 8 sl 0 53 0305 45 4] oS oo o3l 0T G 055 )
S 3Ll dal 5o JS55 5 ¢S 315 4 o yasns IPSEC Ul ol bl w51 ny 3L ISAKMP, Oaklay, Skeme
259 ESP Lol w5 Authenticate |y bLs ) Lais AH oS ol ol 53 55 ol Soslis BSP (6 K5 s AH S 5505 jlast o 1y IS5y, 53 48

&S e on Encrypt of

IPsec VPN Overview

IKENKEV2" = | iy managent o

authenticalion affic

m . e
:
E Provides an e on for encryption and
1,

+  Defined in RFC 4301

«  Combines three prolocols into a cohesive security framework

b o Lol 5 Sl )3 5 Lol SlbLs,l a5 sley . Tunnel g s 5 Transport S .55l Mode L <> 55 Encryption !, IPSEC
o IPSEC Lu g anals o 54 5la bl &= SaS gl g .aS e eslinal Transport Gl 51 uS ol 1y 55 Dbl sl o
S oo eslizad Tunnel Sl 51 48 al | b)) a5 S sl B3|

Main S coul gilw sl b8 &) 95 4 Jol 5B a5 il 55 O ygamy a5 25505 56 55 SbLs )l ()13 5 Ol el sl IKEv1
L1y s slayls Aggressive Sl 5 das o plxs! S s by a5 gla 58 Main cJl- «5 . Aggressive Mode &, s Mode
Yyems s 45 .l GDOI (¢ S 5 Quick Mode S »0s <> 55 2 5l Sl 58 Main CJl- a5 aas e pls! S ol

=S 50 03Ul Quick Mode ZJl>- )

Internet Key Exchange v1 and v2
Internet Key Exchange v1:
Documieided in R C 2208

Runs over UDP to destination port 500

IKE Phase 1

(Creates an IKE SA)

Main Mode

or

ejeq 8in28g

Aggressive Mode

e 7 e

Peers negotiate a secure, IPsec SAs are negotiated to
authenticated key- protect user traffic. 4
management channel.
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.»;JﬂuruQIKELSLA.LQT}byJJL;%QL;kﬂjJQ

IKE Phase 1 (IKE SA)
authentication (pre-shared autehntication key, certificate) (secure)
symmetric encryption key exchange (secure)
Security Association (Authentication, DH, encryption, hashing)

IKE Phase 2 (secure) (IPSec SA)
Security Association (AHmd5, shal / ESP:des/3des/aes, md5/shal)

key exchange (optional): perfect security or PFS
IPSEC (AH/ESP)

IKE

IKE Phase 1 (main mode or aggressive mode)
IKE Phase 2 (quick mode or GDOI)

IPSEC

Internet Key Exchange v1 and v2 (Cont.)

Internet Key Exchange v2:
Documented in RFC 4306
Runs over UDP to destination port 500
There are two to five messages for basic exchange.

There are two to five messages for basic exchange.
IKEv2 creates the child SAs within the same negotiation, instead of
using a phased approach.

r
Creates an IKE SA vathoui the use of phases

IKE_SA_INIT

IKE_AUTH
CREATE_CHILD_SA
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Internet Key Exchange v1 and v2 (Cont.)

Internet Key Exchange v2 (cont.):
« |s defined in one RFC (RFC 4306)

= Uses a cookie mechanism to prevent DoS attacks from forged source
addresses

Raquires fewer round-trin exchanges nomoarad to [KEv1
*  Has built-in DPD

«  Uses unidirectional authentication methods
*  Has built-in NAT traversal
« Provides better rekeying and collision handling

a3 o Sl L ESP IS5 5 55 Encapsulation sl 55 K3

Encapsulating Security Payload

RFC 4303, IP protocol 50
Tunnel Mode ESP |

New IP ESP ) | P - ESP ESP

Header © Header Header " Trader  Autheniication

e Encrypleg ———|

Authenticated ———

Zwl 3 &) 5uay Tunnel Mode 5 Transport Mode <> ,s ESP ; AH S5 ; Header

Authentication Header (AH) )

AH |
IP Header TCP pData Transport Mode

New IP AH ¢
Header Header IP TCP pData Tunnel Mode

Encapsulating Security Payload (ESP)

ESP 2 Pt ESP ESP
IP Header TCP = Trailer  Auth Transport Mode

\

NewlIP  ESP . S ESP " ESP
Header  Header TCP [, T Tunnel Mode




¥ s sl

. Fortigate Firewall
Secure Intelligent Network

Wl 3 s 2 O L AH S ; Header

Authentication Header format

Offsets Octetyg 0 1 2 3
Octetqs Bityg 01 2 3|4 5 6 7 8|9 10 1112|1314 |15 16 17 18 19 20 21 22 |23 24 |25 26 |27 28 29 30 31
0 0 Next Header Payload Len Reserved
4 32 Security Parameters Index (SFPI)
8 64 Sequence Number
c 96 Integrity Gheck Value (IGV)

Wl 3 s iy Ol LESP IS5, Header

Encapsulating Security Payload format

Offsets Octetys 0 1 2 3

Octetyg Bityg 0|1 2 /3|4 65| 6|7 8|9 10111213 14|15 /16 17 18|19 |20 21 |22 |23 |24 25 26 |27 28 29 30 |31
0 0 Security Parameters Index (SPI)
4 32 Sequence Number
8 64

Payload data

Padding (0-255 octels)
Pad Length Next Header
Integrity Check Value (ICV)



10))

. .'.}m 's o (),QT)J

. Fortigate Firewall
Secure Intelligent Network

12.1 Site to Site VPN with IPSEC
VPN > (55 3505 58 ol (6l oS Joame [S0uS5 & IPSEC i 55 S8 )58 sl Lo 5 |y cilises ol 55 Wil oo Sl l b

;":‘5;5" o by Ss slaay S aslsl s S e PBS Site to Site au ;S «Jsl dd> 0 o R VPN Wizard

= q 5. @+ 0@+ @adminv

VPN Wizard

@ Online Guides
B Relevant Documentation (&

The IPsec VPN tunnel wizard gets you started with templates for commeon use cases. If the templates below do not " - »
N P . .. 01 Video Tutorials £
fulfill your needs, ully custom tunnels can be set up. For convenience, itis also possible tostart with a template 2nd

convert it to a fully custom tunnel after. o Fo

D Join the Discussion [

Tunnel name site toSite
Selectztemplate ®
|
L «ii=
Remote Site VPNTunnel  Local FortiGate
Site to Site

Offices in multiple, fixe
each other Branch offi

Supported remote peers: 18
= -8
- «=~ -
= -8
= «l=

Sl S T Jlae colu STl 43 8 I3 NAT oty b 555l Sl 6T ol Colw S 08 o el ‘ry«l;-}aﬁ
W‘JW‘JUTVPNLB:’.JL)‘ ﬁ)\éws.l@)}@é’) zj.;-\‘w)b r.:.Sun })\jIP/FQDNMJQ‘)QT ‘g;.:d‘}

= Q > @+ 0@~ @ admin~v

VPN Wizard - Site to Site

[ Relevant Documentation
O Vvideo Tutorials 7

= o

Remote Site WPN Tunnel Local FortiGate

2 Forti
© Join the Discussion £

Community

PN Tun

VPN Wizard 0 Remote site

PN Por
Remote site device type

Remote site device LSRR B Behind NAT or dynamic

IP/FQDN 172.27.11.100

Route this device's internet traffic through the remote site @ (B

Remote site subnets that can access VPN [ 192.163.10/24 ]

5 Jls |, NAT Traversal <ol Coul e Lasl palod 3 G L aS bl S 38 Sl s, 85 oS oo yasedin (s a0 5

AL Y 0505 6o Sl 2 TKE 0555 .01
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= @ > &~ 08~ @ admin~v

VPN Wizard - Site to Site

B Relevant Documentation &

[ 01 VideoTutorials 1
ta-v [

=5

a mmunity
Remote Site VPN Tunnel Local FortiGate © Jain the Discussian &4
N Tunnels
VPN Wizard 1 Remote site
VRN tunnel
Authentication method Pre-shared key [0S
Pre-shared key Test@123 -]
e [Verion? RS
Transport () upp m TCP encapsulation

UseFortinet encapsulation ® QB

NAT traversa! [ enzbic TS

Keepalive frequency 10

sty QL by o J1s 4 s AT 05 5 0 oo S LLAN L5 00555 250 s WAN L (5 5 Sy o iler a0 0
AL 8l 1 VPN (g3, s oil] LapT Sl 5 6 =S

> @+ 0O+ @admin~

WPN Wizard - Site to Site

= -a- =5

Remote Site WPN Tunnel Local FortiGat

£ Join the Discussion

Remote site

() vPNtunnel

Localsite

Outgoing interface that binds to tunnel ¥ port1 -
Create and 2dd interface to zone L o]

Localinterface L] x

Loczl subnets that can access VRN 192.168.100.0/24 X

Allow remate site's internet traffic through this device @) Q0

22 ol 53 a5k e 2ol Sl il ey Dl L VPN gl 4 o8 vt 0 5 s Static Route 5 s Policy 2o 551 Shd-
b 6 e Sl 5 dlasl Sl 55 o (S5 8 o3 b oSl [0 n 055 S on o) [ laglas el oS8 1 ¢ blis ol

23 g g
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12.2 Remote Access VPN with IPSEC

FortiClient {33l o 5 Lz 55l el plonil 31 k3 48 o3lizal s as SISl 31 5 15 o Jly b 4y 515 oo 00l Bl
=S s 251, Remote access S s s VPN > VPN Wizard (s e 5505 «Jls 6 (555 peas 6 .S i |

> @« 00+ @admine

HOb o0

Qa’ [E Relevant Documentation (2

3 Video Tutorials [

Fortinet ¢
Hub and Spoke with ADVPN © Jointhe Discussion 7
VPN ions radiate froma L

Supported remote cli

C!'.'-‘ .\.:.S‘_;aua;dm b.k.::bb‘ja upw&lVPNQb.ulSs\.! S@LQT@) ‘(pc,.ws); VTS“’A ol \,VPNChent@; £33 Abjnjb
.255.255.255.0 K 1L, 192.168.100.1-192.168.100.100 s .ML&&.,ZGJJ)J Sl g 5 Sl 0l 50 =

= @ > @~ 0@- @admin-

VPN Wizard - Test

(@ Online Guides

[E Relevant Documentation [
3 Video Tutorials 7

Lo 4 8

Remote Endpoint VPN Tunnel Local FortiGate

Irterna e
Fortinet Community

(> Join the Discussion 2

Remote endpoint

IP range for connected endpoints  0.0.0.0-0.0.0.0
Subnet for connected endpoints 255.255.255.255

FortiClient settings

Security posture tags

Save password ©
Auto Connect (e ]
Always up (keep alive) (e ]

Wc-b)‘)bVPNlJdmy}o‘)b‘450‘)2)53“_;%};4&‘5‘))}-&7\5%}33w&sw‘ui‘u%;uﬂw ‘fy‘d}f"):‘

iley B o iy Dy Conl g Ly 38 oS e
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> @+ N@- @ admin~
VPN Wizard - Test

T -y — ) RO -
Remote Endpoint VPN Tunnel Local FortiGate [E Relevant Documentation [

9 Video Tutorials (4

E] Remote endpoint £ Fortine nmunity

D Join the Discussion 2
VPN tunnel

Authentication method Pre-shared key [QELTL]
Pre-shared key
IKE Version 1

Transport (D UDP QEIGE TCP encapsulation

Use Fortinet encapsulation @ (B

NAT traversal @ Disable

Keepalive frequency 10
User group -
DNS Server Specify
Enable IPv4 Split Tunnel & ©

Allow Endpoint Registration ©

romnnET .0 Cane

Q\J;)LSAS&\:WE‘MMJA msdubdb\bfjfwﬁd&i\ﬁ‘bjﬁ@(}.&}qu‘;)VPN‘\swh‘ nJ>T4.L>-JA)>
J\.\.:ul.a Wl}wﬁﬂéQT‘Ug5l}-\bMJJM‘)‘)BQ\JJ)S‘\S&LSTG)C«{L@JJJJMSJWBMLM\J&F)QTM@\)‘JS

@ admin

Online Guides
[E Relevant Documentation [
| D ‘a‘ m 2 9 Video Tutorials (2
' ! ) Fortinet Community
Remote Endpoint VPN Tunnel Local FortiGate @ Pinin the Discaissan|Z]
VPN Tunnels
VPN Wizard (+] Remote endpoint

(+] VPN tunnel
Local FortiGate

Incoming interface that binds to tunnel -
Create and add interface to zone ©
Local interface

Local Address +

LS e 3l SSle 551 Sy gas | ab gy 0 sla RoUte 5 ab gy 40 sla Policy Ul b 55 Colg s
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12.3 Remote Access VPN with Web Based SSL

g;:j‘)u.«:\dsg'..m\;hi\c\:gr (..:.Sda L;}L.m;l.:bWebb;j)u:sqdl JMS.>,\>>ijunne1)WebquJyVPNSSL)‘I ol LS\J"

HTTP,HTTPS,FTP,Plng, Jhduﬁjxwﬂ JMKJ)KUJCJ‘)}@ L&M\)‘ fﬁ@\ﬁj})b&u@i)jw 6_)...»&*
ﬁ)‘kéj)d\)}&}jw M}g@k‘})}:‘@M%%W&)bﬁ‘fﬁTunneléj))Ju‘ M)@)Ladb)wlbdfm

bl o . Cl ol sl Full Access il » & o i &)y saas .ﬁ)&VPN>SSLVPNPortal S 3305 STl esls (sl

Wl s Sl fold Web 2oy .ol ol |25 Web mode 5 Tunnel mode s s 3 S s Sl &S

FIPLYKIAS - = Q > @ LN~ (@ admin~

Edit SSL-VPN Portal

& WebMode

VMEVIFJPLYKIAS

3 Thelegacy SSLVPN web mode feature i dissbled globally. Web mode
will no be accessible in portals.

@ APIPreview

Landingpge © oo
2 % References
Portsl Message SSLVPN Portal S EditincLl
Theme Security Fabric .
Default protacal HTTR/HTTES - - )
E Relevant Documentation [
Show Sessien Information @0 O Video Tutarlals 2

Show Connection Launcher @O

Show Login History © = Fortinet Co

User Bookmarks [ o} ¢ Jointhe Discussion [
Display predefined bookmarks €O

Focus bookmarks o ]

Rewrite Content IF/UI/ e ]

RDPAVNC dlipboard ©

Predefined Bookmarks
Create New Edit Delete search Q

Name Type & Location ¥ Description %

No results

L by 35050 cpl g g0 555 JByg 3515 084S 5o b (oS DOOKmarK | 5 e L;,w&im.;lj:dav.gk\)CreateNewqu;”ﬁl
LS eslan UT)‘}

Edits5d Mew Bookmark .

Tendin -

Name

Portal
Theme|
Defaul
Showsd Description

Show
Show U

Single ign-On

SSL-VPN Portals B User B
Displa
Focus
Rewrits

RDP/VI

Predefi

N;
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IS (555 45 1S o pasnia Mo oo o ool |y SSL (gly IS Slei 5 5 VPN > SSL VPN Settings (g2 15 Jl-
443&)}: JJ)&J&LAJUJxMQjﬁ)‘Qb;)lSUmjub&l%bbWANﬂh‘Y}WASWde)ﬁ ch[};'aub;)lsw:bhl
4433 )5 S .N;sgualb,ﬁ;c,m&i.\ippjuconﬂicwbﬂm}}'p

E

N Portals

SSL-VPN Settings

FATINET

ortals

SSLVPN Settings

——requy

SLVPN Settings

ssi-vPnstatus [l JEEEE © Disable

For increased security, scalability, and flexibility, use ZTINA or Psec VPN
as an alternative to SSLVPN tunnel modes.

SSL-VPN settings are not fully configured

Connection Settings &
Listen on Interfacels)

Listenon Port 443
Port conflicts with the administrative HTTPS port for this system

Server Certificate v
Redirect HTTP to SSLVPN (B

Restrict Access P T ER | it access to specific hosts

Negate Source e ]
Idle Logout ©
Inactive For 300 seconds

Require Client Certificate (B

Tunnel Mode Client Settings ()

.l Tunnel mode Slolzs (gl Jowy o3

> O+ 0@+ @ admin~

0 Whatis ZTNA? [3
(M Getting Started with ZTNA [

elevant Documentation [
0 Video Tutorials [

> Jointhe Discussi

AL 42y g ens QB oS 4 3 rw«sﬁsdumj,iwﬁj

Ssievenl Mew Authentication/Portal Mapping

Portal -

Tunnell

Addre

DNS 54

Specify]

Authes

> &+ 00~ @ admin~v
Select Entries x

=S Accept J>I>4 1) SSL VPN s ol SC3l 5 5 S ol Firewall Policy < b La ¢ e ol (...}a.., 3 A
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Create New Palicy x
¢ Rbiiathiill
B, Policy & Objects ) Name () [SSLtU LanN| ]
Firewsll Policy
Schedule [8 slways -
Action ~ ACCEPT ENJsliig
B Relevant Documentation 7
Incominginterface | (2) SSLVPN tunnelinterface (sslroot) = D0 Video Tutorials &
1 Consolidated Policy Configuration (£

Outzoingintertace M| port2 - LI &
Source & Destination | Shawleziz . @ © Join the Discussion £
Source
User/group [ ]

@ One user or group is required
Firewall/Network Options
Inspection mede Proxy-based

@ Centrel NATs enabled so NAT settings from matching Central SNAT
policies will be applied

Protocol options default -
Security Profiles
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12.4 Remote Access VPN with Tunnel Based SSL
U’f-\ LS)L'”°'>L:'.'.L§‘J" LS eslanud .L.;bsda L&JQ}ﬂMJ\)J;)‘J;Q}ﬁ)\ JL,‘DLSLAWJJ“‘UJ”J:‘”Jmﬁjjwdb")lsu:j)gﬂ‘)b
sbml a8 Ly pa ol edle sbwl Full Access b S o iy Soysaar o2 55 VPN > SSL VPN Portal (552 3515 ST s

il )y Sleghas Juls Tunnel s ool ol | S8 Web mode  Tunnel mode i 53 ) (.1;5@

1]

ol
Y
]

NG 08~ @ admin ~

Edit S5L-VPN Portal

& romermms

Limit Users to One SSLVPN Connection at a Time (B

@ APIPreview
& Tunnel Mede % References
Split tunneling O Disabled o
£ > EditinCLl
All client tratficwill be directed over the SSLWPN tunnel
® Enzbled Based on Policy Destination @ Orline Guides

Only client traffic inwhich the destinstion matches the destination of the configured firewall ~ .
policies will be directed over the SSL-VPN tunnel, E Relevant Documentation [5

8 Video Tutorials [

Trusted Destinations
affic which does not match explicitly trusted destinations will be directed aver the
¢ Jointhe Discussion [

Routing Address Override

Source IF Pools B SSLVPN_TUNNEL_ADDR1 x

Tunnel Mode Client Options

Allow client to save password [s ]
Allow client to connect automatically (B
Allow client to keep connections alive (B
DN split Tunneling [s ]

Routing cweud 55 .v.:.fuLgA:.fa\:QTé.g wﬁ:ojlg—l;.sﬂiubSVPNw)bLAN@&gu«smﬂ'iwu.a;';&odjlw):
r@» Ol o8B s o3lol il 5 oo Moo oS AllOW (o515 oo s 5 a8 Dl oS o0 pasniia |y J3-1s 4«58 o5, Address Overrides

gl Jeats VPN & Sl 5l Oy goms b 5 LS 0,55 15 5508 5055 6205 pb 0l Joos
pIIS (S95 85 @S o paein Was 0 oo o] 1, SSL sl 1y IS Slackes ST VPN > SSL VPN Settings (g s 3,15 aslsl s
Caad 3 5l Juate JByg 4 05 5 0L B oS Sl il [ WAN b 2ol Vgame 48T iy 15 JB 5 el 0187 20
JB s 3,05 dalys oo S35 0l )lS 4433 Sy Mt S OBl |y 05 Sy G b 5 5,1 conflict Jis pU ss5 L 443 S dn
. 10.10.10.10:4433 Yo .S 5l Loz 1, 4433 &y Al 55 355

Olzeas oS paselo |y gl oo Juate Gob S S8 el ‘@:J@'J&iv\ﬁp «S .ol Tunnel mode olo a5 (gl Sloo Connd
213 Jlasl )ll JByg 4o 4 5o p» o oS Gasedn L5l JBs 5o 2 6l kb aslsl 5o
=S Accept J>I>4 1) SSL VPN s ol SC3l 5 5 (S ol Firewall Policy K b La ¢ e ol (...Ia.., o @
J,SM} >}L|.> ‘)FOI'ti ClientVPN)Uél rj Ju\j;da J.ULSJL“U}.;‘\{ J})}j‘ Ao L]
5o IE Slbas 53 Wb )8 355 4xlss Please Turn off IE Security play b »,l8 VPN JLas] r@ Pl S @

DSgb gn amlgn Uas b O yao ol 8 5 .J;Suiyléb%ﬁwlsft}»bw
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SSLVPN Settings

Fortigate Firewall

> @+ 0O+ @adminv

REQUINECITENT CETIMTaTe T

Tunnel Mode Client Settings (©
Automatically assign addresses [EAEIECUITIEES

Tunnel users will receive IPsin the range of 10.212.134.200 -
10.212.134.210

Same as client system DNS S22

Address Range

DNS Server
PN Port:
Specify WINS Servers (B

SSL-VPN Settings

Authentication/Portal Mapping ©

The legacy SSL-VPN web mode feature is disabled globally. Web mode
will not be accessible in portals.

Edt | [ Delete | &% Send SSL-VPN Configuration

Users/Groups Portal ¥

Al Other Users/Groups @ full-zccess

o
Create New Policy
B Poli i v
S i yasts Name (& (ssLtoLan] )
Firewall Policy
Scheduls [6 =hvays -
Action ~ ACCEPT [ENEMSNNY
Incominginterface | 2 SSL-VPN tunnel interface (sslroot] ¥
Outgoinginterface | M port2 -

Source & Destination | Shawioziz | @

Source

User/group | )
© On user or grovp s required

Destin

Firewall/Nstwork Options
Inspection made Proxy-based

@ Central NAT is enabled so NAT settings from matching Central SNAT
plicies will be applied.

Protocol aptions default -

Security Profiles

FLIATINET

Cancel
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L-VPN Migration to ZTNA [
ZTNA Introduction [
Whatis ZTNA? [F

Getting Started with ZTNA [

E configuring an SSL VPN Connection [4

Relevant Documentation [2
8 Video Tutorials [

> Jointhe Discu:

08~ @ admin -




N Sl ASai o0 Fortigate Firewall

Secure Intelligent Network

13 Virtual Domains (VDOM)
L;Ladljj._.b Sldas 45.\:5&.3; Lol v_*.s&.\..: Virtual d\jﬁb Je a ‘) g;‘.’-].‘.‘e d\jﬁb &..r_ G MJL;A U\}‘ () LY &:..:.lau U'L\ cCacf.;)ﬁ BEl
Coond iz 53 Uy B el 51 1500 Sl Gl b e 5 4l s o 5 (1381 Ctean mlin S gdome 1y 45 AL () 502y 5 (S3ms
el 5 s 4l 1S5l s Al o Dl LS eslinal 4Kk
S S gl S Lo 28 dals sloml b (g3loe JIs b (sl laee K 5 Global Jaows G Jls o6 003, 5bml 1 ClB ) a0l ) iy
¢S Joae VDOM 2 e 1) (ol b 5l b 5 oS L0l L -,
Virtual 435S 5 (s System > Setting (s 5w 3,15 SIS &) s S Jld I, VDOM ol ol b 5 SIS s 3w
(....Sdn Jls |, Domain

- 1= a > @+ 0O+  ©admin-

System Settings

Password scope () Admin | IPsec  Eoth
© APl Preview
Workflow Manzgement
) > EditinCLI
Configuration save mode () Manual
& Virtusl Damsin

View Settings

: B How to Configure Virtual Domzins [
Languzge English -
Theme Jade v o e

Date/Time displzy [(RULEEIRIUEEUCN Growser timezone B Using configuration save mode [

System Operation Settings

- L Relevant Decumentation [5
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