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VM Images
Welcome to the Fortinet VM images download center for Fortinet's extensive line of security SOIIHONS

Select Product FortiGate for VMWare ESXi platform Version 7.6.0
FortiGate v File Information Checksum
Select Platform Upgtadeifrom

6f7dc4ffec4e861d477daa6529c4ae05004505d6ad37 cfacf4e7fd804676da8ab5220ed48a7276514f7573c7913646178

VMWare ESXi ¥

- Latest Version

31187d9d4945c33642e59d2df4424168055373c%aed1e0183d42961953b5c76c674edB8ed98f72
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Name Date modified Type Size
@ datadrive.vmdk 2010-08-23 9:02PM  VMDK File 70 KB
(g} FortiGate-VM64.hw13.0vf 2024-07-2410:03 ...  Open Virtualizatio... 30KB
'\ﬁ FortiGate-VM64.hw15.ovf 2024-07-2410:03 ...  Open Virtualizatio... 30KB
{5 FortiGate-VM64.hw17.ovf 2024-07-2410:03 ...  Open Virtualizatio... 27 KB
‘4 FortiGate-VM64.nsxt.ovf 2024-07-2 Open Virtualizatio... 14 KB
{; FortiGate-VM&4.ovf Open Virtualizatio... 27KB
(g4 FortiGate-VM64.vapp.ovf Open Virtualizatio... 45 KB
\zfs FortiGate-VM64-ZTNA.vapp.ovf Open Virtualizatio... 29 KB
(G fortios.vmdk VMDK File 101,514 KB
=] readme.txt Text Document 2KB
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5.1 Firewall Source NAT
ATk, Fk_ +d_ Fcr o, ATk GHF@E| 'S REIBKUE Ot SStuiced NAT RTce D Iy &4
.. GCauwra gh 8k
. ONATK . ffGE TkkCergral RAT L roeG& | @eid BROlkel §  KBRATD k | QBWEy & ZRG
J EAUEBNATE L, & B_ GaskridfaReSdl oy K1 GESUEE TC "od TEIA8 cer k hu,

' 3 WS Eublic el I ol REGUERE WAKe: 2 T.5 G TMEREAT L gl GR QIS K |

-

v v

-

Lastused

PAT . Querlog® [ € TG8J.olP Hzoaoeee@ NTk. krlPmoYe ENART | _ GRIT @wma RB’U
"Goéll S cer zZt S k_ . ék hyPditWdd@ss Trenslaich |

. RATE@H ILA . 1 @l GT+l GBHs rRUSSHK

Get system session list
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portil dhcp 8.6.8.8 8.6.8.8 192.168.11.128 255.255.255.8 up disable phy
sical

port2 static up disable physical

port3 static up disable physical
ssl.root static f.0.0.0 8.0.6.0 ©.8.86.8 8.8.8.8 up disable tunnel

6.0.0.0 p.0.6.8 0.8.0.0 0.8.0.0
0.0.0.6 p.0.6.8 0.8.0.0 0.8.0.0

FGUMEVIFJPLYRIAS # sh system interface Timeout

FGUMEVIFJPLYRIAS login: admin

Password:

Welcome?

FGUMEUIFJPLYRIAS # get system session

FGUMEVIFJPLYRIAS # get system session list

PROTO EXPIRE SOURCE SOURCE-NAT DESTINATION DESTINATION-NA
T:

tcp 3595 192.168.11.1:24889 - 192.168.11.128:443 -

udp 172 192.168.11.128:1825 - 192.168.11.1:53 -

tcp 3556 192.168.11.1:24848 - 192.168.11.128:443 -

FGUMEVIFJPLYRIAS # _

dAAT . ¢! €43, cerChrival SAT SRMINGELIE & BCE &7, kkeniRaNATAMHEIRT Lk . ¢ |
LcawEed o, RITHE,, RTkr  Ra@©Newp | d L

{® FovmevipspLYKiAS > @+ 0O+ @admin-
@ Dashboard
$ Network
B Policy & Objects
Firewall Policy
Central SNAT
Dos Policy
Addresses
internet Service Database
Services
Schedules
DNAT & Virtual IPs
1P Pools P Pool Configuratio Use Dynamic IP Poo
Protocol Options
Traffic Shaping
& Security Profiles
o VPN
2, User & Authentication

! System

@ Security Fabric

Log & Report
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5.2 Firewall Destination NAT

~

JETE L T WS e L _PfvRtS kB TGBIR Sée, IRE® r Gdestiation JATG T chu RS, _ 1 fok
GS RIfSGER 3o vE Wi FXT hRIQEMD kG DEr@IR G 6 L diGdr kD KE Wbok +

L+ @yABIK Skl Z IRteHBGE k || WBRGIWATRS Vidugl IPSg | €d_ cr kh SWE :+ I TK
GT v\MBFP,(thJIP\M@ddresQ- S T & W BKAN__ KEr gl Do | \EBBgr@IdPr e SUBD &r o,
Q WRUWL _ F k _Eftérnal S&\jc® Pookr, | SARJ L raaly & haoWEréeG &1 K RBL A F &1

.o krodTl 55“5- FhuRlue T f ¢ MSpPURSKIO 11 $ B EE dpr TUET @ WEE, 3 WE &

VIFIPLYKIAS - > @~ 0O~ @ admin

New DNAT & Virtual IP

Name # FGVMEVIFJPLYKIAS

Comments | Write 2 comment Deioss
Color @  Change o
Status €@©
Lastused | N/A
Network Firstused | N/A
= Hit count | 0
Interface ® portl L4
DNAT & Virtual IPs Type =Y FQDN

Sourceinterfacefilter (B
External IP address/range @ | 10.10.10.10
Mapto

1Pv4 address/range 192168.1.10
O Optional Filters E Relevant Documentation [

O Video Tutorials [3
@ Port Forwarding

Protocol uDP | scTP | icMP © Join the Discussion [
(3 2323

Alioge, RUB

3
O
-
g
¢
LU
‘H
(o]
g
2'
=<
=
é
«Q
D
=
ol
=
%
“=
O<
»U:J‘
&
S_N<
T X
o <§
=2

= Create New Policy

B Policy &Objects -

Allow-DNAT
Firewall Policy
Schedule (@ always b4
Action Raaseagl © DENY

—— t Documentation &
M port1 | b D1 Video Tutorials &
D1 Consolidated Policy Configuration &

[ port3| -
Source & Destination | Showlegic © Join the Discussion &

Source j Bl X

User/group

Firewall/Network Options

® Central NAT is enabled so NAT settings from matching Central SNAT
policies will be applied

Protocol options...| MG default A
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6 SSL Inspection

SSLk WL+ B, Fk_ RT+ "aWs kL. ft 3kGA RWD fFRTHE nkp de G.CEWZ kR
PS_ + T. $hRT h, GY We n @ Bj}:memec RL- ki, @7 G, B Wiekigpedtiichee, h_ a |
. KU Sf &er GGA G NE W REDEAIGIEHGETd G EWZ kike, fGE YT S 1
' @D §

i
WAk RiIG| &

. B@_ RE & _SBIr lhspectianT kI-_ 3 fileestifichidl Gikhoriy, Peivate Key, PublioKeye n GL g @M k| @ e
P WGWZ@E Re@r ke Hy kT el @d r 162 f Gt & FHUSHHLE BIC K EA BRE R § 6 IGDIOR R
P k. kr. EGE KRk @k Ck TURZ ' BRAGRID Priduhke)q 6 R WHEr +rd v Gr E @7 kA
Cer TF. gr G sFkoeRE FDW. fL. r+& 3Tk, [CRIRUOK RS k BF BRE
. GAR 8réxywt 1 ICKIVR Tr 20, P'UR 3G FEGIKK 6y 0@ G, Ck t
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6.1 Outbound Si8kpection
. awee | fod D T HERGArQHFEHRL .. [k R& | k Outhound SSE InsBeEtiap Ff+LS . | cer

Role services Description
p

7 Certification Authority Web
7 C . Neb Servi Enroliment provid
V| Certificate Enroliment Web Service n
v ification Authority Web Enroliment Pe

il Phasaton sl s @ale e o rer

NETWOIK UeviCe tnroiiment Service

e Res

. ' drGsted lr KRB, r e, hu, | FO, RT+ LCA IGUAWS WS R D

.. LiGeBera@&CSRf € T SCpriifieated R WS HEOMSAGND Tk . el 6 F WGWLr | 2, C
‘e WYeEL Gt oak@def L. ki

' @AEErgkehG. | S k| &deGDESBY r @l g Bitgeg LTI + Od,
___ ' d We_subdrdingie Gitificatidiority R § r Qertificatet TémplapeceR &€ . ocer k hu. D+

. . SenperhCerkificate estiicatg |, S Bzdr kMR T 128 cer k@A dfTkeRE GE Tk T
. GSWer &, Grikkgel EER Ui kCKHURTWEZE WERORS R ker PEE &1 WEWE
. Eawstedr Gr il T, gk

_ _Gmcudiff Rrofile E_ T @dcurity Profile > SSL SSH Inspection > Custom Deeplinsggd@ionocer k h
'@AUE@r , Wk d WBEitoll 16 dWIE ¢ BBl Polje§ k  SABI riok Qi G T k|

SSL . Gd BRexeR B ¢laspectiorodlodertsd d (UE &t Ok . k Firewal Policyg r & IGBHUY ® ¢
.. GAHUWERE Bk _ kr . difspektd®n oer N T |
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Secure Intelligent Network
=Ry > ®@r QO- @ admin~
Create/Impor Edit O Delete @ &0 Search Q
Certificate i 2 a S 2
Subject Comments % Issuer & Expires & Status$  Source:
Generate CSR
.
CA Certificate ) ok = o S g : - . 3 N
Sunnyvale, O = Fortinet, OU = Certificat... = Thisis the default CA certificate the SSL Inspection will use wheng.. Fortinet ~ 2034/08/3108: © valid Fact:
Remote Certificate Loy | = us,ST= California, L = Sunnyvale, O = Fortinet, OU = Certificat... Thisis the default CA certificate the SSL Inspectionwill use wheng... | Fortinet 2034/08/2603:26:03 @ Valid Fact:
CRL 5
W3 Fortinet_Factory C=US, ST = Californiz, L = Sunnyvale, O = Fortinet, OU = FortiGate...  This certificate is the same on every unit (not unique). It has beensi... ' Fortinet | 2038/01/1819:14:07 @ Valid Fact
¥ Fortinet_GUI_Server C=US,ST=California, L = Sunnyvale, O = Fortinet Ltd, OU = Forti...  Thisis the default CA certificate the SSL Inspection will use wheng... | Fortinet 2026/12/0307:08:10 @ Valid Facts
W9 Fortinet_SSL C=US, ST = Califor Sunnyvale, O = Fortinet, OU = FortiGate... This certificate is embedded in the hardware at the factory and isu...  Fortinet 2026/12/03 07 © valid Fact:
W9 Fortinet SSL_DSA1024  C=US, ST = Califor Sunnyvale, O = Fortinet, OU = FortiGate... This certificate is embedded in the hardware atthe factory andisu... Fortinet 2026/12/0307:07:25 @ Valid Fact
W9 Fortinet_SSL_DSA2048  C=US, ST = Californiz, L = Sunnyvale, O = Fortinet, OU = FortiGate... This certificate is embedded in the hardware st the factory and isu... | Fortinet 2026/12/0307:07:25 = @ Valid Fact
W3 Fortinet_SSL_ECDSA256 = C=US, ST = California, L = Sunnyvale, O = Fortinet, OU = FortiGate... This certificate is embedded in the hardware at the factory andisu... Fortinet 2026/12/0307:07:25 @ Valid Fact
W9 Fortinet_SSL_ECDSA384 C =US, ST = California. Sunnyvale, O = Fortinet, OU = FortiGate. This certificate is embedded in the hardware at the factory and is u. Fortinet 2026/12/0307:07:25 @ Valid Facts
#9 Fortinet_SSL_ECDSA521 | C=US, ST = Californiz, L = Sunnyvale, O = Fortinet, OU = FortiGate... This certificate is embedded in the hardware atthe factory and isu... | Fortinet 2026/12/0307:07:25 = @ Valid Fact
W9 Fortinet_SSL_ED44! C=US, ST = Californiz, L = Sunnyvale, O = Fortinet, OU = FortiGate...  This certificate is embedded in the hardware at thefactory andisu... ' Fortinet | 2026/12/0307:07:25 @ Valid Fact
#9 Fortinet SSL_ED25519  C=US, ST = Californiz, L = Sunnyvale, O = Fortinet, OU = FortiGate... This certificate is embedded in the hardware st the factory and isu... | Fortinet 2026/12/0307:07:25 = @ Valid Fact
W3 Fortinet SSL_RSA1024 | C=US,ST=California, L = Sunnyvale, O = Fortinet, OU = FortiGate... This certificate is embedded in the hardware at the factoryandisu...  Fortinet 2026/12/0307:07:25 @ Valid Fact
W9 Fortinet_SSL_RSA2048 C=US,ST = Californi Sunnyvale, O = Fortinet, OU = FortiGate. This certificate is embedded in the hardware at the factory and is u. Fortinet 2026/12/0307:07:25 @ Valid Facti
#9 Fortinet_SSL_RSA4096  C=US, ST=Californiz, L = Sunnyvale, O = Fortinet, OU = FortiGate... This certificate is embedded in the hardware st the factory and isu... | Fortinet  2026/12/0307:07:25 = @ Valid Fact
[E] Remote CA Certificate @
R Fortinet CA C =US, ST = California, Sunnyvale, O = Fortinet, OU = Certificat. Fortinet 2038/01/19 14:34:39 @ Valid Facts
¥R Fortinet CA2 C=US, ST = Californiz, L = Sunnyvale, O = Fortinet, OU = Certificat. Fortinet 2056/05/2713:27:39 @ Valid Facts
P , A ineanianan | et
Q >> @ Q8-  ©®admin
Generate Certificate Signing Request
Certificate Name
Subject Information
1D Type LEEALY Domain Name [[R¥H]
Domain Name
Optional Information [E Relevant Documentation [
- . 0 Video Tutorials 4
Organization Unit
[+) 2 =
o © Join the Discussion
Organization
Locality(City)
State/ Province
Country/Region o ]
E-Mail
Subject Alternative Name
Password for private key
keoe (3
kersee (D
Enroliment Method Online SCEP
> @- 0O~ @ admin~
Create Certificate x
Choose Method Certificate Details Create Certificate Review

B import Certificate

Type QPESTCHEIENY PKCS #12 Certificate | Certificate

Certificate file

&)

Upload File
Click to select or dropfile here
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Edit SSL/SSH Inspection Profile

SSL Inspection Options

lon of Multiple Clients Connecting to Multiple Servers B FOVMEVIEIPLYKIAS

Protecting SSL Server

AP! Preview

% References

View Slocked Certificates ]
B oo | ore | = viewTwsted castist
Server certificate NI chec [ cnavle [ENTY y
Enforce SSL cipher compli >
ce SSL negotiation comy > ]
RPC over HTTPS > ortinet C
MAP! over HTTPS > p
Protocol Port Mapping
nspect all ports OB
HTTPS © 3
© 5
© 995
© 93
© %
)
Edit SSL/SSH Inspection Profile
8 livecom x
B microsott x i
B mzstatic-apple x % FGVMEVIFIPLYKIAS
B skype x
B softwareupdatevmware.com x
B swscanapple.com x API Preview
B update microsoftcom x % References
B verisign x
% EditinCLl
ndows up x
LogSSLexemptions (B - =
I3 Relevant Documes
Video Tutorials [
SSH Inspection Options.
SSHdeepscan OB & .
© Join the Disc C
Common Options
Allow | siock [
Expired certificates KeepUntrusted & Allow [T Trust & Allow
oked certifica KeepUntrusted & Allow [ Trust s Allow
/alidation timed-out certificates [CSTIVEBICISEWNENY Block Trust & Allow
KeepUntrusted & Allow [ Trust & Allow
Edit Policy
Firewall/Network Optians S stz
B Policy & Objects [ 2
Frewliikcy Inspectionmode | Flow-based e i
@ CenlNaT 1t ing Central SNAT Firstused NA
e will be spplied 5
= Hit count 0
Protocol options il default ¥
0B
Security Profiles Obos
AntiVirus o 0 Clear Counters
‘Web filter e ]
o
o
o
s o on €
File Siter o

B o nspeciion o

SSL Inspection Options »

I cert

Logaliowed tr

Generatelogsw q BEZH custom-deep-inspection
IR deep-inspection
= = = BT ng-inspection Fanesl
-
-
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6.2 Inbound SSL Inspection

_ . R3S SArL WG EUFZKRL: LCBRRIEFH A + REFSAG BR éerTIf hu_ fﬁae H
Lr | Fadl @GlodamikRid k rdké &9 | 66 | tdrUE®K _FRWZ _kir @d Gk rl G
k. RTF

F k. f&r 66 HTAMWED C I R @RSF DRAKWRE kr §&6° gr RS _ Gt
F WG WZ WL RS _ Q feR & RHIE &D BB ky MR WG pl TREIKREDE R Fk B o 1
Import . |, S BZ kdarRKThy' ZoeRrUb& L f d:kr cekD Sré dePriviatd Key Kf FELT. SIgr.  EGUEI TRET

' @AUELBPKAS yT O, Krk _ Cai@itdie WL RS _

v v

Choose Method Certificate Details Create Certificate Review

{3 import Certificate

Type | Local Certificate JIINOESPA TSN Certificate

Certificate with key file
I e
0D}

~

Upload File
Click to select or drop file here

Confirm password ©

-

_Port Mappiny(irtual [P, + L trleef®B LT RU @ kaey Ifd. . rot6RAULG & W +ESWZEKR ECK
' sld§ D+ NSOk

[

Certificate S Elk_hgarTie b4 F TR WGdid. RAKR Ly roe & CA,. G, hii $C K NIRGTU ZAU £ ¢R
. GAWRIERL L kT | IGR@rtllcdtet WS BIGRYe: 1B, d T

> @ L@~ ®admin~
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‘ = | Import CA Certificate

Type Online sceP [KGd 1

Upload | © Upload

B EE
EE |

~

_ _&ecuiity Rrofile E T_ @&édcuritd Hrdfilé > SSL SSH Inspection > Custom DeeplInspggd@ioncer k F
oL GAEWE, Wk GEd oidrd ol ' BH@ESHPOloyos BBES ke GE T T KK +

v v

.. fL.QhRWL, §+ G, E @Gt gk R (E} @R Fi@BatERdicE GET Th Y10 K
.o Fr Lo kr v G E'UGEAWSE (GH S8 KT k  SRTEMSpELIieRTHTIMR Tfe . G UUBG
"REr L. ft&ka C

[V g

.. E Wihbobnd, . A-GG_hE WZ k RMulti@eG . GEEVWTIENEDHsPEEBSIL S I FBd8k ke, . d
.. .Ihs@egtlkipound g + G E WZ k R tRrote&idgr G £ D ucediififed@uipoutEl © 16 uk

—row D}

Edit SSL/SSH Inspection Profile X
Security Profles o | e eesinspe @ FGVMEVIEIPLYKIAS
Comments | Customizable deep inspection
profile Diazposs -
API Preview
SSL Inspection Options % References
Enable SSLinspection of Multiple Clients Connecting to Multiple Servers > EditinCLI | |
Protecting SSL Server
Inspection method Ty FullSSLinspection i o
[El Relevant Documentation [
CAcertificate W t & Downlozd 01 Video Tutorials [
Blocked certificates P sioc | iew Blocked Certificates
Untrusted SSL certificates m Block | Ignore | | I View Trusted CAs List © Jointhe Discussion (2
Server certificate SN check @ B2 strict | oisable
Enforce SSL cipher compliance >
orce SSL negotiation compliance (B

o

o
Protocol Port Mapping
Inspect all ports (B
HTTPS ©| 443
SMTPS © 465

-
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7 Firewall Filtering
rdwed. dWYEL, gRE TWL. L +GA] SCregT+RE_BKEID IS G®.

7.1 Web Filtering
Security, RWSd . cer. k hd URFR@ . G T YAWBRLI SBISK BIGWL [ |- 2 k CHUUR §
"dwee. Cr, Wk_ fuUl LRA. G& Werdfied >Web Filter, QT _

Sessionf & . k R&_ ~ dody ok c§ Fot Priddy FFIoTREE08 SJK RSEWISG @ » TEERE . SELK. 1fc
I cr 0 cerogce +t Toe ¢Ro@. E ¢Z K MRS r @ iirongty ICR@RT k R P
'GOGop KRB, + d_Proxy Wt 6 k_

Allow, Monitor, Block, Warning, ¢+ 6. R €&_  d+ §_ SEUIECR Er fl & 1 'THIERE de_ gl
' _R@d@hdnticate

GSRt 8o r Grfl T. 3Tk, "RBk. . RE_ ePL_. + G_ GREL DI § 8§ &E
"RES+ L. ft

> @ QO- @ admin |

N ef. APIP:
Comments | Default web filte) 43t % References
....... et Prowy based > zatincu
@© FortiGuard Category B: i

z
3
»

a
@
-]

Local Categories @
Potentially Liable €8
Adult/Mature Content €
Bandwidth Consuming @
Security Risk @

General Interest - Personal @
General Interest - Business @B
Unrated @

-

Lr | FLURG: @RIBAUERT P& . kr . +URL Q¥ & d WEK IJGHD &R WLETE k
. GC@E Wde E WE + 1t ¢

.. f&. Pn@uota dIDHK |METH_ 't RGO R L 8 YRLREF RSG G Aalyoa | r
' RORWGL _ r k RB__Blodk URL+ UTt, 6nk _ I TiRLUET.& _RAWORr_ oS T F
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9

- v

FGVMEVIFIPLYKIAS

API Preview

Source. E T.. @@RRrofild Qlerkdes. | €d_ r e ~ f aVeb Bltkr. d-180_ §F B K IRKE T cec
' d T RWEDIFilteR' Q. Gree t0grd Te ¥ R

> @ 08- ®snin-

p | Source P ® FGVMEVIFJPLYKIAS

9-07 O 1200PM O
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7.2 DNS Filter
P Lo g eed TRErg fETWKINET d . R THUEG oeDNS Bdpiay. ¢ kOE &8 WP KUBH ae B f

D VARV 280

DNS Filter + Gd .~ @-WESK, | GURLJ WEREFilteR - €8l 73 Uy el Bil@dphlication &lter
' d WBNS RepRYf Lk b GEIRA. g+

eBNS ReplayC uk _ 'SIBUE §_ o+ . Wk . G S Becurity PrEflE TIGa_ WBE® | kWD h fBE

DY 37 Dt B NIV

. R8¢ ePL_ kr_ I8 kDorhald@ @k (TIF Z
' JWPNSRepRig.+ G, GAGEI @ USTk I &+ Sk RL_ fé&_ cer kee cel

_Redirect Allol_ ¢b@ny kur . | 8§ k_ + d_ R U SDoRan Fifte¥  EGUL+ G _S& 8 A- B besTh.S @A
rdue e

.. ®Bisdobomk & S é  RY_k JERDH @' cBWER | et | d WE & r RETTE Ty d W&k ISUEL
.. '_gebgle.comeer k hu, T @R

> @+ Q8- @admin~

3 New DNSFilter Profile

x
Name -
= . Comments Comments D 2 FGVMEVIEIPLYKIAS
Redirect botnet C&C requests to Block Portal €@
AntiVirus
Enforce 'Safe Search’ on Google, Bing, YouTube (B
© FortiGuard Category Based Filter
> he Discussio
Name + Action =
[E Adult/Mature Content € | @ 15 ot
L _ i
er, onitor
Monitor
Monitol
Monito
Datin, Monit
0%
© Join the Discussion 2
[®
External IP Block Lists (B
DNSTranslation @ O
Options
Redirect Portal IP Use FortiGuard Default [0
-

26



10)

Liosiigd Aol o Fortigat&irewal|

&( Iﬂ( ”g ntN( Ol'k ’ ’ ’ £ ’ ’ ’ £ £ ’ 13 L2} i3] L2 L] L2} 12 L2 L2 ” ER] 373 19 Lh] L) 1 11 11 ik} iRl 11
>Cure elnge etw:

ESBL Inspection , $SB_ r e, RTeL. GREZF, T ce] RIDNB A § LGEr It KB 3 K[G |
' dWok !l NS U JUUSER &IPS KEACH B.Oler TLE ETI9.§a U

= Q > @ L@~ @admin~
Edit SSL/SSH Inspection Profile X
MAPIover H1 IPS » A
Protocol Port Mapping % FGVMEVIFJPLYKIAS

Inspect all ports OB

a HTTPS © 243 5 APIPreview
SMTPS © 465 % References
o POP3S © 955 >
IMAPS © 993
FTPS © | 990 ® . ]
DNSoverTLS (B .

¥ Video Tutorials [

HTTP/3 Bypass | Blod) Fortinet Co

© Join the Discussion 7
DNSover QUIC Sypass | Block

{ot

Exempt from SSL Inspection

Reputable websites © OB

Web categories Finance and Banking
Health and Wellness

Addresses B adobe
B Adobe Login
B android
B apple

Sad a
e e o -

X X X X
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7.3 Applicatidfiltering
SWZ., "Rt TI £, . nBign@Jfe Gk ITWHGHPS k__Mdd I P& B3
Profiled __lo¢ +r ce + d_ Ck'haRUTS +ZL IRGIkS KFed  CRIUFEIESI e BRI F k. + G
PoligdBased, I ¢+ 6_ r ;e + dk_ ' dWGR L_Apmicaiion Gttbtg kERIBAUEITK L _ QT ¢
dWsr L. ftSke SESTq. RIH LSk, 58 UBAWIFE tJ BEUrhLE U
' d WESSL Mspétifon NGO Kk r

-

g RS _ E T_ . CGxakWe@:e NSIB__ rRdB &eaurity FrefileswRApplicatipn Gorgrdl T8 $ cer k hu, -
CkhRT+ Z_ t RZTWE, Ly | FL_ fERBTk G BHBIGHBE kKt gR&_ EG@.
'"ROI §_ ePL_ ¢+ £_ duWe

& | New Application Sensor

© Not Supported

+ 93 Cloud Applications require deep inspection.

*~ 0 policies are using this profile. A t at
© Version 6.00741
Name g
Comments i= View Application Signatures
0/255
Categories

[ Relevant
09 Video Tut

© Join the Discussion 7

© ~ | Unknown Applications

. Reaching Fortinet Community

© Jloin the Discussion [

on non-default ports @

88680

Replacement Messages for HTTP-based Applications

E— G -
' EetyErSiow He rk | ofEc@eT @ 6 lcation Fille®@uertidesdS B 1 ce
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@~ Q8- @ admin~

New App Add New Override x

B Policy & cts -] 1ype Filter N

& Security Profiles

Action | © Block~

®~ © Block
o] @ay © Menitor x| Q
© Allow
Category $ Technology & Popularity Risk &

O Ne
Applic | ) __Twitter 0 Sodial Media Browser-Based -

]_, Twitter_Login & 3 Social Media Srowser-Based [ ]

ol Twitter_Post & (O social Media Browser-Based

Optiof

() , D) -
> @ 2@~ @ admin~
Edit Policy x
Firewall/Network Options
Policy & Objects v Protocol options it - B 5
Firewall Policy : ’ -
<
Security Profiles ast usel
Firstused N/A
AntiVirus e ]
Activesessions | 0
Web filter o i
Hit count 0
Dhs filter @ Total bytes 08
Application control © [ G default - Current bandwidth | 0 bps
> .
U Clear Counters
File filter O || Application Control +
SSLinspection A IS block-high-risk .
I default @ APIPreview
Logging Options I vifi-default >_ EditincLl
Log lowed trathc © [seariyevens c
. ation &
Generate logs when sessionstarts QB a8 Beleiamt Docmeniation €l
0 Video Tutorials
Capture packets e ] 1 Consolidated Policy Configuration (7
-] o U
Comments
© Join the Discussion £
4
0/1023
Enable this policy ©
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Remote RADIUS User
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S| Users/Groups Creation Wizard X
@ Login Credentials > @ Contactinfo > @ Extralnfo_ B Relevant Documentation

Password

2, User & Authentication

User Definition ¥ © Join the Discussion [7

> @ 00~ ®adminv

" . | Users/Groups Creation Wizard x

P © Cortct oo > @ Exraino 3

E Relevant Documentation [7

01 Video Tutorials [
VP © Two-factor Authentication

& User & Authentication v Authentication Type FortiToken Cloud Rlraricy]
User Definition

iy g © Jointhe Discussion [
FortiToken Cloud license

Email Address

sMs >
> @~ 0@~ ©admin~
| Users/Groups Creation Wizard x
O Bxtia it E Relevant Documentation (2
User Account status [ an o] © Disabled £ Video Tutorlals [
&, User &Authentication . Liser.Group: ©
User Definition & © Jointhe Discussion (7
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|| EditLDAP Server X

Name ITPHP & FGVMEVIFJPLYKIAS

Server IP/Name 192.168.1.10

Server Port 389 & ADiP i
CommonName Identifier | cn >_ EditinCLl
Distinguished Name cn=users de=itphp,de=local Srowse

Exchange server >

£ Relevant Documentation (7
Bind Type Simple | Anonymous 4 Video Tutorials (7

Username administrator@itphp.local

Password © Jointhe Discussion [2
Secure Connection [® ]
Test Connectivity

Test User Credentials

. Passivelr | FL, I TI G, i
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13 Fortinet Single Sign On Agent |=lo] x |

The user account on which you want to

Please input the user account's name and pa

LIser name must be in form DomainMame\UserMame. If you want to use local user account,
please enter . JserMame.

User Name: I.‘u,.ﬁ.dministrator

Password: | TIIIII 1L

Back || Mext | | Cancel
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i Fortinet Single Sign On Agent =-[B8] X

Install Options

Fortinet Single Sign On Agent could be set up to monitor user logon events andjor serving
MTLM authentication requests from Fortigates. Select the proper options below,

Manitor User logon events and send the information to FortiGate.
Serve NTLM authentication requests coming from FortiGate.

Please select the access method of Windows Directory

(®) Standard{e.q domainiuser)
-Select this option for easy setup, works for most situations
() Advanced(e.q. CN=user ,0U=5ales,DC =domain,DC =com)

-Select this option if you setup LDAP access to Windows AD to retrieve user/group
information from FortiGate

_dUB@BCk r WPU k. DQAYGhkT

Fortinet Single Sign On Agent - Install DC Agent =

Welcome to the DC Agent installation wizard. This wizard will install DC Agent on the Domain
Controllers in your domain.

First please confirm the Collector Agert address and listening part.

Collector Agent

Collector Agent IP address: |1?2_31 010 ‘

Collector Agent IPvE address: | \

Collector Agent listening port: |E'rf|'|]'2 ‘

Mote: You need to have administrator access to the domain controller in order to install the
DC Agent!

< Back Ned> | | Cancel | | Help
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Please select the domainis) you want to monitor:

Fortinet Single Sign On Agent - Install DC Agent

[ x|

itphp:itphp.local

ff some domains are missing, make sure the trusted relation between domains is set
propery, then nun this wizard again.

up

| <Back || Net> | | Camesl | |

Help

Fortinet Single Sign On Agent - install DC Agent

Flease mark the users you DO NOT want to monitar their logon events:

=-§|§ itphp

[ x|

---- [ Administrator
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Fortinet Single Sign On Agent - Install DC Agent 28

Select domain controllers for monitaring user logon evert: Uncheck All

itphp'srv.itphp.local

Working Made
(®) DC Agent Mode (Click Mexdt will start the installation of DC Agent)
) Polling Mode (Polling logon sessions from Domain Controller)

Poll logon sessions using Windows MetAPI

Check Windows Securty Event Logs

| <Back | Net> || Camcel | | Hep |

Fortinet Single Sign On Agent - Install DC Agent 2

Select domain cortrollers for monitoring user logon event: Uncheck Al
| itphp'\srv.itphp.local ‘
installdcagent | x |

o DC Agent is successfully installed on dermain controller

You must reboot the domain controller to menitor user logon event.
Do you want to reboot
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Monitoring uger logon events

Liztening ports

Timers
“whork station werify interval [minutes):

Diead entry timeout interval [minukes):
IP address change venfy interval [seconds):

[ Cache uzer group lookup result
Cache expire in [minutes);

Fortiate; | 2000 FortiGate S5L:

Require authenticated connection fram FortiG ate

Fortinet Single Sign On Agent Configuration = = 2

Support MTLM authentication

DC Agent: (3002

|EollectorAgent Statuz: RUNNING |

Carmmon T asks

Show Service Status |

[ Enable 5L DCAgent 55L;  |9003 Preshared key:
\—I Show Monitored DCs |
Loagging
Log level Log file size fmitE]. [10 | [ wiewlog | Shaw Logan Lsers |
[]Log logon events in separate logs Yiew Logon Events Select Domains To Manitor |
Authentication

I

430

o
=

Clear Group Cache

Set Group Filters |

Set lgnore User List |

Sync Configuration with Other Agents |

| Set Directory Access Information |

E=port Configuration |

| Advanced Settings |

Savekcloze | |

Apply

| | Drefault | | Help |

. fe R

R EE EM@eEITK |-

v v F H

Jwad k ol _3fH
Fortinet Single Siymu_

=o= FortiGate VM64-KVM  FW-1

@ Dashboard 3 Edit External Cannector

% Security Fabric v
Physical Topology Endpoint/identity

Logical Topology

Security Rating

Automation

Fabric Connectors

External Connectors

b Network

_RCf & cef &k

& System

B Policy & Objects

@ Security Profiles
SVPN

& User & Authentication

1 Log & Report

Connector Settings

Name
Primary FSSO agent
Trusted SSL certificate

User group source @
LDAP server

172.31.0.10

[e

Collector Agent [T

do Active-Directory -

Proactlvely retrieve from LDAP server €0

Search filter
Interval (minutes)

Users/Groups

(objectCategory=group)
180
46 © View

© F350 groups will be populated in the background.

| BMZ ¢ hEEIRER KSIE fuR §

SONG. &d ELr | MRS Egdur G R . rh RRIBE e RIUKIFR
@dl € E-UTeate Nlery & Bdcurity Fabric > External Conoectémgu S ap+ 0

Loy s | ox
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© Disconnected

& Public SDN Cannector Setup Guide

= Amazon Web Services (&
@ Google Cloud Platform [
A Microsoft Azure [
Oracle Cloud Infrastructure [
B Private SDNC

%= Cisco Application Centric Inf

rastructure (£
Nuage Virtualized Services Platform (2

O OpenStack Connector 2

rex VMware NSX (!

@ Documentation

& Online Help (7
W Video Tutorials (£
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| Edit AntiVirus Profile X
Name
MEVIFIPLYKIAS
Comments  [Scanfilessndblockviruses. . EIOVEEVIHTORES
LS ks antivirusscan @ @ [l Monitor Additional Information
Festure set Proxy-based @ APIPreview
% References
Inspected Protocols \ grihew
_ Editin
HTTP ©
SMTP @O Fortisandba
POP3 & -
IMAP O E understanding Inline Block Feature [
FIP ©
@ Online Guides
CIFs B
E Relevant Documentation [
) . 0 Video Tutorials 2
APT Protection Options
Treat Windows executables o 2 Fort
inemail sttachments ssviruses O Jointhe Discussion [7
Send files to FortiSandbaxfor inspection &
Include mobile matware protection [ s]
Quarantine (D [s ]
Virus Outbreak Prevent
Use FortiGuard outbreak prevention database
Use external malware block list [ ]
Use EMS threat feed @ e ]
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all_defzult -VIFIPLYKIAS

Name

Comments All predefined signatures with
default setting.

IS ViewIPS Signatures

4471255
Block malicious URLs (O
1P5 Signatures and Filters
v @ APl Preview
Intrusion Prevention b *CresteNew % References
ifter Details | ExemptiPs | Action Packet Logging > EditincLl

& Default @ Disabled

© Jointhe Discussion (2

Botnet C&C

Scan Outzoing Connections to Batnet Sites Black | Monitor
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~ NewWeb Application Firewall Profile X
Name
Comments | Write 3 comment.. P .
71071023
Signatures
Search Q
e
Status signature Action Severity
ilter @ Ensble ©Block  mmmm ortinet Communit
‘Web Application Firewall 7 - © Join the Discussion [

@ Enzble  Infarmation Disclosure @albw =

@ Enzble  Known Exploits © Block [T 1]

@ Enzble  Credit Card Detection © Elock [T 1]

100% €Y
Constraint:
# Edit | | | Search a
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1 Create New Palicy X
Incoming Interfacs - =
Source Address B Relevant Documentation [
1 VideoTutorials [
Destination Address 2 Consolidated Policy Configuration 7
Service
© Join the Discussion [
L2 Anomaliss
Mame B Logzing Action Block  Monitar Threshold
ip_sre_session | (B m Block | Monitor 5000
o st session | (B =0 viock | vonitor 5000
L4 Anomaliss
Name O Lozzing A;jinn@ Block  Monitar Threshold
tep_syn_flood » Block | Manitor 2000
tep_port_scan > Block | Monitor 1000
tep_src_session | (B [a1"Y Block | Monitor 5000 -
FOATINET .o [ o ] Cancel
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12 VPN and Cryptography
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VPN Definition

VPNs protect data that is transmitted over a public or shared
infrastructura such as the Intarnet from threats such as man-

in-the-middle attacks.
p

Clientless

SSLVPN

-~
Resources
nmsm . Enterprise Network
*\4_— b’J—)

-

. GRTRE GOy WB A3 5" celodt WE, I SRt EVPH  RE.BIER GHPIMPIGR DKk RE Sdu
coer kBSL . Qe QTG - PN D ERE. F k. Kk RUWERE g F &G IEE: §
VGREEGKRZ, v d, gkRL,YAN fAOBL B} § UBHG ky | R W

v v

VPN Definition (Cont.)

VPNs have the following benefits:

«  Cost savings
Scalability

+  Compatibility with broadband technology
Secunty
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Key Threats to WANs and Remote Access
The key threats to data privacy:

«  Fayesdranning atacks
Masquerading attacks
Man-in-the-middle attacks

RESr L., RTO, Gd_r el 8% gk rt_Trode/GE, tCRodERDh oF KB T Lk REE &Y
HTTP. F k.  ocer 2t 8k, gr DL, Pnd. ' clGH_ fait 2 @ kqkn YAl RE®
' eHBIPS fod¢ 7 8 k

Key Threats to WANs and Remote Access
Cont.)
Eavesdropping Attacks

+  Apacket sniffer is a software application that uses a network adapter
card in promiscuous mode to capture all network packets.

+  Packet sniffers exploit information passed in clear text. Protocols that
pass information in the clear include the following:

Telnet, FTP, SNMP, POP, HTTP
»  Common solutions for companies to protect information are:

Implement a VPN with encryption

g Packet Sniffers
Host A Host B

Data in clzar texd

-

RWWZ £ f 9GdlP Bcdligyk DUTGRRE &Y 'y & 1 | RE@s®rognidg aftack hur . 1 ce
' d WRaéket, Integrify 10 § kGdrg. RFUG_ I BESRGUIGR L k1
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Key Threats to WANs and Remote Access
(Cont.)

Masquerading Attacks

« A masquerading attack is where an individual hides their identity,
possibly even assuming someone else’s identity, example: IP spoofing.

« 1P spoofing occurs when a hacker inside or outside a network
impersonates the conversations of a trusted computer.

+  Two general techniques are used during IP spoofing:

A hacker uses an IP address that is within the range of trusted |P.
addresses.

A hacker uses an authorized external IP address that is trusted.

«  The most common solution is to use a packet integrity check system,
which is implemented with a hashing function.

hu, ' cer k ce, Gé Rt 8§ ;e, ZRUGdtuce kiRKB_ @ Rygasdoeragirg Afiatks Puoe] +5_oefC
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Key Threats to WANs and Remote Access
(Cont.)

Man-In-The-Middle

«  Aman-in-the-middle attack requires that the hacker have access to
network packets that come across a network.

+ A man-in-the-middle attack is implemented using the following:
Network nacket «niffers
Routing and transport protocols
«  Several solutions for man-in-the-middle attacks are:
- Afirewall system randomizes TCP sequence numbers

VPNs provide three tools to combat man-in-the-middle attacks: device
authentication, packet integrity checking, and encryption
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Cisco Modular Network Architecture and VPNs
(Cont.)

Cisco Modular Network Architecture

. I 8kVPR DK GLIsINF L y k
L+ Ur | £ rRemofeRAGcesESTUTr G 8r. oSi@uofiessks hur
_Full Client VPN _KUD L +_Bf Lf

Pzt gEfé Ra_| RisZ A U
_kr ceroB_BEEfHesk ' @RS ede¥ Bt HUuRL hur . 3T
" d T IPN T komert IUBBR L B, 3 GHR

d. gr K48 DRSO
VPN Types

[

/ Site-To-Site IPsec

Remote Access Full Ciient

L - -+ Cisco AnyConnect

18 - -+ Cisco AnyConnect

Clientless GBS ... » hitps://Web Portal

' BiteTo Site VPNT K _
VPN Types (Cont.)

gk. fol, S,
Site-to-Site VPNs

Unencrypled Traffic !

g T i -
—— | £ ” E - 0
. B ) SRR
S ez BB e iR =
3 3% —— ———— =
> ! = ne

» s o Sensitive

« o 5

o o < Resources
-

Enterprise Network
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VPN Types (Cont.)

Remote-Access VPNs

Clienlless VPN 2
) e :f A "ﬁi
- : Hatias Unencrypted Traffic ”
- ’ Sensilive
Resources

Enterprise Network

.REL SGVRG: GREWPL:+ B,

'd T3 3w Ud. I SWe. GbYn_ T @Ekhentidatiobd_ ZRU_ f C

' d WG od URETER d3 d KT 190 1 Thee, EEMcapRulation Méttod kr . + + T o
" RWSA, CI U, r cPackeintfamity RWWzZ £ F Kk _
b b Toe grr GOSKeyMarpdeRént + G, RWD &

.. [& Gcro_roe DKCIGeBROS®, BOK T k! HonRepudBPR OB d 1 BRE &
"eRé&_ dWGkKI 6. GS§r RL_ RE_. G] Sn_ Lr | FL_ kr

VPN Components

Authentication
Device
User
Encapsulation Method
Data Encryption
Packet Integrity
Key Management
Non-Repudiation
Application and Protocol Support
Address Management
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Secure Communication and Cryptographic
Services
Cryptography provides fundameniai components oi securily for vi-Ns:
Confidentiality
Integrity
Authentication
Nonrepudiation

Key management

Cryptography provides this security by using several types of
cryptographic algorithms:

Symmetric encryption
Asymmelric encryption
Hashing

These technologles can be used in various ways to provide the
fundamental components of security.

-

_ U F k. g REgityDr REEE oA ERL kr . o7 . ROk t o _CoSfidentialty oel §
"1 8Kk_ +rd_ rr Ut ©k_ oer | @, T &S _AuthentiGhtion d'. R ULS db dC | TUESr, ad
. e & Ky ManBgemeBte YOeR GO, kr . 1+ & 3 kO IWORAG&IINT cek . +
GRORWR®B] . gt £ sRdlckbud e gF+r 5,
. Crdtography ¢ r G ceRsld « @hyifBnetric, Asyninéttics Hashifig Gryptogfaphy fTF 1Gl G k
'QREE. € €y 2t Sk f L _Byinmétric BncrgpGop v WD E S kK HEF R Z Bed WHiee,
' RE E@oer Eft LEKTEL . + RTW ZhAsymneEic Endryption ¢et 1 k

1 Symmetric Encryption

. ET. ghur_ L+ WPlUKk, GRORW®Y 7z hug kr WP & KSymRefio BnBdo® RMP & !
DES,3DES, shur . 3Tk. roeGEthFQf(é dt ®r EIGEKk_ BGA mmw@gsqx;_

' RBESL
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Cryptographic Algorithms
Cryptographic algorithms:

«  Symmetric kev crvplography also known as secret kev or preshared
key cryplography

Pl ZRE08 . hG@ARGL ghy Sar.  Skarr. . vkir T e, t, TR® RatilifehtaliBRZ @ BfLer_ +' &R 33 T
'REGDe DOk kr_rreé_ 3T

v v v -

Confidentiality Using Cryptographic Controls
Confidentiality is provided by encryption.

1 foane S Blol, fomennnne s ftmm o em ot - - im <
< Encrypticn is the prostss ui'consanting cloansst te'cisheriont -

= Decryption is the process of converting ciphertext to cleartext.

Decryption
Algonthin

r+ WSL, dWNogd, Gr WIHR[ RSy COBBYIMEIBRTIK CRERE ! I Sék |
shur . IKkREq:r B, QR3FWEAk, "R3+ L. REt_ §r SRERGHES CI
"1 &k Or | tr k_ BRWBKheF

— - 7 v

-

- v

Confidentiality Using Cryptographic Controls
(Cont.)
Here are some characteristics of symmetric algorithms:
Efficient and fast, simple to accelerate in hardware
Suitable for real-time bulk encryption
Key length of several tens lo several hundred bits

Kay managsmant.can he a prblam

_ABC

ABC
. -~

iy .
B Encryption
Algarithm

Encryption Key Decryption Koy
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1 Asymmetric Encryption

. Private Key GGT _RLoerkée RIEDE I Teeez t &k R LAYMetrik EncrypRoti o T k

. ZRU_ RG_ f&_ | §kG@rivdtetolr 3 Tk _Pfitilic UdIZ [ EDLHCHER IR G e _$
RO R WPublick FRRWDN,  RBEUE GSarl . kr _ rGdT oe kKTRB_ L L+RBMc ZGRUS 11

GREADBHROr ke eRLr+ & shyr 3Tk, roe féeGTREEILCHEB

Cryptographic Algorithms (Cont.)

Asymmetric key cryptography also known as public key cryptography

Public Key Exchange

'GRIE® , W, REE&. rAsytiSeiricss @ Cafifektialitoeer k e,

Confidentiality Using Cryptographic Controls
(Cont.)
Here are some characteristics of asymmetric algorithms:
Very slow compared with symmetric algorithms
Used for digital signatures or a key exchange
Typlcal key lengths in thousands of bits (RSA) or hundreds of bits

Simpler key management
Examples: RSA and ECC

Encryption  §°_

— " Decryption
Algonthm -

hGEASE &k r . + + T@Adf &.t Zrgl tCr 3 T T e Agymddtiric _ go T Ghtefpityr - or R t
_SWR. Cl bu_ Ga <SG dERupliEHHRE®r RE GWA_ 64 L SHivategHadhoek B RO

CURAr W W

'GRIE &er N T kNoAr€pudiatios fur G 8K kPINRWeR LIRS GEEKkRE.
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Integrity Using Cryptographic Controls (Cont.)
Digital signatures:
Asymmetric digital signature algorithms also provide integrity:

The sender generates a digital signature over data by using a private
(signing) key and appends it to data.

The receiver verifies the signature by using a public (verification) key.

Digital signatures use a combination of a hash algorithm (such as
SHA-1) with an asymmelric algorithm (such as RSA).

O Lo

5 g i

a3 s *
l k Hash

&L
m—»T %

Digital Signature Public Key
9 Hashing
' LZRUFET. RETTRZ, ET. fShWRe¢_, 3Tk, . " ®Ré_. RWGKI 6_ I Z|
vt Toee ET. h, RS G, t Trl Gek, cer khuHash et V@' BT & 8O &

' ceMD5, SBAIDSHAZ, HMAGHIshibgg + G, at Trd IBETKNF BT+ R]

Ft Tee G@&. IGBx TUHesiE T GMLE @K RE Oltieylily daskibn f € 1 GRr GloeRK 1 +
MHash, | 1 ¢ B hGOTKEEREREU G Wb Z £ RKIEG 8 CHaBlmekr, Lo T, Iy Re, G5 SkaB.0 R B KT o2,

bt 0. . TRGee, RWWZE, krGde t Fo3. 11 éRUBHE fCS TURBTok G 6 ThtekR K
CFswe. 0. HaghrR=EkR Goe R

(VR

Integrity Using Cryptographic Controls

Hashing is a mechanism that is Data of Arbitrary Length
used for integrity assurance: Miessage |

it provides a one-way, fast
transformation of arbitrary-length
input data into a fixed-length
digest (hash).

Examples of hash functions are
MD5, SHA-1, SHA-256, SHA-384,
and SHA-512.

Fixed-Length Hash

[[20d123e5¢316bef78bfdf52008837577 |

L ) ’ v 3w YT e

kro vt Tee  6aL fuoel { RORWAERN B LGRS RS, kG abRiRkE B UESTG

‘Gl SRWS A, 1o +} Gl RBIKUIEILYE &S IGH kapG@ARRR T G00eR S¢

v v
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Integrity Using Cryptographic Controls (Cont.)

HMAC is also used for integrity Data of Arbitrary Length

assurance: W

. HMAC uses a secret key (that is Resrms | g
shared between trusted parties) ——————— | Secret Key

as part of the input.

Fixed-Length Hash

| e0d123e51316bef78bfdf5a008837577i|

'REY SG, RTF . LI [t Gifithektifadon ' eefl k e

[

YZ L+ B, cer | S¢_ h, d®B_ I ESutfdt AGenbdatiory d _ f
Kr

.. - dTr r. Q1. r+ Yt Bfoata AditheptiEatidn§ k _

Authentication Using Cryptographic Controls

Cryptographic authentication is used for the following:

+ - Suhject authenticaticn: Authenticate subjects nsing cryptographic
authentication protocols.
« Data authentication: Authenticate data received over an untrusted
network. Data authentication is usually performed with the following:
- Symmetric HMAC algorithms, where high performance is desired without
nonrepudiation (for example, SSL/TLS or IPsec)
Digital signatures, where performance is nol a factor and nonrepudiation is
required as well (for example, application layer transactions or XML
messages)

-

cerl @, v+ G, shir_ h_t GQUDRET I ICEEIBDdn r @ afl 8 UWPE: G « &

- v H

L+ WD, W_ rce. fDOoRA. 3T RHKE EH RefdMandgdnientG AR LA REBS _ lod

- T v

G &3 R Wergptodrapiy T R d

-

Keys in Cryptography
Keys are used for all of these three critical VPN functions:Encryption,
Packet Integrity Checking. Authentication

* Key management deals with the secure generation, verification,
exchange, storage, revocation, and destruction of keys.

. Key generation is the process of generating keys for cryptography. A
key is used to encrypt and decrypt whatever data is being encrypted/
decrypted.

. The security of a symmetric cryptosystem is a function of two things:
the strength of the algorithm and the length of the key.

. Key exchange (also known as "key establishment”) is any method in
cryptography by which cryptographic keys are exchanged between
users, allowing use of a cryptographic algorithm.

. However distributed, keys must be stored securely to maintain
communications security.
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Public Key Infrastructure (Cont.)
«  User B can act as a trusted introducer because user B is trusted by
both user A and user C.

User B signs the public key of user A with the private key of user B and
sends it to user C.

User B signs the public key of user C with the private key of user B and
sends it to user A.

Users A and C can verify the signature because they already have the
public key of user B.

Public Keys
(IR User A
LY vser8
5 vserc
Privato Keys
MEEEY wsera
Uu:l!
GG user C

-

' ROy ko cer, t Wk CAY BT GA EMRIREBEANEBOIGATY Klok + [WSLe, § +oL
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Public Key Infrastructure (Cont.)

Certificate Authorities: PK! extends this concept and makes it scalable:
There is only one cenlral trusted introducer (the CA).

- The CA signs the public key of everyone.
Everyone has the public key of the CA.

Private Keys

[EEEE Certificate Authority
Y vser A

2 vser ©

-

| ZGAT roce | ek khu JRUEZGRaa_ 1l k
' ROl §

ve o

Public Key Infrastructure (Cont.)

- Signed public keys (identity certificates) are returned lo entities.

« Entities can now exchange their certificates with each other over an
untrusted network.

Public Keys

[EH) Centficate Authorty
(R User A

B useic

Private Keys

[EEEEY Cenifcate Authorty
FR-A QTN

[ Uses C

Pubhic Key of UserA e Public Key of User C
Signed by the CA Signed by lhe CA

.8k, RTF_. Lrl FL_ F8k_ Cl Y
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Public Key Infrastructure (Cont.)
The table contains examples of the information that is in an

identity certificate.

| R T L R T LT PP A T e e D S
lceQO\,M" o1 ,;j,‘,’ﬂf?'gl'am S AN ‘
Certificate Serial Number 12457801

‘Signatlre Aigorthm Kenifler orCA | RSAWSHAY
Issuer X.500 Name C=US0O=ClscoCN = CA
VeldtyPeod |SaR= 040110 Epire= 040115
Subject X.500 Name C=US O =CiscoCN =

CCMCluster001
'Subject Public Key information | 766ECEOCOADCTI40L,

Public Key Infrastructure (Cont.)

Field | Value

Extenason(s)(vs) 5 S| Py R 3
CRL Dlslnbuuon Pomts URL = htip://crl.CA.com/CACRL.crl
(CASignature | 2C08GC7FEOBGEGODAJGABL,

"RE A, 1k | @& _rN e RE RO RIS §'CREE & . RTRY L. + T. h_ cel ¢
'REY SG, RTF_ Lr I FL_ fé&_ aTr k

[V

Public Key Infrastructure (Cont.)

AAA Server Certificate
Authorization

Alistofrevoked Revocallo
disuhuoggr:'n ¢

e oty SR

il s il

PKI entities regularly poll  Entities can query the Entities can query the
the CRL repository to OCSP server at any time  AAA server at any time to
recelve the current CRL 1o check for validity of the  check for validity of the
recsived certificate received certificate

A window of op Not Noh rated with the.
A W wmmpm-d i mw@
newCRLisnotyet ;.' . authoriz L
| propagated R v :

-

shur. " ISk, ft ZRGO_, rGRB. DW_ Wi Yier bt Rk WIRE_ Fd QSL
' [EBctygigh g kRL. RTRn_ . S8

1
5

SO S Rt

Next-Generation Encryption

«  Some older algorithms (and key sizes) do not provide adequate
protection from modem threats.
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IPSEC With Crypto Map, IPSEC With VTI, GRE over IPSEC, Get VPN, DMVPN, Flex VPN
Full . I ¢+ iub gnR Sgbkel tur 0 GEGRIF REf L SitkioSitd kr @ f &1 ¢ Tek GG ¢

&sli

<

Site-to-Site VPN Topologies

Hub and Spoke Full Mesh

-

CVRE gt 8. cer WE, TMPCERS $lee 6 3R Er kSREBtEOIIRES R b SUSGIT aLG T
" RWS + L _MyfiticastkRedagdancy] @@Sl fBae f L

(V)

Site-to-Site VPN Technologies

Site-to-site VPNs:

. Connect sites as a replacement for a classic WAN

= Use peer (site) authentication and cryptographic path protection
B Require basic network traffic controls

. Frequently use IPsec for its cryptographic security services

n;-;.agi_ > Enterprise Network

_ ZRU. h®dmilaekagetxshange T USIdL relRBRL . ZRd. e WL + @
Security SA T+ 0 PUt k. krGadL hEI&HEH HKFETRBCE . Tv. SIREEGBWGS . hu_ + G
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IPsec VPN Overview

Provides a framefork ’mmm
lKE/lKEv2 ~ andksvr:amgﬂﬂéltb'w

authenticalion o

vides tion for authenticati
ser traffic. Mostly ob .
E Provides an enczpsulation for encryption and
~f5
AU i,
.

Defined in RFC 4301

Combines three protocols into a cohesive security framework

P ZRU v, 8 hu |8 Runnelk R TSooet IG3BDde: eefTIEENGiO0L IBBERBIO - O T
. JEBEC, Us GO, RWEKIr & RS, Gld: | TramspoESWMG: ¢ 6F K 8 R BSE 33 J ku

' RAUE Beneklt c8rko . F k. RWESE. Fdk. kr

Main . GGT. F §k_ gF+ &_  ocer WS, . corrKBoe L¥rel ' Mo LEAKEWI] hekr KF_+ ¢
..+ L. JAggressives | @+ G RBRGRkK | Mdin SIS AggtessifieiMotiey M8 e Ghu 1 +
.. ql  Y@DOI dg Queel Madds G Th cer & cduce, MEin D hiee &¥adf A - N)B®IgesH kG &
G @_ WOk Kédé ke + 6 F Kk

Internet Key Exchange v1 and v2
Internet Key Exchange v1:

Docunieided in T C 2408
Runs over UDP to destination port 500

IKE Phase 1

(Creates an IKE SA)

Main Mode

or

ejeq ainosg

Aggressive Mode

Peers negotiate a secure, IPsec SAs are negdlialed to
authenticated key- protect user traffic. R
management channel. w
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IKE Phase 1 (IKE SA)
authentication (pre-shared autehntication key, certificate) (secure)
symmetric encryption key exchange (secure)
Security Association (Authentication, DH, encryption, hashing)

IKE Phase 2 (secure) (IPSec SA)
Security Association (AHmd5, shal / ESP:des/3des/aes, md5/shal)

key exchange (optional): perfect security or PFS
IPSEC (AH/ESP)

IKE

IKE Phase 1 (main mode or aggressive mode)
IKE Phase 2 (quick mode or GDOI)

IPSEC

-

ve v v

'GOGIKEV2 g O GKkIGIET h, hu, L+ W

Internet Key Exchange v1 and v2 (Cont.)

Internet Key Exchange v2:
Documented in RFC 4306
Runs over UDP to destination port 500
There are two to five messages for basic exchange.

There are two to five messages for basic exchange.
IKEv2 creates the child SAs within the same negotiation, instead of
using a phased approach.

Creates an IKE SA vathoui the use of phases

IKE_SA_INIT

IKE_AUTH
CREATE_CHILD_SA
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Internet Key Exchange v1 and v2 (Cont.)

Internet Key Exchange v2 (cont.):
« |s defined in one RFC (RFC 4306)

»  Uses a cookie mechanism to prevent DoS attacks from forged source
addresses

Raquires fewer round-trin exchanges nomoarad to [KEv1
*  Has built-in DPD

«  Uses unidirectional authentication methods
*  Has built-in NAT traversal
« Provides better rekeying and collision handling

~

' GG BSP .  GEhdgpsulagiopel WS RT T

e v v

Encapsulating Security Payload

RFC 4303, IP protocol 50
Tunnel Mode ESP |

New IP.
Header

ESP

Header Header " Trader  Authenircation

-

' I § k_ Rnhel Mod@adshort Mode ¢ ESPAH ce Gledudr ¢

Authentication Header (AH)

AH |
IP Header TCP pData Transport Mode

New IP AH s
Header Header IP TCP pbata Tunnel Mode

Encapsulating Security Payload (ESP)

ESP 1 ESP ESP
IP Header TCP Lot eI Transport Mode
New IP ESP 5 ESP ESP
Header Header TCP . YT Tunnel Mode

57
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Authentication Header format

Offsets Octetyg 0 1 2 3
Octetqs Bityg 01 2 3|4 5 6 7 8|9 10 1112|1314 |15 16 17 18 19 20 21 22 |23 24 |25 26 |27 28 29 30 31
0 0 Next Header Payload Len Reserved
4 32 Security Parameters Index (SFPI)
8 64 Sequence Number
c 96 Integrity Gheck Value (IGV)

I § k. RTF . _ESPI Tiedd@cT WL _ |

Encapsulating Security Payload format

Offsets Octetys 0 1 2 3

Octetyg Bityg 0|1 2 /3|4 65| 6|7 8|9 10111213 14|15 /16 17 18|19 |20 21 |22 |23 |24 25 26 |27 28 29 30 |31
0 0 Security Parameters Index (SPI)
4 32 Sequence Number
8 64

Payload data

Padding (0-255 octels)
Pad Length Next Header
Integrity Check Value (ICV)
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12.1 Site to Site VPN with IPSEC
VPN, gl €d. cer kb, 1 (IRSEG TR, Sobk Rrlce. ' TRIEWL 1, | F45 @C KRGETRGE
. CAWEEr HILE Ty (ol BlasidorSiel TIAISIG. 'f @BFANAVizarde

VPN Wizard

The IPsec VPN tunnel wizard gets you started with templates for commeon use cases. If the templates below do not
fulfill your needs, ully custom tunnels can be set up. For convenience, itis also possible tostart with a template 2nd
convert it to a fully custom tunnel after.

D Join the Discussion [

\ Tunnels

VPN Wizard Tunnel name site toSite

Selectatemplate

¢ Ta TRk obyf kB GIUTRCEISR B/K € Dbt Ef

2

z

e, RT.B:HBHIOMEE . S B If @ K1 i
L CaWE& h, kr, GEVERUZRG,

(V)

= qQ > @+ 0@+ @admins

8-

VPN Tunnel

© Join the Discussion £

VPN Tun

VPN Wizard 0 Remote site

Remsie e deve e E

le and

Remote site device Acce Behind NAT or dynamic
IP/FQDN 172.27.11.100

Route this device's internet traffic through the remote site @ (B

Remote site subnets that can access VPN [ 192.163.10/24 ]

f GBT Wavefsal FkuiDL+ B, F §k_. Rt YL, '+ Udk _G&: SKETRL

o . L RBérrLhu, tKEUrQ ély sk ' Rt TY
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> @~ L8~ @ admin~

& Relevant Documentation &
041 Video Tutorials &

@ .

Remote Site VPN Tunnel Local FortiGate © Join the Discussion
VPN Tun
VPN Wizard Remote site
VRN tunnel
Authentication method Presharedkey R
Pre-shared key Test@123 -]
e [Verion? RS
Transport () upp m TCP encapsulation

UseFortinet encapsulation ® QB

NAT traversa! [ enzbic TS

Keepalive frequency 10

kr.o ordecel 6, G, GNNURE T & PdvANm vf T QTr g YRS B O

72 A% e v

.. REVEN  huS kel k& WZdR® K+

> 06+ @ admin-
VPN Wizard - Site to Site

@ Online Guid

[ Relevant Documentation
D1 Video Tutorials

a-

/PN Tunnel

=3 mmunit
> Join the Discussion 4

VPN Tuns

VPN Wizard Remote site
() vPNtunnel
Local site

Outgoing interface that binds to tunnel

Create and add interface to zone

Localinterface

Local subnets that can access VPN 192.168.100.0/24 x

Allow remate site's internet traffic through this device @) Q0
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12.2 Remote Access VPN wiE IPS

FortiClient r kSZk_. DRO_ v+  +t 06_ | Tr+ €8_ 3Tk, DiGAOK KRk + EBJI U
L EAUERedGte accegs AT $&AN b VPN Wizagl | €d_ ocer khu, ~ Ck RT+ Z

L] b
1/ ‘a’ [E Relevant Documentation (3

1 Video Tutorials (2

Hub and Spoke with ADVPN

£ Join the Discussion (7
VPN connections radiate from a central FortiGate unit (the hub)

Supported remote peers: Sa5

®
8- R *
0 <= %
Eaioin, N Tu L ti
Remote Access

Employees who need to access their company
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VPN Wizard - Test

@ Online Guides
[E Relevant Documentation [
-- 3 Video Tutorials 7
8- LT QS
s ) s e
ortinet Community
Remote Endpoint VPN Tunnel Local FortiGate O Join the Discussion @

Remote endpoint

IP range for connected endpoints  0.0.0.0-0.0.0.0
Subnet for connected endpoints 255.255.255.255
FortiClient settings

Security posture tags

Save password ©

Auto Connect (e ]

Always up (keep alive) (e ]
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VPN Wizard - Test

| [ ™) - C=ra |\ T Online Guides
Remote Endpoint VPN Tunnel Local FortiGate [E Relevant Documentation [

9 Video Tutorials (4

() Remote endpoint 2 Fortinet Community
{2 Join the Discussion [3

VPN tunnel

Authentication method Pre-shared key A c]

Pre-shared key | @

IKE Version 1

Transport (D UDP QEIGE TCP encapsulation

Use Fortinet encapsulation @ (B

NAT traversal @ Disable

Keepalive frequency 10
User group -
DNS Server Specify
Enable IPv4 Split Tunnel & ©

Allow Endpoint Registration ©
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