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1 Introduction 
Ģ̮ŁŗƖŽ̮ƇķƕŘƮ˫Žŀ̮ƜƉĻ˫Ɓ̮œƖő̮Ŵƌ˫ŉ̮ġ˫Ɠŗ˫ĜƓķŗ̮řķ̮̩œ˫žłŝķ̮˫Ļ̮ƕ̮ŀƜƐƌķ̮̩řƖō̮ŗœ̮ƕŘŢƜč̮ƇƖŦŎƌ̮ĚƮ̮ƍķƖƐŵ̮ƒĻ̮ŀƏġķ̮̩œŘłŞğ̮ġ˫Ɠ̮̮̮ŀƜƐƌķ̮ƎƜƌ˫Ł̮ġķŘĻ̮ķŗ

ƒĜļš̮ŗœ̮̮˫ƓġėƖƈƖƐĜŁ̮ƍƖĖ̗Ɠ̮ĢƮ˫Ɠ̮ŀƜƉĻ˫Ɓ̮'ŀŝķ̮̩œŘě̮ƋƓķŘŽVirtual SPU  ˼ƋłŞƜŝ̮ƕ̮̩ ŘƔĻ̮ƒě̮ƒłŽŘŢƜč̮ĢłƜƐƌķ̮ġ˫ƓŔƏŗķœ̮ĢƮƣ˫Ļ̮ġŗƕ.̮ ̮̮řķ̮ĢĜƮ

ŀěŘš̮ŬŝƖŁ̮ƒě̮ĢŁƣƖŦŎƌ Fortinet Ģ̮ƌ̮ƒĵķŗķ˭œƖš̮ƇķƕŘƮ˫Žġ˫Ɠ FortiGate ĢŁŗƖŽ̮ŔƮŔŉ̮̙ŞƏ̮ƇķƕŘƮ˫Ž̮'ŔƐłŞƓ̮̮ ŗƖŲƐƌ̮ƒĻ̮ķŗ̮ƒĜļš̮ĚƜŽķŘŁ̮ŀƏ

Ģƌ̮ŘłƉƜŽ̮Ģŉŗ˫ő̮ĿķŔƮŔƔŁ̮ŘĻķŘĻ̮ŗœ̮ƍ˫ƌř˫ŝ̮ŀŲŽ˫Ŏƌ̮̮ƎƮķ̮'ŔƐěƇķƕŘƮ˫Ž̮̮ƒ̮ƌ˫ƏŘĻ̮ƇŘłƐě̮ƒƉ̗ŉ̮řķ̮ĢŁ˫Ə˫Ĝƌķ̮ġŗķŚŽķ̮ŀŒŝ̮̮ Ŀŗ˫ŲƏ̮ƕ̮ŕƖžƏ̮řķ̮ġŘƜğƖƉŉ̮˭˫Ɠ

ƍ̮˫ƌř˫ŝ̮ŗ˫Ɯłőķ̮ŗœ̮ķŗ̮ƒĜļš̮ŘŝķŘŝ̮ŗœ̮ƒłŽŘŢƜčĢƌ̮ŗķŘƁ̮˫ƓƇķƕŘƮ˫Ž̮˭ŔƐłŞƓ̮ƍŔš̮řƕŗ̮ƒĻ̮ƕ̮ŠƮķŚŽķ̮Ƈ˫ō̮ŗœ̮̩řƕŗ̮ŘƓ̮ĿķŔƮŔƔŁ̮ƒě̮˫ŊƏī̮řķ̮'ŔƓœ̮Ģ̗ƮŔƁ̮ġ˫Ɠ

żŶũ̮ƕ̮ŔƏŗķŔƏ̮ĢƉƌ˫ě̮œŘĻŗ˫ě̮ŘĠƮœ̮œƖŉƖƌ̮ġ˫Ɠƍ̮ī̮ŗœĢ̮ƌ̮ńŵ˫Ļ̮˫Ɠœ̮ŘƜğ̮ŗķŘƁ̮ŘŮő̮ŧŘŶƌ̮ŗœ̮˫̗š̮ƍ˫ƌř˫ŝ̮˫Ł̮œƖš. 

¶ ̦˫ ƓŗķŚĻķ̦ƕ̦˫Ɠ̦̩˫Ġłŝœ̦˭ƒĜļș̌ĢłƜƐƌķ̦ġ˫Ɠ̦̙ō̦̩ķŗ̦ųķƖƏķ 

ŔƮŔŉ̮̙ŞƏ̮ġŗķŚŽķ̮ŀŒŝ̮ƇķƕŘƮ˫Ž̮˭ƒĜļš̮ŀƜƐƌķ̮Řť˫Ɛŵ̮ƎƮŘŁ̮Ģŝ˫ŝķ̮řķ̮ĢĜƮ̮˫̮ƮNGFW  ˽Ģƌ̮̮ ŘƮ˫ŝ̮ƒĻ̮ƒĜļš̮řķ̮ĢŶƁķƕ̮ŀŲŽ˫Ŏƌ̮ġķŘĻ̮ƒłļƈķ̮'Ŕš˫Ļ

ġėƖƈƖƐĜŁ'ŀŝķ̮ř˫ƜƏ̮ŚƜƏ̮˫Ɠ̮̮Ģƌ̮Ǝ̗ũ̮ŗœ̮Ɗ˫Źœķ̮ƋƔƌ̮ġ˫Ɠ̮ŀƜƉĻ˫Ɓ̮ŘƮ˫ŝ̮˫Ļ̮ķŗ̮ƇķƕŘƮ˫Ž̮ƒě̮œŗķœ̮̙ƌ˫ě̮ƕ̮Ŵƌ˫ŉ̮ġœŘĜƮƕŗ̮ƒĻ̮ř˫ƜƏ̮˭ƒĜļš̮ŘŅƖƌ̮ŀƜƐƌķ̮ŀžğ̮ƍķƖŁ

ƜƐƌķ̮ġ˫Ɠ̮̙ō̮̩ķŗ̮̩ķŘ̗Ɠ̮ƒĻ̮ġķ̮ƒƮƣ̮ġœŘĜƮƕŗ̮ƒĻ̮˭ĿƤ̗ō̮ŘĻķŘĻ̮ŗœ̮żƉłŒƌ̮ŋƖŮŝ̮ŗœ̮ƕ̮̙ƌ˫ě̮ĿŗƖť̮ƒĻ̮ĢƏ˫ƌř˫ŝ̮ŀű˫žō̮ŗƖŲƐƌ̮ƒĻ̮˫ŁŗƕŘũ̮'ŔƮ˫̗Ə̮̮ Ģł

̮̮ ƒĻ̮ƒě̮ŀŝķ̮ř˫ƜƏġ˫Ɠ̮ƇķƕŘƮ˫Ž̮'ŔƮ˫̗Ə̮ŀŲŽ˫Ŏƌ̮ƒĜļš̮ġ˫Ɠ̮ŠŒĻ̮Ɗ˫̗Ł̮řķ̮ŔƏķƖłĻ̮ƒĕŗ˫ĎĜƮ̮ƕ̮ĢłƜƐƌķ̮ŗ˫łő˫ŝ̮ĚƮ̮ĿŗƖť Fortinet ̮œƖļƔĻ̮ŀƔŉ̮ŗœ̮̩ŗķƖ̗Ɠ

ŀŝ˫Ɛšī̮œƖő̮ƍ˫ƮŘłŢƌ̮ĢƜłƐƌķ̮ġ˫Ɠř˫ƜƏ̮˫Ļ̮ƕ̮̩œƖĻ̮œƖő̮ƍ˫ƮŘłŢƌ̮ġ˫Ɠ̮ř˫ƜƏ̮ĢƓœ̮Őŝ˫č . 

¶ ŀ̦Ə̦ĢŁŗƖŽ̦ƇķƕŘƮ˫Ž̦˫Ļ̦ĢƏ˫ƌř˫ș̂ŀƜƐƌķ 

œ̮̮˫̗š̮ĢƏ˫ƌř˫ŝ̮ƋłŞƜŝ̮ƒě̮ĢŁŗƖť̮ŗœ̮̮ ƒě̮ŔƜƏķŔĻ̮ŔƮ˫Ļ̮˭œŗķœ̮œƖŉƕ̮˫̗š̮ƍ˫ƌř˫ŝ̮ŗœ̮ĢłƜ̗Ɠķ̮˫Ļ̮Ŀ˫ŵƤŭķ̮Řğķ̮ƕ̮œŗķœ̮ŗķŘƁ̮żƉłŒƌ̮ĿķŔƮŔƔŁ̮ŧŘŶƌ̮ŗ

Ƈ̮ķƕŘƮ˫Ž̮řķ̮̩œ˫žłŝķ̮̮Ģ̮ŁŗƖŽœƖĻ̮ŔƓķƖő̮ŀƜ̗Ɠķ̮Śĵ˫ō̮ŗ˫ƜŞĻ̮˫̗š̮ġķŘĻ̮ŀƜğ.̮ ̮̩œ˫žłŝķ̮ƍƕŔĻ̮̮̮ƍī̮řķ ̮̮ Ŀ˫ŵƤŭķ̮ƎłŽŗ̮ƎƜĻ̮řķ̮ƕ̮ƍœķœ̮ŀŝœ̮řķ̮ŘŮő̮ŗœ̮̩ŗķƖ̗Ɠ̮˫̗š

̮̮ œƖő̮ŀƜ̗Ɠķ̮˫ĻŔƓœ̮ŗķŘƁ̮ŘƜŅĮŁ̮ŀŎŁ̮ķŗ̮ŘĠƮœ̮œķŘŽķ̮ƕ̮˫̗š̮ġŗ˫ě̮̩ŔƐƮī̮ŀŝķ̮ƎĜ̗ƌ̮ƒě̮œƖĻ̮ŔƜƓķƖő.̮ ̮ƒ̮ƐƮŚƓ̮ƒĻ̮ŀļŞƏ̮˫ŶŮƁ̮ŀƏ̮ĢŁŗƖŽ̮ƇķƕŘƮ˫Ž̮ŀ̗ƜƁ̮ĢƮ˫Ɠ

ƜŶŁ̮ƍī̮Ŀ˫Ə˫Ĝƌķ̮ƕ̮̩Ŕš̮Ĺ˫ŒłƏķ̮ƇķƕŘƮ˫Ž̮ƇŔƌ̮ƒĻ̮ƒŉƖŁ̮˫Ļ̮ƕ̮ŀŝķ̮ŚƜĕ˫Ə̮ŗ˫ƜŞĻ̮ŔƜƐě̮ŀőķœŘč̮œƖő̮Ŀ˫ŵƤŭķ̮ƎłŽŗ̮ŀŝœ̮řķ̮ƒŊƜłƏ̮ŗœ̮ŔƮ˫Ļ̮˫̗š̮ƒě̮̮ ƎƜ

ĢƌœƖš. 

 

 
1 Virtual Security Processing  
2 Next Generation Firewall 
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ŔƜš˫Ļ̮ƒłšķœ̮ƒŉƖŁ̮ŘƮř̮Ŀ˫ĜƏ̮ƒĻ̮ŔƮ˫Ļ̮˭ƇķƕŘƮ˫Ž̮ŔƮŘő̮Ɗ˫ĠƐƓ: 

× ĢğĘƮƕƇ̮ƕė˫ƌ̮ųķƖƏķ̮ŔƐƏ˫ƌ̮ĢłƜƐƌķ̮ġ˫Ɠ˫Ɠ 
× Ĺƕ̮ĞƐƮŘłƉƜŽ̮Ŀ˫Ə˫Ĝƌķ 
× ̮̙ ĜŁƕŘč̮ųķƖƏķ̮řķ̮ŀű˫žō̮Ŀ˫Ə˫Ĝƌķġ˫Ɠ VOIP 
× řķ̮ŀű˫žō IPS ˫Ʈ IDS  
× Ƈ˫ƂłƏķ̮̩˫ğŗœ̮ĢƏ˫ļƜłŢč (Gateway) ĢłƏī̮řķś̮ƕŘƮƕƒ̮łő˫Ɛš̮ƕ̮ŔƐ̗ŁŗŔƁ̮ġ˫Ɠ̩Ŕš 
× Ƌ̮Ďŝķ̮řķ̮ġŘƜğƖƉŉ 
× ƒ̮ƌ˫ƏŘĻ̮ĚƜŽķŘŁ̮ƇŘłƐě̮ŀƜƉĻ˫Ɓġ̮œŘĻŗ˫ě̮ġ˫Ɠ 
× ̩œķœ̮ƎłŽŗ̮ŀŝœ̮řķ̮řķ̮ġŘƜğƖƉŉ̮ŀƜƉĻ˫Ɓ˫Ɠ (DLP)  
× ŗ̮ƕœ̮̩ķŗ̮řķ̮Ǝƌķ̮ū˫ļŁŗķ 
× Ŕš˫Ļ̮ƒłšķœ̮ķŗ̮˫̗š̮ř˫ƜƏ̮œŗƖƌ̮Ŀ˫Ə˫Ĝƌķ̮ƒě̮ŔƐ̗ŁŗŔƁ̮ĢƉƌ˫ŵ̮ƋłŞƜŝ̮řķ̮ġŗķœŗƖőŘĻ 
× ş̮ƕŗ̮ųķƖƏķ̮řķ̮ĢƏ˫ļƜłŢčŀƮƖƓ̮řķŘōķ̮ġ˫Ɠ̮

¶ ŀƏ̦ĢŁŗƖŽ̦ƇķƕŘƮ˫Ž̦ųķƖƏķ  
 

Web Application Firewallș̦ 

Ĺƕ̮ŀŎŁ̮ġ˫Ɠ̮ƎŢƜĜƜƉčķ̮ƇķƕŘƮ˫Ž̮œŘĜƉ̗ŵ (Fortiweb) ̮̮ ġœƕŗƕ̮ġ˫Ɠ̮ĚƜŽķŘŁ̮ƕ̮ŀŝķ̮ġŘŁ̮Ŀƕ˫žłƌ̮ŌŮŝ̮ŗœ̮˭ƒĜļš̮ƇķƕŘƮ˫Ž̮˫Ļ̮ƒŞƮ˫Ƃƌ̮ŗœ̮˭

̮̮ ġ˫Ɠ̮ƒƮƣ̮ŗœ̮̮̮̮̀˫Ł̮̮̂ƇŔƌ Open System Interconnection (OSI) Ģƌ̮ŗķŘƁ̮ĢŝŗŘĻ̮œŗƖƌ̮ķŗƒ̮Ʈƣ̮'ŔƓœ̮̮ ġ˫Ʈ̮ƋŊƐč̮̮ƒ̮Ʈƣġ session ̮̮ ġķŘĻ̮ķŗ̮ĢƌŚƜƏ˫Ĝƌ

̮̏ŀƮŘƮŔƌ̮ƕ̮ƍ˫Ʈ˫č̮˭ř˫Źī session ƎŢƜĜƜƉčķ̮ġ˫ƓŔƐƮķŘŽ̮ƎƜĻġ˫Ɠ ̮ƍķŘĻŗ˫ěĢƌ̮ƒĵķŗķ̮ƒƮƣ̮'ŔƓœƋŢš̮ƒ̮Ʈƣ̮ƒĻ̮Ŀ˫ŵƤŭķ̮ġŔƐĻ̮ĺƈ˫Ɓ̮ƕ̮̙ƮƖŎŁ̮ŀƜƈƖĶŞƌ̮ŚƜƏ̮ġ

̮ƒƮƣ̮ƕ̮'œŗķœ̮̩ŔƔŵ̮ŘĻ̮ķŗ̮ƎŢƜĜƜƉčķƋłžƓ̮̮Ģƌ̮ƍ˫Ĝƌķ̮ƍķŘĻŗ˫ě̮ƒĻƎ̮ŢƜĜƜƉčķ̮˫Ļ̮˫̗ƜƂłŞƌ̮ŔƓœ̮̙ƌ˫ŶŁ̮˭˫ƓŔƐš˫Ļ̮ƒłšķœ. 

Ĺƕ̮ĢŁŗƖŽ̮ƇķƕŘƮ˫ŽƒƜƉě̮ĢĜĕŗ˫ĎĜƮ̮řķ̮ƍ˫ƐƜ̗ŭķ̮ƇƖŦō̮ƕ̮ĢŝŗŘĻ̮˫Ļ̮˭ƒƮƣ̮ĚƮ̮˭ƒŭƖĻŘƌ̮ġ˫Ɠ̮ƎŢƜĜƜƉčķ̮ƕ̮Ĺƕ̮ŘĻ̮ĢƐłļƌ̮ġ˫Ɠ̮ĚƜŽķŘŁ̮ġ̮ġ

Ģƌ̮œ˫ŊƮķ̮œķř˫ƌ̮ĢłƜƐƌķƇķƕŘƮ˫Ž̮řķ̮ƒłŝœ̮ƎƮķ̮'ŔƐěĢ̮ƌ̮ŗķŘƁ̮œƖő̮ƍķŘĻŗ˫ě̮ŗ˫Ɯłőķ̮ŗœ̮ġœ˫Ʈř̮ġ˫ƮķŚƌ̮˭˫Ɠ̮̮ĢŝŗŘĻ̮Ɗ˫ĠƐƓ̮ƒĻ̮ķŘƮř̮˭ŔƐƓœ̮̮ śŗœī̮řķ̮ŘŁķŘŽ̮˭ĚƜŽķŘŁ

ĿŗƖč̮œķŔŶŁ̮ƕ̮ƒĜļšƎ̮ŢƜĜƜƉčķ̮̙ĜŁƕŘč̮řķ̮Ģš˫Ə̮ĿķŔƮŔƔŁ̮ĢƮ˫ŝ˫Ɛš̮ƒĻ̮ŗœ˫Ɓ̮˭ĺƜŁŘŁ̮ƎƮķ̮ƒĻ̮ƕ̮ƒłŽŗ̮˫ƓŔƐƏ˫ƌ̮˫Ɠ HTTP ƕ FTP Ģƌ̮ƎƮķ̮ŘĻ̮Ż˫Ūƌ̮'ŔƐš˫Ļ

œ̮ŗķœ̮ġŗ˫ƜŞĻ̮şřŗķ̮˭ŀƜƐƌķ̮ƋƜŁ̮ġķŘĻ̮ƒě̮̩œƖĻ̮ŗķœƖőŘĻ̮ŚƜƏ̮şŗķŚğ̮ŀļŅ̮ŀƜƉĻ˫Ɓ̮řķ.̮
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Unified Threat Management Firewall  

ġ˫Ɠ̮ƇķƕŘƮ˫Ž Fortinet Unified Threat Management (UTM) ̮˭Ŕōķƕ̮œŗƖļšķœ̮ĚƮ̮ŗœ̮ĢłƜƐƌķ̮̏ŔƐ̗šřŗķ̮ĢğĘƮƕ̮ƎƮŔƐĕ̮Ɗ˫Źœķ̮˫Ļ

̮̏ŀƜƉĻ˫Ɓ̮˫Ɠ̮ƍī̮'ŔƏķ̮̩œķœ̮ƒĵķŗķ̮ŀƜƐƌķ̮ġ̮̩řƖō̮ŗœ̮ƍŗŔƌ̮ġœŘĜƮƕŗ stateful inspection ƒƉ̗ŉ̮řķ̮ĢłƜƐƌķ̮ĢƉťķ̮Řť˫Ɛŵ̮˫Ļ̮ķŗ antivirus̮̮˭intrusion 

prevention systems̮̮˭anti-spam̮̮˭ virtual private networks Ģƌ̮ƒĕŗ˫ĎĜƮ̮˭ŘĠƮœ̮œŗķƖƌ̮ƕġ˫Ɠ̮ƇķƕŘƮ˫Ž̮ƇƖ̗Ŷƌ̮ŗƖŭ̮ƒĻ̮'ŔƏř˫ŝ UTM ̮̮ ƒĻ

ķ̮ŀƜƉĻ˫Ɓ̮řķ̮ġŘƜğ̮̩ŘƔĻ̮˫Ļ̮˫Ɠ̮ƇķƕŘƮ˫Ž̮ƎƮķ̮'ŔƐƓœ̮Ģƌ̮ƒĵķŗķ̮ķŗ̮ġœŔŶłƌ̮ġ˫Ɠ̮ŀƜƉĻ˫Ɓ̮ƕ̮ŔƏƖš̮Ģƌ̮̩œŘĻ̮ŗ˫ě̮ƒĻ̮Ŕōķƕ̮ĢłƜƐƌķ̮ŗ˫ĜƓķŗ̮ĚƮ̮ƍķƖƐŵĢłƜƐƌ layering 

Ŕ̮ƐƐě̮Ģƌ̮ƎƜ̗ŪŁ̮ķŗ̮ġŘļƮ˫ŝ̮ĿķŔƮŔƔŁ̮ŘĻķŘĻ̮ŗœ̮Ŵƌ˫ŉ̮ƕ̮̙ƌ˫ě̮ĢłƜƐƌķ̮˭ĢƏ˫ƌř˫ŝ̮ġ˫Ɠ̮ƒĜļš̮ġƕŗ̮ŘĻ.̮ ̮̮˭ŔƐłŞƓ̮żƉłŒƌ̮ĺŶš̮ġķŗķœ̮ƒě̮ĝŗŚĻ̮ġ˫Ɠ̮ƍ˫ƌř˫ŝ

ġ˫Ɠ̮ƇķƕŘƮ˫Ž̮Ĺ˫ŒłƏķ̮˫Ļ fortinet UTM Ģ̮ƌƒ̮̗Ɠ̮ŀ̏ƜƐƌķ̮ŔƐƏķƖŁŠŒĻ̮ġ̮ƕ̮̩ŗķœķ̮Ŕōķƕ̮ƇƖŞƐě̮ĚƮ̮řķ̮ķŗ̮ĢƏ˫ƌř˫ŝ̮ĺŶš̮ƕ̮ƒĜļš̮ġ˫Ɠ̮̮ ƎƮķ̮ŗœ̮'ŔƐƐě̮ƎƜƌ˫Ł

ŀƜƈƖĶŞƌ̮ƕ̮ŀƜƐƌķ̮ƋƜŁ̮ġŗ˫ě̮ŔƐƮķŘŽ̮ĿŗƖťĢƌ̮ķŔƜč̮ŠƓ˫ě̮ƒŽ˫ũķ̮ġ˫ƓƇķƕŘƮ˫Ž̮˫Ļ̮ĢŁŗ˫ļŵ̮ƒĻ̮'ŔƐě̮̮UTM̮Ģłō̮ƕ̮ƍ˫ƌř˫ŝ̮̙ě̮ġķŘĻ̮ŀƜƐƌķ̮ƋƜŁ̮ĚƮ̮˫ƔƐŁ̮˭

Ŕš˫Ļ̮Ģƌ̮ř˫ƜƏ̮œŗƖƌ̮żƉłŒƌ̮ĺŶš.̮

 

Network Address Translation Firewalls 

ƇķƕŘƮ˫ŽNetwork Address Translation (NAT) Ŕōķƕ̮̩˫ğŗœ̮ĚƮ̮ƀƮŘŭ̮řķ̮ķŗ̮ĚƜŽķŘŁ̮˭ (single gateway) ̮ŀƮķŔƓ̮ŀƏŘłƐƮķ̮ġ˫ŪŽ̮ƒĻ

ĢƌƇķƕŘƮ˫Ž̮ƎƮķ̮˫ŝ˫ŝķ̮'ŔƐěĢ̗Ə̮ŗķŘƁ̮ĢŝŗŘĻ̮œŗƖƌ̮ķŗ̮ĚƜŽķŘŁ̮˭˫Ɠƒ̮Ĝļš̮ƒĜƉĻ̮'ŔƐƓœĚ̮Ʈ̮řķ̮̩œ˫žłŝķ̮˫Ļ̮ƕ̮̩œƖ̗Ə̮ƍ˫ƔƐč̮Ģŉŗ˫ő̮ĿķŚƜƔŊŁ̮řķ̮ķŗ̮ĢƉőķœ̮ġ IP 

address Ǝ̮ŢĜƏ˫ě̮ġķŘĻŗ̮˫ő̮ġ˫Ɠś̮ŗœī̮ŘƮ˫ŝ̮˭Ģŉġī̮ġ˫Ɠƒ̮ŵƖ̗Ŋƌ̮řķ̮̩œ˫žłŝķ̮˫Ļ̮ŜĎŝ̮ƕ̮ƒłšķœ̮ƒĠƏ̮ůƖžŎƌ̮ķŗ̮Ģčś̮ŗœī̮řķ̮ġķ̮̩œŘłŞğ̮ġ̮˭ĢƉőķœ̮ġ˫Ɠ

Ģƌ̮ŀƮŘƮŔƌ̮ķŗ̮ĚƜŽķŘŁŔƐƐě NAT gateway ŘŁƕŗ̮ġƕŗ̮ŘĻ̮˫ļƈ˫Ź̮˫Ɠ̮̮ ˫ƓĢƌ̮ƒłŽŘğ̮ŗ˫ě̮ƒĻ̮̮ ƋƓ̮ĢƓ˫ğ̮˫ƌķ̮ŔƏƖšġķŘĻ̮̮Ŀ˫ƌŔő VPN Ģƌ̮̩œ˫žłŝķ̮˫Ɠ̮ƍī̮řķœ̮Ɩš.̮

 

Internal Segmentation Firewalls 

Internal Segmentation̮̮ ̮̮˫ Ʈ Fortinet ISFW̮̮ƒ̮Ĝļš̮ŗœ̮ŴƁķƕ̮ĚƮĘŁķŘłŝķ̮ġķ̮ƒŮƂƏ̮ŗœƐě̮ŗœ̮ƕ̮˭ĢƉőķœ̮ġ̮̮ ġƕ˫ō̮ƒě̮ţ˫ő̮ġ˫ƓŗƕŘŝ̮ŗ˫

ŔƐłŞƓ̮œƖƉě̮ġ˫ŪŽ̮ŗœ̮ƒě̮Ĺƕ̮ŀŎŁ̮ġ˫Ɠ̮ƎŢƜĜƜƉčķ̮˫Ʈ̮ĿķŚƜƔŊŁ̮řķ̮ġķ̮ƒŵƖ̗Ŋƌ̮˫Ʈ̮ƕ̮ŔƐłŞƓ̮ŔƐ̗šřŗķ̮Ŀ˫ŵƤŭķŗķŘƁ̮˭̮̮̮ Ŀŗ˫ŲƏ̮ĺƜŁŘŁ̮ƎƮķ̮ƒĻ̮ƕ̮'œŘƜğ̮Ģƌ

Ʈķ̮Ǝ̗ũ̮ŗœ̮'ŔƮī̮Ģƌ̮œƖŉƕ̮ƒĻ̮̩Ŕš̮ƎƜƜŶŁ̮ŠƜč̮řķ̮ƒě̮ĢƮ˫Ɠ̮ŠŒĻ̮ƒĻ̮ĢŉƕŘő̮ƕ̮ġœƕŗƕ̮ġ˫Ɠ̮ĚƜŽķŘŁ̮ġƕŗ̮ŘĻ̮Ģ̗ĵķœ̮ĢƈŘłƐě̮ƕƇ̮ķƕŘƮ˫Ž̮Ǝƒ̮ĵķŗķ̮ġķŘĻ̮˫Ɠġ 

segmentation ŔƐƏ˫ƌ̮˫Ɠŗ˫ĜƓķŗ̮ŘƮ˫ŝ̮˫Ļ̮ġř˫ŝ̮Ɗ˫Ġ̗Ɠ̮ƕ Network Access Control (NAC)̮̮ ̮̮ ƕ̮ġŗ˫ě̮ġ˫ƓŔƐƮķŘŽ̮ƍķƖłĻ̮˫Ł̮ŔƏķ̮̩Ŕš̮ĢōķŘŭ

ƒĻ̮ķŗ̮ŔƮŔŉ̮ĿķŚƜƔŊŁ segment œķœ̮ţ˫Ŧłőķ̮żƉłŒƌ̮ġ˫Ɠŗ˫ƜŶƌ̮ś˫ŝķ̮ŘĻ̮ƕ̮ƒĜļš̮ţ˫ő̮ġ˫Ɠ.̮

̮

https://www.fortinet.com/solutions/enterprise-midsize-business/scalable-flexible-segmentation
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Next Generation Firewalls (NGFW) 

 Next Generation (NGFW)̮̮ġ̮˫Ɠ̮ƇķƕŘƮ˫Ž̮ƒĻ̮ġœ˫Ʈř̮ŀƓ˫ļš̮˭ŔƮŔŉ̮ĿķŔƮŔƔŁ̮ġř˫ŝ̮œƕŔŞƌ̮ŘŲƏ̮řķ UTM ŔƏŗķœŀ̮ƜƉĻ˫Ɓ̮˫Ɠ̮ƍī̮'̮̮ ƕ̮˫Ɠ

ŘŁ̮Ģ̗ƮŔƁ̮̙ŞƏ̮ġ˫Ɠ̮ƇķƕŘƮ˫Ž̮ġ˫ƓœŘĜƉ̗ŵ Ƈ˫ņƌ̮ƍķƖƐŵ̮ƒĻ stateful inspection Ě̮ƜƐĜŁ̮˫Ļ̮ķŗġėƖƈƖƐĜŁ̮ƕ̮˫Ɠ̮̮ ķŗ̮ĿķŔƮŔƔŁ̮ųķƖƏķ̮ƒě̮ĢƮ˫Ɠ̮̮ ŗķŘƁ̮ĢŝŗŘĻ̮œŗƖƌ

ĢƌĢƌ̮Ɗ˫Źœķ̮˭ŔƐƓœƇķƕŘƮ˫Ž̮řķ̮ƒłŝœ̮ƎƮķ̮'ŔƏř˫ŝƍ˫ƌř˫ŝ̮ġķŘĻ̮˫Ɠ̮̮ ˭ƒĜļš̮ŀƜƐƌķ̮ƎƜƌ˫Ł̮ƕ̮̩œƖĻ̮̩œŘłŞğ̮ƕ̮ƀƜƁœ̮ĢłƜƐƌķ̮ġƖŊłŞŉ̮ŗœ̮ƒě̮ŔƐłŞƓ̮ĺŝ˫Ɛƌ̮ĢƮ˫Ɠ

ŀŝķ̮ĢŁ˫Ɯō̮ŗ˫ƜŞĻ̮˫ƔƏī̮ġķŘĻ.̮ ̮ƇķƕŘƮ˫Žġ˫Ɠ Fortinet NGFW Ž̮ŗ̮ĢłŶƐť̮ġ˫ƓœŗķŔƏ˫łŝķ̮řķ̮ŘŁķŘŽ̮˭ƒĜļš̮ŀƜƐƌķ̮ƎƜƌ˫Ł̮ŗœŗ˫Ļ̮ƎƜ̗Ɠœ̮ġķŘĻ̮ƕ̮ƒł̮̮̮ŗ̮œ 

Magic Quadrant ŀŝķ̮̩Ŕš̮ƒłő˫Ɛš̮ŘƐŁŗ˫ğ̮ŬŝƖŁ̮˭ƒĜļš̮ŘŁŘĻ̮ƇķƕŘƮ˫Ž̮ƍķƖƐŵ̮ƒĻ .̮̮ƇķƕŘƮ˫ŽŀƜğ̮ĢŁŗƖŽ̮ŔƮŔŉ̮̙ŞƏ̮ġ˫ƓƒƜƉě̮˭ŀƜƉĻ˫Ɓ̮ġ̮ŗœ̮ƒě̮ĢƮ˫Ɠ

̮ƇƖŞƐě̮'ŀŝķ̮̩œķœ̮ƒĵķŗķ̮ƒĕŗ˫ĎĜƮ̮ƕ̮Ŕōķƕ̮ƊŘžłƉč̮ĚƮ̮ŗœ̮ƕ̮̩œƖ̗Ə̮Ɗ˫Źœķ̮ƋƓ̮˫Ļ̮ķŗ̮ƒłšķœ̮œƖŉƕ̮ƍī̮̙ƌ˫ĜŁ̮ŘƜŝ̮ŗ˫Ɯłőķ̮ŗœ̮ķŗ̮ĢĻƖƉŮƌ̮Ŀ˫ƜĻŘŊŁ̮˭ƍī̮ŀƮŘƮŔƌ

Ģƌ̮ŗķŘƁ̮ƍķŘĻŗ˫ěĢ̮ƌ̮ţ˫Ŧłőķ̮ƒĜļš̮ġ˫Ɠ̮ŠŒĻ̮Ģƌ˫̗Ł̮ƒĻ̮ķŗ̮̩œŘłŞğ̮ƕ̮ƀƜƁœ̮ĢłƜƐƌķ̮˭ŀƏ̮ĢŁŗƖŽ̮ŗƖŎƌ̮ŀƜƐƌķ̮œŘĜƮƕŗ̮ƕ̮ŔƓœœ'̮ŔƓ 

̮

̮

̮

̮

̮

̮

̮

̮

̮

̮

̮
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2 Install Fortigate in ESXi 
̮̮ĿŗƖŦĻ̮ƋƜƏķƖłĻ̮ƒĜƐƮķ̮ġķŘĻtrial̮̮̮̮'ƋƜƐě̮Ɗ˫Ə̮ŀļŅ̮ƕ̮ƋƮƖš̮ƒŭƖĻŘƌ̮ŀƮ˫ŝ̮Ĺƕ̮œŗķƕ̮ŔƮ˫Ļ̮'ƋƜƐě̮̩œ˫žłŝķ̮ŀƜĠƜŁŗƖŽ̮řķ̮̮ňƜ̗Ʈķ̮ŜĎŝř˫ƜƏ̮œŗƖƌ̮̮̮̮ ŀ̗ŞƁ̮řķ̮ķŗ
Support > VM Image̮̮̮̮ 'ƋƜƐě̮œƖƉƏķœ̮̮ ŀő˫ŝŘƮř̮ţƖŦŒƌ̮ňƜ̗Ʈķ̮˫ŊƐƮķ̮˫ƌVM-Ware̮̮Ģƌ̮œƖƉƏķœ̮ķŗ̮̮ 'ƋƜƐě̮̮ Řũ˫ō̮Ƈ˫ō̮ŗœ̮̮ ƍī̮ƍėŗƕ̮ƎƮŘőī7.6.0̮̮

Ģƌ˫Ļ̮'Ŕš̮

̮
'ƋƜƐě̮ŀěŘłŞěķ̮ķŗ̮ƍī̮Řğķ̮ƒŭƖĻŘƌ̮ňƜ̗Ʈķ̮œƖƉƏķœ̮řķ̮ŔŶĻ̮̮̙Ʈ˫ŽĢƌ̮ŘƮř̮̙Ĝš̮ƒƜļš̮ĢƮ˫ƓƋƜƐĻ˭̮̮̮̮ řķ̮ţ˫ő̮ƍėŗƕ̮ĚƮ̮ƒĻ̮ūƖĻŘƌ̮˫Ɠ̮̙Ʈ˫Ž̮ƎƮķ̮řķ̮ƊķŔěŘƓ̮ƒěESXi̮

̮̮ 'ŀŝķ̙Ʈ˫Ž̮řķ̮ĚƮ̮ƊķŔě̮ƋƜĻ˫Ʈŗœ̮ƒĜƐƮķ̮ġķŘĻ'ƋƜƐě̮̩œ˫žłŝķ̮ŔƮ˫Ļ̮ķŗ̮˫Ɠ̮̮ŀƐƌƖƜěķœ̮ŠŒĻ̮ŗœĢƌ̮ŀƐƜŁŗƖŽ̮ŀƮ˫ŝ̮ġ˫Ɠ̮̮ 'ƋƜƐƜļĻ̮ķŗ̮ƍī̮ġ˫Ɠ̮ƒłĜƏ̮ƋƜƏķƖŁ̮̮ ƒƌķœķ̮ŗœ
̮̙Ʈ˫Žovf̮ŝ̮̮ƕ̮ĿŗƖĎ̗Ʈķ̮ķŗ̮ƒŭƖĻŘƌĢ̮ƌ̮Ǝšƕŗ̮ķŗ̮ġř˫Ŋƌ̮ƎƜš˫ƌ̮ŜĎ̮̮ 'ƋƜƐě̮

̮
̮̮ ŬƜŎƌ̮œŗķƕ̮˭ƍī̮ƍœŘě̮Ǝšƕŗ̮řķ̮ŔŶĻCLI̮̮Ģ̮ƌ̮ƍī̮̮ ƋƜƏŗřƖƮ̮˫Ļ̮ƕ̮ƋƮƖšadmin̮Ģƌ̮œŗķƕ̮œŗƖŞč̮ƍƕŔĻĢ̮ƌ̮ŘŲƏ̮ŗœ̮ƍī̮ġķŘĻ̮ķŗ̮ġŔƮŔŉ̮œŗƖŞč̮ƕ̮ƋƮƖš̮̮ 'ƋƮŘƜğ

̮ŗƖłŝœ̮˫Ļ̮ƕshow system interface̮̮˫ Ʈget system interface physical̮̮Ģƌġ̮ī̮ƋƜƏķƖŁ̮˫ Ɠ̮Ģč̮ŀƜŶũƕ̮˫Ʈ̮ŜƜŽŘłƐƮķ˫Ɠ̮ġ̮̮ 'ƋƜƐƜļĻ̮ķŗ̮̩Ŕš̮ƋƜŲƐŁ̮̮ ƒĻ̮ƕ
ġīĢč˭̩Ŕš̮ŤŒŢƌ̮ġ˫Ɠ̮̮'ƋƮƖš̮̙ťƕ̮Ĺƕ̮ƀƮŘŭ̮řķ̮ŬƜŎƌ̮ŗœ̮ƒě̮ġœŗƖŞč̮ƕ̮ƋƜƏŗřƖƮ̮˫ĻCLI̮Ģ̮ƌ̮ƍī̮ĢĜƜŽķŘğ̮ŬƜŎƌ̮œŗķƕ̮ƋƮœŘě̮ƋƜŲƐŁ̮'ƋƮƖš̮
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̮ŬƜŎƌ̮ŗœ̮ĢƮķŔłĻķ̮ĿķŗƖłŝœCLI̮ƇķƕŘƮ˫Ž̮̮˰ ŀƜĠƜŁŗƖŽ̮

Get system status 
Get system performance status 
Get system interface  
Get system arp 
Get system session list | grep 1.1.1.1 
Diagnose sniffer packet any ¹icmp and host 192.168.10.10º 

Ģƌ̮ŘƮř̮ĿķŗƖłŝœ̮˫Ļ̮̮ ĿŗƖŦĻ̮ƋƜƏķƖŁCLI̮ġī̮ŘŲƏ̮œŗƖƌ̮ŜƜŽŘłƐƮķ̮ġƕŗ̮'ƋƜƐě̮ƋƜŲƐŁ̮Ģč̮

Config system interface 
     Edit port1 
     Set mode static 
     Set ip 192.168.1.1 255.255.255.0 

Ģƌ̮ŘƮř̮ĿķŗƖłŝœ̮˫Ļ̮̮ ĿŗƖŦĻ̮ƋƜƏķƖŁCLI̮̮ƒĻ̮ūƖĻŘƌ̮Ŀ˫̗ƜŲŁDNS̮̮'ƋƜƓœ̮Ɗ˫ŊƏķ̮ķŗ̮

Config system interface 
     Set primary 8.8.8.8 
     Set secondary 4.2.2.4 

Ģƌ̮ŘƮř̮ĿķŗƖłŝœ̮˫Ļ̮̮ ĿŗƖŦĻ̮ƋƜƏķƖŁCLI̮̮ƒĻ̮ūƖĻŘƌ̮Ŀ˫̗ƜŲŁStatic Route̮̮̮̮ 'ƋƜƓœ̮Ɗ˫ŊƏķ̮ķŗ 

Config router static 
     Set status enable 
     Set gateway 192.168.1.2 
     Set device port1 
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3 Firewall Policy (Profile-based vs Policy-based) 
̮̮ĿŗƖŦĻ̮ŀƜĠƜŁŗƖŽ̮ƇķƕŘƮ˫Ž̮ƒĜƐƮķ̮ƋƔƌ̮ƒłĜƏStateful̮̮Ģƌ̮ŗ˫ě̮̮ ̩ř˫ŉķ̮ƕ̮ŀŢğŘĻ̮ĢŞƜƈ˫č̮ƎłšƖƏ̮ƒĻ̮ř˫ƜƏ̮'œƕŘĻ̮ƍƕŘƜĻ̮ƒĻ̮̙őķœ̮řķ̮ĢĜƜŽķŘŁ̮Řğķ̮ĢƐŶƮ̮˭ŔƐě

̮̮ ƇƕŔŉ̮ŗœ̮ŇƕŘő̮ƍ˫ƌř̮ŗœ̮ĚƜŽķŘŁ̮'ƋƮŗķŔƏ̮ĢłŢğŘĻ̮ĚƜŽķŘŁ̮ƍœķœSession̮Ģƌ̮ŗķŘƁ̮̮ ƋƓ̮œƕŗƕ̮ġķŘĻ̮ŜĎŝ̮œŘƜğĢƌ̮ĢŝŗŘĻ̮ƇƕŔŉ̮ƎƮķƖš̮̮ œƕŗƕ̮̩ř˫ŉķ̮ƕ̮œ
Ģ̮ƌ̮ŗœ˫ťœƖšĻ̮̮̙őķœ̮řķ̮ĚƜŽķŘŁ̮ƒě̮ĢŁŗƖťŗœ̮'̮̮'œŗķœ̮œƕŗƕ̮̩ř˫ŉķ̮Ŕš˫Ļ̮ƒłŽŗ̮ƍƕŘƜĻ̮ƒŜĜŵŘĻ̮˫Ʈ̮ƕ'̮̮Ě̮ƜŽķŘŁ̮ġķŘĻ̮̮̙őķœ̮ƒĻ̮ƍƕŘƜĻ̮řķ̮ƒě̮ĢƮ˫Ɠ̮̮ œƕŗƕ̮̩ř˫ŉķ
̮ƋƓ̮ŔƏŗķœ̮ƍƖƏ˫Ɓ̮ƎƮķĢƌ̮ſŔťŔƐě̮̮ '̮

̮̮ ŗœ̮̮ ƇķƕŘƮ˫Ž̮̮ ŀƜĠƜŁŗƖŽĢ̮ŞƜƈ˫č̮˭ƍķŘĻŗ˫ě̮ġķŘĻ̮ŀƮœƕŔŎƌ̮œ˫ŊƮķ̮˫Ʈ̮ƕ̮ĢŝŘłŝœ̮ŌŮŝ̮œ˫ŊƮķ̮ġķŘĻ̮̮ ķŗ̮˫Ɠ̮̮̮Ģƌ̮̮ ƋƜƏķƖŁ̮̮ ųƖƏ̮ƕœ̮ŗœ̮̮ 'ƋƜƐě̮œ˫ŊƮķų̮ƖƏ̮ƕœ̮ƎƮķ̮̮̮̮ ś˫ŝķ̮ŘĻ
Profile̮̮ƕPolicy̮ŔƐłŞƓ̮'ś˫ŝķ̮ŘĻ̮˫ƌ̮ƇķƕŘƮ˫Ž̮ƒě̮ƋƜƐě̮ŤŒŢƌ̮ķŔłĻķ̮ƍ˫̗Ɠ̮ŗœ̮ƒě̮ŀŝķ̮ƋƔƌ̮ŗ˫ƜŞĻ̮ų̮ƖƏ̮ƊķŔě̮̮̮ ŗ˫ě̮œŗƖƌ̮ƎƮķ̮ƒƌķœķ̮ŗœ̮Řğķ̮ƒě̮ķŘĕ̮'ŔƐě
ŗĢ̮ŞƜƈ˫č̮Ɗ˫̗Ł̮˭ƋƜƓœ̮ŘƜƜźŁ̮ķ˫Ɠ̮̮̮̮ƕCentral NAT̮̮̮̮ġ˫ƓƓķƖő̮ŻŖō̮˫ƌƐ̮̮ŧŘžŢƜč̮ĿŗƖŦĻ̮'Ŕš̮Ŕ̮̮ƇķƕŘƮ˫Ž̮̮ġƕŗProfile Based̮̮Ģƌ̮̙̗ŵ̮̮'ŔƐě̮ġķŘĻ

̮ŘƜŞƌ̮œŗķƕ̮ƍī̮ŘƜƜźŁSystem > Settings > System Operation Settings̮Ģƌ̮̮ 'ƋƮƖš̮

̮
Based Profile̮̮˰̮̮ŀƈ˫ō̮ƎƮķ̮̮ ƍƕŔĻCentral NAT̮̮Ģ̮ƌ̮ŗ˫ě̮̮ĢƐŶƮ̮'ŔƐě̮̮ƊŚƜƏ˫Ĝƌ̮ŔƮ˫Ļ̮ĢŞƜƈ˫č̮ŘƓ̮ŗœNAT̮̮̮̮ķŗƋƜƓķƖŒĻ̮Řğķ̮̮ ˭̮̮ ŔƮ˫Ļ̮̮ƍī̮ġķŘĻƇ˫ŶŽ̮̮̮'ƋƜƐě
̮̮ƒłļƈķ̮̮ƒě̮̮ƋƜƏķƖłƜƌCentral NAT̮̮̮̮ķŗ̮̮ġķŘĻPolicy Based̮̮̮̮'ƋƜƐě̮Ƈ˫ŶŽCentral NAT˰̮̮Ģ̮ƌ̮ƒě̮ĢƉŎƌĢŞƜƈ˫č̮ƋƜƏķƖŁ̮̮ƒĻ̮ūƖĻŘƌ̮ġ˫ƓNAT̮̮̮̮ ƍī̮ŗœ̮ķŗ

̮̮ 'ƋƜƐě̮ŀƮŘƮŔƌ̮ƕ̮œ˫ŊƮķ̮ġŚěŘƌ̮ĿŗƖŦĻŀƜƉĻ˫Ɓ̮ƍ˫ƐĖ̗Ɠ̮̮ ̙ņƌ̮ĢƮ˫ƓIPS, SSL Inspection, Web Filter̮̮̮̮ '''̮ƕ̮̮ ĿŗƖŦĻ̮ŀƈ˫ō̮ƎƮķ̮ŗœ̮ķŗProfile 
Based̮'ƋƮŗķœ̮ŀ̮ƜƉĻ˫Ɓ̮ƎƮķ̮řķ̮ƊķŔě̮ŘƓ̮ġķŘĻ̮ĢƐŶƮĢƌ̮œ˫ŊƮķ̮ţƖŦŒƌ̮̙Ʈ˫ŽƕŘč̮ĚƮ̮˫ƓĢ̮ƌ̮Ƈ˫̗ŵķ̮ķŗ̮ƍī̮œƖő̮ĢŞƜƈ˫č̮ŗœ̮ƕ̮ƋƜƐě'̮ƋƜƐě̮

Based Policy̮̮˫Ļ̮ŬƂŽ̮ŀƈ˫ō̮ƎƮķ̮˰Central NAT̮̮Ģ̮ƌ̮ŗ˫ě̮̮'ŔƐě̮̮ŀƈ˫ō̮ƎƮķ̮ŗœURL Category̮̮̮̮ƕApplication Filter̮̮̮̮ řķ̮ĢĜƮ̮ƍķƖƐŵ̮ƒĻ
ƒƐƮŚğ̮̮ĿŗƖŦĻ̮œŗķƖƌ̮ƒƜƂĻ̮ƕ̮ŔƐłŞƓ̮ĢŞƜƈ˫č̮ġ˫ƓProfile Based̮̮̮̮'ŔƐłŞƓ̮̮ŀƈ˫ō̮ƎƮķ̮ŗœSSL Inspection and Authentication̮̮̮̮ ĚƮ̮ĿŗƖŦĻ

̮̮ ƒő˫šŘƮř̮ŗœ̮ķŔŉ̮ġƖƐƌPolicy and Objects̮̮Ģƌ̮ƒŽ˫ũķ̮̮ 'œƖšƇ̮ķƕŘƮ˫Ž̮ƕ̮'ŀŝķ̮̩Ŕš̮ƒŽ˫ũķ̮ķŔƮŔŉ̮ųƖƏ̮ƎƮķ̮̮ ś˫ŝķ̮ŘĻ̮Ģ̗ƮŔƁ̮ġ˫ƓProfile̮̮Ģ̮ƌ̮ŗ˫ě̮̮ 'ŔƐě̮

Ģ̮ŞƜƈ˫č̮˰ƋƔƌ̮ƒłĜƏĢ̮ƌ̮ķŘŉķ̮ĺƜŁŘŁ̮ƒĻ̮˫Ɠƍ̮ī̮ŀƮƖƈƕķ̮Ŝč̮˭ŔƏƖšƍ̮ī̮ĺƜŁŘŁ̮ƕ̮˫Ɠ̮'ŀŝķ̮ƋƔƌ̮ŗ˫ƜŞĻ̮˫Ɠ̮
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ƜŞƌ̮œŗķƕ̮ĢŞƜƈ˫č̮œ˫ŊƮķ̮ġķŘĻ̮ŘPolicy & Object > Firewall Policy > Create New̮Ģƌ̮'ƋƮƖš̮̮ ƎƮķ̮ƍœƖĻ̮Ƈ˫ŶŽ̮ƍ˫ƌř̮ĿŔƌ̮˰ƍƖĖ̗Ɠ̮ġœŗķƖƌ̮ƕ
ĢŉƕŘő̮ŜƜŽŘłƐƮķ̮ƕ̮ġœƕŗƕ̮ŜƜŽŘłƐƮķ̮˭ŔŦƂƌ̮˭ķŔļƌ̮˭ĢŞƜƈ˫č̮̮˭ĢŞƜƈ˫č̮ƎƮķ̮ƍœƖĻ̮Ƈ˫ŶŽ̮ŘƜŹ̮˫Ʈ̮Ƈ˫ŶŽ̮˭Log̮̮̮̮ƕ̮ĢŞƜƈ˫č̮ƎƮķ̮řķ̮ƎłŽŘğ̮̮ƍœŘě̮Ƈ˫ŶŽ̮̮ ųķƖƏķ

Security Profile̮̮˫ Ɠ̮̮̮'ƋƜƐě̮ƋƜŲƐŁ̮ķŗ̮'''̮ƕ̮

̮

̮
̮̮ ˰ŘłŢƜĻ̮Ŀ˫ŎƜũƖŁ̮̮ ŀ̗ŞƁ̮ŗœSource̮̮̮̮ ƕDestination̮̮ĢƌƀƮŘŭ̮ƒŝ̮ƒĻ̮ƋƜƏķƖŁ̮̮ ˭ĜƜŽķŘŁĢ̮ƌ̮ƒě̮ĢƋƜš˫Ļ̮ƒłšķœ̮ƇŘłƐě̮ƍī̮ġƕŗ̮ƋƜƓķƖő̮̮̮̮ 'ƋƜƐě̮ŤŒŢƌ̮ķŗ

̮ś˫ŝķ̮ŘĻUser, IP Address, Internet Service̮̮ '̮

ƋƔƌ̦ƒłĜƏ̮˰̮ƕ̮ƋƜƐě̮ĚƜƉě̮ŀƮķŗ̮ŘŲƏ̮œŗƖƌ̮ĢŞƜƈ˫č̮ġƕŗ̮ŘğķShow Matching Log̮̮̮ ķŗĚ̮ƜŽķŘŁ̮'ƋƜƏŚĻ̮̮ ŠƮ˫̗Ə̮ķŗ̮ŔƏķ̮̩Ŕš̮ƀĻ˫Ůƌ̮ĢŞƜƈ˫č̮ƎƮķ̮˫Ļ̮ƒě̮ĢƮ˫Ɠ
Ģƌ̮'ŔƓœ̮̮ƒě̮ŔƜƐě̮ŀƁœLog̮Ģ̮ƌ̮ŠƮ˫̗Ə̮ŘƜő˫Ł̮˫Ļ̮Ģ̗ě̮ķŗ̮˫Ɠ̮̮ 'ŔƓœ 



Firewall̦Fortigate̦̦ ̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦ 
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̮
̮ƒƐƮŚğ̮řķ̮̩œ˫žłŝķ̮˫ĻPolicy Matcḫ̮ƒŎžť̮ŗœFirewall Policy̮Ģ̮ƌ̮ƋƜƏķƖŁĢƌ̮ƀĻ˫Ůƌ̮ĢŞƜƈ˫č̮ƒĕ̮˫Ļ̮ĢĜƜŽķŘŁ̮ƒĕ̮ƒě̮ƋƜĻ˫Ʈŗœ'œƖš̮

̮
 

 

 

 

 

 

 

 

̮

̮



Firewall̦Fortigate̦̦ ̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦ 
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4 Fortigate (DNS, DDNS, DHCP) 
ƇķƕŘƮ˫Ž̮ŗœ̮ƋƜŲƐŁ̮ġķŘĻ̮ƋƔƌ̮ŗ˫ƜŞĻ̮œŗķƖƌ̮řķ̮ĢĜƮ̮Ƌ̮ƜŲƐŁ̮DNS̮ġ̮ī̮ƒĻ̮Ƌŝķ̮̙ƮŔļŁ̮ƒžƜűƕ̮ƒě̮'ŀŝķ̮̮ 'œŗķœ̮ķŗ̮ŜĜŶƈ˫Ļ̮ƕ̮Ģč̮̮ ġƖƐƌ̮œŗķƕ̮ŠŒĻ̮ƎƮķ̮ƋƜŲƐŁ̮ġķŘĻ

Network > DNS̮Ģƌ̮'ƋƮƖš̮ƒƌķœķ̮ŗœ̮ƕPublic DNS Server̮Ģ̮ƌ̮ƎƜƜŶŁ̮ķŗ̮ŀŝķ̮ŘŲƏ̮Ŕƌ̮ƒě̮ĢƮ˫Ɠ̮̮ 'ƋƜƐě̮

̮
Ģƌ̮ĢƮ˫ƔłƏķ̮ŠŒĻ̮ŗœ̮̮ Ɗ˫ƐĻ̮ĢłƜƉĻ˫Ɓ̮řķ̮ŔƜƏķƖŁDDNS̮̮̮̮ 'ŔƜƐě̮̩œ˫žłŝķDDNS̮̮̮̮ ˫̗š̮Řğķ̮Ƥņƌ̮'œŗķœ̮ġœ˫Ʈř̮ġ˫ƓœŘĻŗ˫ěPublic IP̮̮Ģƌ̮'ŔƮŗķŔƏ̮̮ Ɗ˫Ə̮ĚƮ̮ŔƜƏķƖŁ

DDNS̮̮̮̮ƒě̮ŔƜƐě̮Ĺ˫ŒłƏķUnique̮̮ġī̮Řğķ̮ĚƜŁ˫ƌƖŁķ̮ĿŗƖŦĻ̮ƕ̮'Ŕš˫ĻĢƌ̮ƒŉƖłƌ̮ŜƮƕŘŝ̮ƎƮķ̮'ŔƐě̮ŘƜƜźŁ̮˫ƌ̮ĢčĢƌ̮ƎƮŚĠƮ˫ŉ̮ķŗ̮ƍī̮ƕ̮œƖš̮̮'ŔƐě̮˫ƌ̮ƕ
Ģƌ̮̮ 'ƋƮƖš̮̙Ŧłƌ̮ŗƕœ̮̩ķŗ̮řķ̮œƖő̮ƇķƕŘƮ˫Ž̮ƒĻ̮Ɗ˫Ə̮ƎƮķ̮ƒŮŝķƕ̮ƒĻ̮ƋƜƏķƖŁ̮

̮
̮ƒƐƮŚğ̮ƍī̮ƋƜŲƐŁ̮ġķŘĻCreate New̮Ģƌ̮ķŗ̮ŜƜŽŘłƐƮķ̮'ƋƜƏřWAN̮Ģƌ̮Ĺ˫ŒłƏķ̮ķŗ̮œƖőƕŘŝ̮řķ̮ĢĜƮ̮'ƋƜƐěĢ̮ƌ̮Ĺ˫ŒłƏķ̮ķŗ̮ŀƜĠƜŁŗƖŽ̮ŀěŘš̮ġ˫Ɠŗ̮̮ 'ƋƜƐě
̮ŗƕŘŝ̮ƒě̮ĢƮ˫ƓŗƕŘŝDDNS̮Ģƌ̮ƒĵķŗķ̮ķŗ̮'ŔƐƓœ̮

̮

float-zone.com 
fortidyndns.com 
fortiddns.com 

̮Ƌŝķ̮ĚƮ̮ŀƮ˫ƔƏ̮ŗœ̮ƕUnique̮Ģƌ̮œŗķƕ̮ķŗ̮ŜƮƕŘŝ̮ƒŮŝķƕ̮ƒĻ̮Ƌŝķ̮ƎƮķ̮ŬŝƖŁ̮˫Ł̮'ƋƜƐěDDNS̮̮'ƋƮƖš̮̙Ŧłƌ̮œƖő̮ƇķƕŘƮ˫Ž̮ƒĻ̮
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̮
̮̮ ŜƮƕŘŝ̮ƋƜŲƐŁ̮ġķŘĻDHCP̮̮̮̮ ġƖƐƌ̮œŗķƕ̮ŀƜĠƜŁŗƖŽ̮ƇķƕŘƮ˫Ž̮ġƕŗNetwork > Interface̮̮Ģ̮ƌ̮̮ ƒƐƮŚğ̮ƕ̮'ƋƮƖšDHCP̮̮Ģ̮ƌ̮Ƈ˫ŶŽ̮ķŗ̮̮ ƍī̮Ŀ˫̗ƜŲƐŁ̮ƕ̮ƋƜƐě

Ģ̮ƌ̮Ɗ˫ŊƏķ̮ķŗ̮̮ 'ƋƜƓœ̮̮ Ŀ˫̗ƜŲƐŁDHCP̮̮̮̮ ŀ̗ŞƁ̮ŗœ̮ƍī̮Ŀ˫̗ƜŲƐŁ̮ƒƌķœķ̮ƕ̮'œŗķœ̮ŠŒĻ̮ƕœAdvanced̮̮̮̮ ƍƖĖ̗Ɠ̮ĢŁ˫̗ƜŲƐŁ̮'ŀŝķDHCP Relay Agent, 
TFTP, NTP, Additional DHCP, DHCP Binding̮Ģƌ̮ƋƓ̮ķŗ̮̮ 'ƋƜƓœ̮Ɗ˫ŊƏķ̮ƋƜƏķƖŁ̮

̮
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5 Firewall NAT  
Ģƌ̮ƒƜťƖŁœƖš̮̮˭ƒĜļš̮ĢōķŘŭ̮ŗœ̮̮̮̮ ŜƮƕŘŝNAT̮̮̮̮ ƒě̮̙Ɯƈœ̮ƎƮķ̮ƒĻ̮'ŘŁƕŗ̮ġƕŗ̮˫Ł̮œƖš̮ġř˫ŝ̮̩œ˫Ɯč̮ƇķƕŘƮ˫Ž̮ġƕŗNAT̮̮ŜƮƕŘŝ̮řķ̮ĢőŘĻ̮˫Ļ̮̮ ̙ņƌ̮˫ƓVPN, 

FTP, Voice, Video̮̮Ģƌ̮ŘĻ̮̙ĜŢƌ̮ƒĻ̮̮ƕ̮ŗķŔƮ˫č̮ū˫ļŁŗķ̮ĚƮ̮ƒĻ̮ř˫ƜƏ̮˫Ɠ̮ĚƜŽķŘŁ̮ƎƮķ̮ƒě̮ķŘĕ̮'œŗƖő˫Ļ̮̮̮̮ŘƜő˫Ł̮̮Ƌě̮̮'ŔƏŗķœ̮ųƖƏ̮ƎƮķ̮˭ŘƜő˫Ł̮ĿŗƖť̮ŗœ̮ƕ
Ě̮ƜŽķŘŁĢ̮ƌ̮̙ĜŢƌ̮ŗ˫ĕœ̮˫Ɠ˭ƒě̮ƒłļƈķ̮'ŔƏƖš̮ŀ̮ƜĠƜŁŗƖŽ̮ƇķƕŘƮ˫Ž̮Ě̮ƜŽķŘŁ̮Ģ̮ƌ̮ķŗ̮ƎŢƜĜƜƉčķ̮ƒƮƣ̮˫ŁŔ̗ƔŽ̮Ģ̮ƌ̮ƕŔƐƜļĻ̮ķŗ̮ƍī̮ŔƏķƖŁ̮˭̮ķŖƈĢƌ̮ŀƜƉĻ˫Ɓ̮˫Ļ̮ŔƏķƖŁNAT 

Traversal̮̮̮̮ ˫ƌ̮ƒĻ'ŔƐě̮Ě̗ě̮̙ĜŢƌ̮ƎƮķ̮̙ō̮ƒĻ̮̮̮'ŔƏŗķœ̮œƖŉƕ̮ƋƓ̮ĚƜŁƕŘĜƜƌ̮ġ˫ƓŘŁƕŗ̮ŗœ̮ŀƜƉĻ˫Ɓ̮ƎƮķ̮ĢƉě̮ĿŗƖŦĻNAT̮˰ŀŝķ̮ŘƮř̮ĿŗƖť̮ƒŝ̮ƒĻ̮

Static NAT˰̮

ş̮ƕŗ̮ƎƮķ̮ŗœNAT  ̮̮˫̗š̮Řğķ̮'œƖš̮Ģƌ̮Ɗ˫ŊƏķ̮ĚƮ̮ƒĻ̮ĚƮ̮ĿŗƖť̮ƒĻ˼˻˻̮̮̮̮ƕ̮ĢƉőķœ̮ŘĻŗ˫ě˼˻˻̮̮ś̮ŗœķglobal  ̮̮ şƕŗ̮ƎƮķ̮řķ̮ŔƜƏķƖŁ̮Ģƌ̮'ŔƜš˫Ļ̮ƒłšķœ
̮̮ ƕ̮ŔƜƐě̮̩œ˫žłŝķś̮ŗœī̮ƒĕ̮řķ̮ŔƜƐě̮ŤŒŢƌ̮ŗřƖƮ̮ŘƓ̮ġķŘĻglobal  ś̮ŗœī̮ĢŽ˫ě̮̩řķŔƏķ̮ƒĻ̮˫ƌ̮ƇƖ̗Ŷƌ̮ĿŗƖť̮ƒĻ̮'ŔƐě̮̩œ˫žłŝķ̮ŔƏķƖŁ̮Ģƌglobal  ̮̮ ŘƓ̮ġķŘĻ

ş̮ƕŗ̮řķ̮ƇƖ̗Ŷƌ̮̩œ˫žłŝķ̮'ƋƮŗķŔƏ̮ŘĻŗ˫ěstatic NAT  ŬƜŎƌ̮˫Ʈ̮ĢƉőķœ̮ƒĜļš̮ŗœ̮ŗƕŘŝ̮ĚƮ̮ġķŘĻDMZ  ̮ŀƏŘłƐƮķ̮ŌŮŝ̮ƍķŘĻŗ˫ě̮ƒĻ̮ƋƜƓķƖő̮Ģƌ̮ƕ̮ŀŝķ
ƕŘŝ̮ƎƮķ̮ƒĻ̮ĢŝŘłŝœřķ̮̩œ˫žłŝķ̮˫Ļ̮ƕ̮ƋƜƓŔĻ̮ķŗ̮ŗstatic NAT  ƋƜƐě̮ƋƓķŘŽ̮ķŗ̮ĢŝŘłŝœ̮ƎƮķ̮ƋƜƏķƖŁ̮Ģƌ.̮

Dynamic NAT˰̮

ġ˫Ɠ̮śŗœī̮řķ̮ňƏŗ̮ĚƮ̮˫ƌ̮ŀƈ˫ō̮ƎƮķ̮ŗœglobal  ̮̮ ƒĻ̮ř˫ƜƏ̮̩˫Ġłŝœ̮ŘƓ̮ƒĜƜƏ˫ƌř̮˫Ł̮ƋƜƓœ̮Ģƌ̮ţ˫Ŧłőķ̮ĢƉőķœ̮ƒĜļš̮ƒĻ̮ķŗ̮˫Ɠ̮śŗœī̮ňƏŗ̮ƎƮķ̮˫ƔƐŁ̮ƕ̮ƋƮŗķœ
̮̮ ˫ƔƏī̮řķ̮ŀšķœ̮ķŗ̮ŀƏŘłƐƮķ̮řķ̮̩œ˫žłŝķś̮ŗœī̮ĚƮ̮ƕķ̮ŗ˫ě̮ƒĻ̮ųƕŘš̮˫Ļ̮ŔƐě̮̩œ˫žłŝķ̮ŀƏŘłƐƮķ̮řķ̮ŔƓķƖő̮Ģƌ̮ŘĻŗ˫ě̮ĚƮ̮˭̮Ƈ˫ņƌ̮ŗƖŭ̮ƒĻ̮'ŔƐě̮̩œ˫žłŝķglobal  ̮̮ řķ

ś̮ŗœī̮ƎƮķ̮řķ̮̩œ˫žłŝķ̮˫Ļ̮ŘĻŗ˫ě̮ƎƮķ̮ƕ̮œƖš̮Ģƌ̮̩œķœ̮ţ˫Ŧłőķ̮ƕķ̮ƒĻ̮ňƏŗ̮ƎƮķglobal  ̮̮ ŘĻŗ˫ě̮ĢƏ˫ƌř̮̩ř˫Ļ̮ĚƮ̮řķ̮ŔŶĻ̮œƖš̮Ģƌ̮ŗķŘƁŘĻ̮ŀƏŘłƐƮķ̮˫Ļ̮Šŭ˫ļŁŗķ
Ļ̮ŀƏŘłƐƮķ̮˫Ļ̮şŗ˫ě̙̗ŵ̮ƒě̮ŘŁƕŗ̮̙ņƌ̮ĢƓ˫Ġłŝœ̮ƎƮķ̮ŗœ̮'œŗķŔƏ̮ķŗ̮ŀƏŘłƐƮķ̮řķ̮̩œ˫žłŝķ̮ƒĻ̮ř˫ƜƏ̮ŘĠƮœ̮ƕ̮Ŕŝŗ̮Ģƌ̮Ɗ˫̗Łķ̮ƒNAT  ̮ĚƮ̮řķ̮ŔŶĻ̮ŔƓœ̮Ģƌ̮Ɗ˫ŊƏķ̮ķŗ

ś̮ŗœī̮̩œ˫žłŝķ̮ƊŔŵ̮ĿŗƖť̮ŗœ̮ŤŒŢƌ̮ĢƏ˫ƌř̮̩ř˫Ļglobal  ̮̮ śŗœī̮œķŔŶŁ̮'ŔƐƐě̮̩œ˫žłŝķ̮ƍī̮řķ̮ŔƐƏķƖłĻ̮˫Ɠ̮̩˫Ġłŝœ̮ŘƮ˫ŝ̮ƒě̮œŘě̮ŔƓķƖő̮œķřī̮ķŗ̮śŗœī̮ƎƮķ
ġ˫Ɠglobal  Ŕš˫Ļ̮ŘĻķŘĻ̮ŔƮ˫Ļ̮ŔƐƐě̮̩œ˫žłŝķ̮ŀƏŘłƐƮķ̮řķ̮ŔƐƓķƖő̮Ģƌ̮ƒě̮ĢƉőķœ̮ƒĜļš̮ġ˫Ɠ̮̩˫Ġłŝœ̮œķŔŶŁ̮˫Ļ.̮

PAT: Port Address Translation̮

ŀƮŚƌ̮řķ̮şƕŗ̮ƎƮķ̮ŗœ̮'œƖš̮Ģƌ̮̩œ˫žłŝķ̮ŔƏƖš̮Ģƌ̮̙Ŧłƌ̮ŀƏŘłƐƮķ̮ƒĻ̮ƒě̮ĢƏķŘĻŗ˫ě̮ŘłŢƜĻ̮ġķŘĻ̮şƕŗ̮ƎƮķDynamic NAT  ̮̮ ř˫ƜƏ̮ƒě̮ĢƏķŘĻŗ˫ě̮ƒĻ̮˫ƔƐŁ̮ƒě
ķ̮ƒĻś̮ŗœī̮ŔƏŗķœ̮ŀƏŘłƐƮķ̮řķ̮̩œ˫žłŝGlobal  ̮̮ ŗœ̮̩œ˫žłŝķ̮œŗƖƌ̮ġ˫Ɠ̮ĿŗƖč̮̩ŗ˫̗š̮řķ̮̩œ˫žłŝķ̮˫Ļ̮ƍī̮ŗ˫Ɛě̮ŗœ̮ƕ̮ŔƐě̮Ģƌ̮̩œ˫žłŝķ̮œƖš̮Ģƌ̮̩œķœ̮ţ˫Ŧłőķ

ś̮ŗœī̮ĚƮ̮řķ̮ķŗ̮ŘĻŗ˫ě̮ƎƮŔƐŉ̮̩œ˫žłŝķ̮ƍ˫Ĝƌķ̮˭̮ū˫ļŁŗķGlobal  ̮̙ ̗ŵ̮ƒě̮ĢƓ˫Ġłŝœ̮şƕŗ̮ƎƮķ̮ŗœ̮'ŔƐě̮Ģƌ̮ƋƓķŘŽPAT  ̮̮ Ŀ˫ŵƤŭķ̮ŔƓœ̮Ģƌ̮Ɗ˫ŊƏķ̮ķŗ
ĿŗƖčƕ̮IP  ƇƕŔŉ̮˫ƔƏī̮ś˫ŝķŘĻ̮ƕ̮ŔƐě̮Ģƌ̮ĢĻ˫Ʈœŗ̮ķŗ̮˫ƓNAT  ŔƓœ̮Ģƌ̮̙ƜĜŢŁ̮ķŗ.̮

̮ƒžƜűƕNAT̮ġī̮ƒ̗ŉŘŁ̮ġ˫Ɠ̮ĢčPrivate̮̮ġī̮ƒĻ̮ġ˫Ɠ̮ĢčPublic̮̮̮ ƕŜĜŵŘĻ̮̮'ŀŝķ̮ƎƮŘŁ̮ĢƉťķ̮řķ̮ųķƖƏķNAT̮̮˰ ŔƐłŞƓ̮ŘƮř̮ĿŗƖŦĻ̮

Source NAT (Post Routing NAT) 
 One to one 
 Many to one 
Destination NAT (Pre-Routing NAT) 

One to one 
 Many to one 
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5.1 Firewall Source NAT  
̮̮ ŀƈ˫ō̮ŗœSource NAT̮̮ƋłŞƜŝ̮ƒě̮ŀŝķ̮ƎƮķ̮ƊƖŝŘƌƒĜļš̮̙őķœ̮ġ˫ƓĢƌ̮˭̮ƎƮķ̮řķ̮˫ƌ̮ŀƈ˫ō̮ƎƮķ̮ŗœ̮'ŔƐš˫Ļ̮ƒłšķœ̮ĢŝŘłŝœ̮ŀƏŘłƐƮķ̮ƒĜļš̮ƒĻ̮ŔƐƓķƖő
̮ųƖƏNAT̮Ģƌ̮̩œ˫žłŝķ̮̮ 'ƋƜƐě̮

̮̮ŀƜĠƜŁŗƖŽ̮ƇķƕŘƮ˫Ž̮ŗœNAT̮̮Ģ̮ƌĢƌ̮ƋƓ̮ƕ̮œƖš̮ķŘŉķ̮ĢŞƜƈ˫č̮ŘƓ̮ġķřķ̮ƒĻ̮ŔƏķƖŁ̮̮ĿŗƖŦĻ̮ŔƏķƖŁCentral NAT̮̮̮̮ƒĜƐƮķ̮ġķŘĻ̮'œƖš̮œ˫ŊƮķNAT̮̮̮̮ ġķřķ̮ƒĻ̮ķŗ
ĢŞƜƈ˫č̮ġƖƐƌ̮œŗķƕ̮'ƋƜƐě̮ƋƜŲƐŁ̮ĢŞƜƈ˫č̮ŘƓĢ̮ƌ̮˫ƓĢŞƜƈ˫č̮řķ̮ĢĜƮ̮˭ƋƮƖš̮ŀƈ˫ō̮ŗœ̮ķŗ̮˫ƓEdit̮̮Ģ̮ƌ̮ŗķŘƁ̮ŀ̗ŞƁ̮ŗœ̮ƕ̮ƋƜƓœNAT̮Ģ̮ƌ̮ƋƜŲƐŁ̮ķŗ̮œŗķƖƌ̮̮ 'ƋƜƐě

̮̮ ƤņƌĢƌ̮̮ ġķŘĻ̮ŔƜƏķƖŁNAT̮̮ƋƓ̮̮ ˭ġī̮řķ̮̮ ˫Ʈ̮ĢŉƕŘő̮ĿŗƖč̮ĢčWAN̮̮ƜƐě̮̩œ˫žłŝķƋ̮̮ƋƓ̮ƕ̮̮̮̮ ňƏŗ̮ĚƮ̮řķIP Pool̮̮̮̮ ĿŗƖŦĻ̮ƒěPublic̮̮ŞƓ̮̮ 'ƋƜƐě̮̩œ˫žłŝķ̮ŔƐł̮
̮

̮
̮

Ģƌ̮ƍ˫ƐĖ̗Ɠ̮̮ ̙̗ŵ̮ŔƜƏķƖŁNAT̮̮̮̮ ĚƮ̮ƒĻ̮ķŗIP Pool̮̮̮̮ œ˫ŊƮķ̮Ŀ˫̗ƜŲƐŁ̮ŘƮř̮ŘƮƖŦŁ̮'ŔƜƓŔĻIP Pool̮̮Ģ̮ƌ̮ƍ˫ŢƏ̮˫ƌ̮ƒĻ̮ķŗ̮̮ ƒƐƮŚğ̮'ŔƓœOverload̮̮̮̮ ƍ˫̗ƓPAT̮̮
̮˫ƮPort Address Translation̮Ģƌ̮̩œ˫žłŝķ̮̩ėķƕ̮ƎƜ̗Ɠ̮řķ̮ƋƓ̮ƖĜŞƜŝ̮ġ˫ƓŘŁƕŗ̮ŗœ̮'ŀŝķ̮'œƖš̮

̮
Ģƌ̮ĿŗƖŦĻ̮ŔƜƏķƖŁCLI̮̮œŗƖƌ̮ŗœ̮ĢƮ˫Ɠ̮şŗķŚğ̮ƋƓNAT̮'̮ŔƜƐƜļĻ 

Get system session list 
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̮

̮̮ œ˫ŊƮķ̮ġķŘĻCentral NAT̮̮Ģ̮ƌ̮̙̗ŵ̮ŘƮř̮ĿŗƖŦĻ̮̮ ŀ̗ŞƁ̮řķ̮ķŔłĻķ̮'ƋƜƐěSetting̮̮̮̮ ŔƮ˫ĻCentral NAT̮̮̮̮ ġƖƐƌ̮œŗķƕ̮ŜĎŝ̮'ƋƜƐě̮Ƈ˫ŶŽ̮ķŗNAT̮̮Ģƌ̮ƋƮƖš
̮ƕCreate New̮̮ƖŦŁ̮ƍƖĖ̗Ɠ̮ķŗ̮ŘŲƏ̮œŗƖƌ̮Ŀ˫̗ƜŲƐŁ̮ŀƮ˫ƔƏ̮ŗœ̮ƕĢƌ̮̙Ɯ̗ĜŁ̮ŘƮř̮ŘƮ̮̮ 'ƋƜƐě̮

̮
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5.2 Firewall Destination NAT 
̮̮ŀƈ˫ō̮ŗœDestination NAT̮̮Ģƌġī̮ňƏŗ̮ƒě̮œƖő̮ĢƉőķœ̮ġ˫ƓŗƕŘŝ̮ƒĻ̮ƍƕŘƜĻ̮řķ̮ƋƜƏķƖŁ̮̮ĢčPrivate̮̮̮̮'ƋƜš˫Ļ̮ƒłšķœ̮ĢŝŘłŝœ̮˭ŔƏŗķœņƌ̮ŗƖŮĻ˭Ƈ˫̮̮̮̮ ĚƮ
ġīƋƮŗķœ̮ĚƜƉĻ˫č̮Ģč̮̮ '˫Ļ̮Ģłō̮̮̮̮ ˭ƋƓ̮ŀƈ˫ō̮ƎƮķ̮ŗœĿ̮ŗƖč̮ġƕŗĢƌ̮˭żƉłŒƌ̮ġ˫Ɠ̮̮ ƋƜƏķƖŁ̮̮ ƒĻŜƮƕŘŝ̮̮ ƍƕŘƜĻ̮řķ̮żƉłŒƌ̮ġ˫ƓŗƕŘŝ̮ƕ̮˫Ɠ̮̮ ƒĜļš̮̙őķœ̮ƒĻ̮ĢŝŘłŝœ

̮̮'ƋƜš˫Ļ̮ƒłšķœ̮̮ġƖƐƌ̮œŗķƕ̮ŠŒĻ̮ƎƮķ̮ƋƜŲƐŁ̮ġķŘĻDNAT & Virtual IP̮̮Ģ̮ƌ̮̮ŀ̗ŞƁ̮ŗœ̮'ƋƮƖšInterface̮̮̮̮ŜƜŽŘłƐƮķ̮ŴƁķƕŗœWAN̮̮̮̮ Ĺ˫ŒłƏķ̮ķŗ̮œƖő
ĢƌƋƜƐě̮̮ŀ̗ŞƁ̮ŗœ̮'External IP̮̮ġī̮ŴƁķƕ̮ŗœ̮̮ĚƜƉĻ˫č̮ĢčWAN̮̮Ģƌ̮œŗķƕ̮ķŗ̮œƖő̮̮'ƋƜƐě̮̮ŀ̗ŞƁ̮ŗœ̮ƕMAP to IPv4 Address̮̮ġī̮ŴƁķƕ̮ŗœ̮Ģč

Ģ̮ƌ̮ƍƕŘƜĻ̮řķ̮ƒě̮ġŗƕŘŝĢƌ̮œŗķƕ̮ķŗ̮ƋƮƖš̮̙Ŧłƌ̮ƍī̮ƒĻ̮ƋƜƓķƖő̮̮ŀ̗ŞƁ̮ŗœ̮'ƋƜƐěExternal Service Port̮̮̮̮ ƍƕŘƜĻ̮řķ̮ƒě̮ġŘŲƏ̮œŗƖƌ̮ĿŗƖč̮ƍ˫̗Ɠ
ĢƌĢ̮ƌ̮ŤŒŢƌ̮ķŗ̮ƋƜƐě̮œŗķƕ̮ƋƜƓķƖő̮ŀ̗ŞƁ̮ŗœ̮ƕ̮'ƋƜƐěMap to IPv4 Port̮ŝ̮̮ġƕŗ̮ƒě̮ĢŞƮƕŘŝ̮ĿŗƖč̮ƍ˫̗ƓĢƌ̮ŗƕŘ̮̮ ķŗ̮ƋƮƖš̮̙Ŧłƌ̮ƍī̮ƒĻ̮ƋƜƓķƖő

Ģƌ̮œŗķƕ'̮ƋƜƐě̮

̮
̮̮ŀ̗ŞƁ̮ŗœ̮ŀƮ˫ƔƏ̮ŗœFirewall Policy̮̮Ģƌ̮œ˫ŊƮķ̮ĢŞƜƈ˫č̮ĚƮƐěƜŜƮƕŘŝ̮ġƕŗ̮ķŗ̮̙őķœ̮ƒĻ̮ƍƕŘƜĻ̮ĚƜŽķŘŁ̮ƕ̮Ƌ̮̮˭̮̮ŘŲƏ̮œŗƖƌ̮ŔŦƂƌ̮ƕ̮ķŔļƌAllow̮̮̮̮ ŗœ

Ģ̮ƌ̮ŘŲƏ̮̮ 'ƋƮŘƜğ̮

̮
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6 SSL Inspection 
̮̮˫ŉ̮ƒĻ̮˫ŉ̮˫ƌ̮ƒĜļš̮ŗœ̮ƒě̮˫ƌ̮ĢƮ˫Ɠ̮ĚƜŽķŘŁ̮Řņěķ̮̩řƕŘƌķĢƌŀƜƉĻ˫Ɓ̮řķ̮ŔƮ˫Ļ̮'ƋƜš˫Ļ̮ƒłšķœ̮ŘŲƏ̮ŘƮř̮ķŗ̮˫Ɠ̮ĚƜŽķŘŁ̮ƎƮķ̮ƋƜƓķƖŒĻ̮˫ƌ̮Řğķ̮ƕ̮'ŔƐłŞƓ̮̩Ŕš̮Śƌŗ̮˭ŔƏƖš̮̮SSL 

Inspection̮̮̮̮̮̮'ƋƜƐě̮ĢŝŗŘĻ̮ķŗ̮ƍī̮̙őķœ̮ġ˫łƮœ̮ƕ̮ƋƜƐě̮ř˫Ļ̮ķŗ̮̩Ŕš̮Śƌŗ̮ġ˫Ɠ̮ŀĜč̮˫Ł̮ƋƜƐě̮̩œ˫žłŝķ̮ƇķƕŘƮ˫Ž̮̮̙ņƌ̮̮˫Ʈ̮śƕŘƮƕ̮ĢłƏī̮˭ƎŢƜĜƜƉčķ̮˭Ĺƕ̮ġ˫Ɠ̮ĚƜŽķŘŁIPS̮'
̮̮ĿŗƖť̮ƕœ̮ƒĻ̮ƒĜļš̮ŗœ̮̩Ŕš̮Śƌŗ̮ġ˫Ɠ̮ĚƜŽķŘŁInbound̮̮̮̮ƕOutbound̮̮̮̮'ŔƐłŞƓĢƌ̮Ňŗ˫ő̮ƒĜļš̮řķ̮ƒě̮ĢƮ˫Ɠ̮ĚƜŽķŘŁ̮ĢƐŶƮķƕ̮ƒě̮ĢƮ˫Ɠ̮ĚƜŽķŘŁ̮ƕ̮ŔƏƖš̮̮ ƒĜļš̮œŗ

Ģƌ̮'ŔƏƖš̮

ńŎĻ̮ƎƮķ̮ŗœ̮̮˭̮̮ƍƖĖ̗Ɠ̮ġœŗķƖƌCertificate Authority, Private Key, Public Key̮̮̮̮'ŀšķœ̮ƋƜƓķƖő̮ķŗSSL Inspection̮̮Ģƌ̮̙̗ŵ̮ĿŗƖť̮ƎƮķ̮ƒĻ̮̮ ƒě̮ŔƐě
̮̮ ĚƮ̮řķ̮ƇķƕŘƮ˫ŽCA̮̮̮ƒě̮Ģŉŗ˫ő̮˫Ʈ̮ĢƉőķœTrusted̮̮Ģƌ̮ŀŽ˫Ʈŗœ̮ŀƜĜƜžƜŁŘŝ̮˭ŔƐłŞƓ̮ƍķŘĻŗ˫ěĢƌ̮œŗķƕ̮˫Ʈ̮ƕ̮Ňŗ˫ő̮ƒĜļš̮řķ̮ƒě̮ĢĜƜŽķŘŁŘƓ̮ƕ̮'ŔƐě̮ŀƜĜƜžƜŁŘŝ̮˫Ļ̮ķŗ̮œƖš

̮ġ˫ƓŔƜƉě̮˫Ļ̮ķŗ̮ġŗ˫ĠƏŚƌŗ̮œŗķƖƌ̮ƕ̮˫Ūƌķ̮œƖőPublic̮̮̮ ƕPrivate̮Ģƌ̮Ɗ˫ŊƏķ̮œƖő̮'ŔƓœĢ̮ƌ̮̩œķœ̮ƇķƕŘƮ˫Ž̮ƒĻ̮ķŔłĻķ̮̩Ŕš̮Śƌŗ̮ġ˫Ɠ̮ĚƜŽķŘŁ̮Ɗ˫̗Ł̮řķ̮ķŗ̮ĚƜŽķŘŁ̮ƇķŗƖƮ˫Ž̮ƕ̮œƖš
ŻŘŭ̮̮Ģƌ̮ŘŲƏ̮œŗƖƌ̮ŔŦƂƌ̮ƒĻ̮œƖő̮̮ 'ŔƏ˫ŝŗ̮̮ œ˫Ʈř̮ġ˫Ɠ̮şřķœŘč̮ŀƉŵ̮ƒĻ̮ŗ˫ě̮ƎƮķ̮ƒě̮ƒłļƈķ̮'ŀšķœ̮ŔƓķƖő̮ĢŝŘłŝœ̮ƋƓ̮̩Ŕš̮Śƌŗ̮Ŀ˫ŵƤŭķ̮Ɗ˫̗Ł̮ƒĻ̮ƇķƕŘƮ˫Ž̮ĿŗƖť̮ƎƮķ̮ƒĻ

̮'Ŕš̮ŔƓķƖő̮ƋƓ̮ƇķƕŘƮ˫Ž̮ġŔƐě̮ńŵ˫Ļ̮˫ōƤŮťķ̮ƇķƕŘƮ˫Ž̮ŀƈ˫ō̮ƎƮķ̮ŗœĿ̮ŗƖŦĻ̮Proxy̮Ģƌ̮̙̗ŵ̮̮ 'ŔƐě̮
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6.1 Outbound SSL Inspection 
̮̮ġř˫ŝ̮̩œ˫ƜčOutbound SSL Inspection̮̮̮̮˭ƒě̮ŀŝķ̮ĿŗƖť̮ƎƮķ̮ƒĻƒ̮Ļ̮ķŔłĻķ̮̮Ě̮Ʈ̮̮ŗƕŘŝ̮̮CA̮̮Ě̮Ʈ̮ƕ̮̮ŗ̮ƕŘŝ̮̮DC̮̮̮̮ƒě̮ƋƮŗķœ̮ř˫ƜƏ̮'ƋƜƐě̮̩œ˫ƌī̮ķŗ̮ƍī̮ŔƮ˫Ļ
ŜĎŝ̮ŀƜƉĻ˫Ɓ̮Certificate Authority̮̮̮ŗ˫Ɣĕ̮˫ĻFeature̮ķŗ̮ŘƮř̮ġƕŗ̮ŗƕŘŝ̮Ģ̮ƌ̮ĺŦƏ̮̮ 'ƋƜƐě̮

̮
˲̮ŀƜĜƜžƜŁŘŝ̮'CA̮̮ŀƈ˫ō̮ŗœ̮ƕ̮ĺŦƏ̮ŔƮ˫Ļ̮˫Ɠ̮ƋłŞƜŝ̮Ɗ˫̗Ł̮ġƕŗ̮ĢŞƜƈ˫č̮ċƕŘğ̮ƀƮŘŭ̮řķ̮ķŗTrusted̮̮'ƋƜƓœ̮ŗķŘƁ̮

˳Ģ̮ƌ̮œ˫ŊƮķ̮œƖő̮ŀƜĠƜŁŗƖŽ̮ƇķƕŘƮ˫Ž̮ŗœ̮ŀƜĜƜžƜŁŘŝ̮ŀŝķƖőŗœ̮ĚƮ̮'̮̮ 'ƋƜƐě̮̮ ŘƜŞƌ̮œŗķƕCertificate̮̮̮̮ ƒƐƮŚğ̮ƕ̮ƋƮƖŢƜƌ̮˫ƓGenerate CSR̮̮̮̮ Ĺ˫ŒłƏķ̮ķŗ
ĢƌƋƜƐě̮Ģƌ̮ƋƜŲƐŁ̮Ģłōķŗ̮ƒĻ̮ķŗ̮̩Ŕš̮ƒłŝķƖő̮œŗķƖƌ̮ƕ̮'ƋƐě̮

˴Ģƌ̮ĢĎě̮ķŗ̮ƍī̮ƍƕŗœ̮Ŀ˫ƮƖłŎƌ̮ƕ̮ƋƜƐĜƜƌ̮œƖƉƏķœ̮ķŗ̮̩Ŕš̮œ˫ŊƮķ̮ŀƜĜƜžƜŁŘŝ̮'̮ġ˫Ɠ̮ŀŝķƖőŗœ̮ŀ̗ŞƁ̮ŗœ̮ƕ̮ƋƜƐěCA̮̮Ģƌ̮œŗķƕ̮'ƋƜƐě̮

˵̮ƍœŘě̮œŗķƕ̮Ɗ˫ĠƐƓ̮ŗœ̮'Certificate Template̮̮ŔƮ˫Ļ̮˫̗łō̮ķŗSubordinate Certification Authority̮̮̮ 'ƋƜƐě̮Ĺ˫ŒłƏķ̮ŔƮ˫Ļ̮ķŗ̮

˶̮̮řķ̮ƒĜƐƮķ̮řķ̮ŔŶĻ̮'CA̮̮Ģƌ̮ƇķƕŘƮ˫Ž̮œŗķƕ̮ƋƮœŘě̮ŀŽ˫Ʈŗœ̮ķŗ̮œƖő̮ŀĜƜžƜŁŘŝ̮̮ŀ̗ŞƁ̮ŗœ̮ƕ̮ƋƮƖšCertificate̮̮̮̮ƒƐƮŚğImport Certificate̮̮̮̮ œŗķƕ̮ķŗ
Ģƌ̮̮řķ̮ƒě̮ĢłƜĜƜžƜŁŘŝ̮ƕ̮ƋƜƐěCA̮̮̮̮'ƋƜƓŔƜƌ̮ƍī̮ƒĻ̮ķŗ̮ƋƜłŽŘğķœ̮ƋƓ̮ķŗ̮ƇķƕŘƮ˫Ž̮ŗœ̮̩Ŕš̮œ˫ŊƮķ̮ŀƜĜƜžƜŁŘŝ̮ŜĎŝĢƌ̮œƖƉƏ̮ĢŞƜƈ˫č̮ċƕŘğ̮ƀƮŘŭ̮řķ̮ƕ̮ƋƜƐě

̮˫ƓŗřƖƮ̮ġķŘĻTrusted̮Ģƌ̮'ƋƜƐě̮

˷̮̮ŀ̗ŞƁ̮œŗķƕ̮'Security Profile > SSL SSH Inspection > Custom Deep Inspection̮̮Ģ̮ƌ̮̮'ƋƮƖš̮̮ĚƮ̮ƕSecurity Profile̮̮̮̮ œ˫ŊƮķ
̮ŀ̗ŞƁ̮ŗœ̮ƍī̮řķ̮ƋƜƏķƖłĻ̮˫Ł̮ƋƜƐĜƜƌFirewall Policy̮̮'ƋƜƐě̮̩œ˫žłŝķ̮ƍī̮řķ̮˫Ɠ̮ķŗ̮ƍīEdit̮ĢƌƋƜƐě̮Ģƌ̮Ƈ˫̗ŵķ̮ķŗ̮œƖő̮Ŀ˫̗ƜŲƐŁ̮ƕ̮'ƋƜƐě̮

˸̮̮ ŗœ̮ŀƮ˫ƔƏ̮ŗœ̮'Firewall Policy̮̮Ģƌ̮Ĺ˫ŒłƏķ̮ķŗ̮œƖő̮ġ˫Ɠ̮ĢŞƜƈ˫č̮řķ̮ĢĜƮ̮̮ ƕ̮ƋƜƐěInspection Mode̮̮̮̮ ŀƈ˫ō̮ŗœ̮ķŗProxy̮̮Ģƌ̮ŗķŘƁ̮̮ 'ƋƜƓœSSL 
Inspection̮Ģƌ̮Ĺ˫ŒłƏķ̮ķŗ̮ƋƮœŘě̮œ˫ŊƮķ̮ƒě̮ĢłƜĜƜžƜŁŘŝ̮ƍ˫̗Ɠ̮ķŗ̮̮ 'ƋƜƐě̮
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6.2 Inbound SSL Inspection 
Ģƌ̮ƒĜļš̮œŗķƕ̮ƒě̮ĢƏƕŘƜĻ̮ġ˫Ɠ̮ĚƜŽķŘŁĢƌ̮̙Ŧłƌ̮˫ƌ̮ġ˫ƓŗƕŘŝ̮ƒĻ̮ƕ̮ŔƏƖš̮̮ ˭ŔƏƖš̮̮ ŀƜƉĻ˫Ɓ̮ƎƮķ̮˫Ļ̮'ŔƐš˫Ļ̮̩ŔšŚƌŗ̮ĿŗƖŦĻ̮ƒě̮ƎĜ̗ƌ̮̩Ŕš̮Śƌŗ̮ġ˫Ɠ̮ĚƜŽķŘŁ

Ģƌ̮ķŗ̮'ƋƜƐě̮ř˫Ļ̮ķŗ̮˫Ɠ̮ŀĜč̮ƕ̮ƋƜƐƜļĻ̮ƀƮŘŭ̮ƎƮķ̮řķ̮ƋƜƏķƖŁĢ̮̗Ə̮ĿŗƖť̮ƎƮķ̮ŘƜŹ̮ŗœƏķƖŁƋ̮Ɯ̮ƐƜļĻ̮ķŗ̮˫Ɠ̮ŀĜč̮ƍƕŗœƋƜ̮̮ƕƍ̮ī̮˫ƓƐě̮ĢĻ˫ƮřŗķƋƜ̮'̮̮ ĿŗƖŦĻ̮ŗ˫ě̮̙ōķŘƌ
̮˰ ŀŝķ̮ŘƮř̮

˲ƍƕŘƜĻ̮řķ̮ƒě̮ġŗƕŘŝ̮ĢťƖŦő̮ŔƜƉě̮ƕ̮ŀƜĜƜžƜŁŘŝ̮'ƍ̮ī̮ƒĻ̮ƍķŘĻŗ˫ě̮˭̮̮Ģƌ̮̙Ŧłƌ̮̮ ķŗ̮ŔƏƖšĢ̮ƌ̮œƖƉčī̮ƇķƕŘƮ˫Ž̮ġƕŗ̮̮ 'ƋƜƐěƈ˫ō̮ƎƮķ̮ŗœ̮̮ řķ̮ƒě̮ĢĜƜŽķŘŁ̮Ɗ˫̗Ł̮ŀ
Ģƌ̮œŗķƕ̮ƍƕŘƜĻœƖš̮̮Ģ̮ƌ̮ƇķƕŘƮ˫Ž̮ķŗ̮̮ ŔƏķƖŁDecrypt̮̮'ŔƐě̮̮œ̮ŗķœ̮ķŗ̮ŗƕŘŝ̮ĢťƖŦő̮ŔƜƉě̮ƇķƕŘƮ˫Ž̮ƍƖĕ̮̮ ƒě̮ŔƜƐě̮ŀƁœ̮'̮ŀƜĜƜžƜŁŘŝ̮ƍœŘě̮ĿŗƖĎŞěķ̮Ɗ˫ĠƐƓ̮ŗœ

̮̮ƒƐƮŚğ̮ĚƜŁ̮ŔƮ˫Ļ̮˫̗łō̮˭ŗƕŘŝPrivate Key̮̮̮̮'œŘƜĠĻ̮ĿŗƖĎŞěķ̮˫ƌ̮ġķŘĻ̮ķŗ̮ĢťƖŦő̮ŔƜƉě̮˫Ł̮ƋƜƏŚĻ̮ķŗ̮̮ƇķƕŘƮ˫Ž̮ŗœ̮ƒƌķœķ̮ŗœ̮̮ŀ̗ŞƁ̮œŗķƕImport 
Certificate̮Ģ̮ƌ̮ųƖƏ̮řķ̮ŀƜĜƜžƜŁŘŝ̮ƕ̮ƋƮƖšPKCS̮Ģƌ̮ĿŗƖĎ̗Ʈķ̮ķŗ̮'ƋƜƐě̮

̮
˳̮̮ 'Ģƌ̮ĢŞƜƈ˫č̮ĚƮ̮ƇķƕŘƮ˫Ž̮ġƕŗ̙őķœ̮ƒĻ̮ƍƕŘƜĻ̮řķ̮ĚƜŽķŘŁ̮ƒě̮ƋƜŞƮƖƏ˭̮̮̮̮ ˫ƌ̮ŘŲƏ̮œŗƖƌ̮ŗƕŘŝ̮ƒĻŗķŘƁŘĻ̮̮̮̮'œƖš̮̮ ˫Ļ̮ŗ˫ě̮ƎƮķVirtual IP̮̮̮̮ƕPort Mapping̮̮

Ģ̮ƌ̮Ɗ˫ŊƏķ'̮œƖš̮

˴̮̮ ŗƕŘŝ̮ŀƜĜƜžƜŁŘŝ̮ŀŝķ̮ŘłƔĻ̮'CA̮̮̮̮ ƍķŘĻŗ˫ě̮ƒ̗Ɠ̮ƕ̮ƇķƕŘƮ˫Ž̮ġķŘĻ̮ƋƓ̮ķŗTrusted̮̮'ƋƮŘƜĠĻ̮ŘŲƏ̮ŗœ̮̮ŗ˫ě̮ƎƮķ̮ġķŘĻ̮̮ƇķƕŘƮ˫Ž̮ŗœ̮̮̮̮ ŠŒĻ̮œŗķƕCertificate̮̮
Ģƌ̮˫Ɠ̮ŀ̗ŞƁ̮ŗœ̮ƕ̮ƋƮƖšCA Certificate̮ƒĻ̮ūƖĻŘƌ̮ŀƜĜƜžƜŁŘŝ̮˭CA̮Ģƌ̮œƖƉčī̮ķŗ̮œƖő̮̮ 'ƋƜƐě̮

̮
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̮
˵̮̮ŀ̗ŞƁ̮œŗķƕ̮'Security Profile > SSL SSH Inspection > Custom Deep Inspection̮̮Ģ̮ƌ̮̮ĚƮ̮ƕ̮'ƋƮƖšSecurity Profile̮̮̮̮ œ˫ŊƮķ
Ģƌ̮ŀ̗ŞƁ̮ŗœ̮ƍī̮řķ̮ƋƜƏķƖłĻ̮˫Ł̮ƋƜƐěFirewall Policy̮̮ķŗ̮ƍī̮'ƋƜƐě̮̩œ˫žłŝķ̮ƍī̮řķ̮˫ƓEdit̮ĢƌĢƌ̮Ƈ˫̗ŵķ̮ķŗ̮œƖő̮Ŀ˫̗ƜŲƐŁ̮ƕ̮ƋƜƐě̮̮ 'ƋƜƐě̮

˶̮ŗœ̮ŀƮ˫ƔƏ̮ŗœ̮'Firewall Policy̮Ģ̮ŞƜƈ˫č̮řķ̮ĢĜƮ̮ƕ̮Ĺ˫ŒłƏķ̮ķŗ̮œƖő̮ġ˫ƓEdit̮Ģ̮ƌƋƜƐě̮̮ ƒĻ̮ƍƕŘƜĻ̮ġ˫Ɠ̮ĚƜŽķŘŁ̮ġķŘĻ̮ķŔŉ̮ĢŞƜƈ˫č̮ĚƮ̮ŀŝķ̮ŘłƔĻ̮ƒłļƈķ̮'
̮̮ 'ƋƮŘƜĠĻ̮ŘŲƏ̮ŗœ̮ƒĜļš̮̙őķœ̮̮ ƕSSL Inspection̮̮Ģ̮ƌ̮Ĺ˫ŒłƏķ̮ķŗ̮ƋƮœŘě̮œ˫ŊƮķ̮ƒě̮ĢłƜĜƜžƜŁŘŝ̮ƍ˫̗Ɠ̮ķŗ̮̮ 'ƋƜƐě̮̮ ř˫Ļ̮ķŗ̮˫Ɠ̮ĚƜŽķŘŁ̮ųƖƏ̮ƎƮķ̮ŔƏķƖłĻ̮ƇķƕŘƮ˫Ž̮˫Ł
̮'Ŕš˫Ļ̮ƒłšķœ̮ĢŝŘłŝœ̮ƕ̮ŔƐě̮

̮̮ ŀ̗ŞƁ̮ŗœ̮˰ƋƔƌ̮ƒłĜƏEnable Inspection SSL̮̮ ĢƐŶƮ̮Ƈƕķ̮ƒƐƮŚğ̮Řğķ̮˭Multiple̮̮̮̮ ġ˫Ɠ̮ĚƜŽķŘŁ̮ƋƓ̮ĢƐŶƮ̮˭ƋƜƐě̮Ĺ˫ŒłƏķ̮ķŗInbound̮̮̮̮ ĚƜŽķŘŁ̮ƋƓ̮ƕ
̮ġ˫ƓOutbound̮̮ķŗInspect̮Ģ̮ƌ̮'ƋƜƐě̮˫Ʈ̮Ɗƕœ̮ƒƐƮŚğ̮Řğķ̮ƕProtecting̮̮ġ˫Ɠ̮ĚƜŽķŘŁ̮ŬƂŽ̮ĢƐŶƮ̮ƋƜƐě̮Ĺ˫ŒłƏķ̮ķŗInbound̮̮ķŗInspect̮̮̮ 'Ǝě̮

̮
̮

̮

̮
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7 Firewall Filtering 
̮ġ˫Ɠ̮ŀƜƉĻ˫Ɓ̮ŬŝƖŁĢƌ̮ĞƐƮŘłƉƜŽ̮'ƋƜƐě̮ƋƜŲƐŁ̮ġŘłŢƜĻ̮Ŀ˫ƜĵŚŉ̮˫Ļ̮ķŗ̮ŜĜŵŘĻ̮ƕ̮̙őķœ̮ƒĻ̮ƍƕŘƜĻ̮ġ˫Ɠ̮ĢŝŘłŝœ̮ƋƜƏķƖŁ̮

7.1 Web Filtering 
Ģƌ̮ŀƜĠƜŁŗƖŽ̮ƇķƕŘƮ˫Ž̮ŗœ̮ŀƜƉĻ˫Ɓ̮ƎƮķ̮˫Ļ̮̮ƋƜƏķƖŁURL̮̮̮̮'ƋƜƓŔƏ̮˫Ʈ̮ƋƜƓŔĻ̮ĢŝŘłŝœ̮̩ř˫ŉķ̮ƕ̮'ƋƜƐě̮ŘłƉƜŽ̮ķŗ̮˫Ɠ̮̮ŘƜŞƌ̮œŗķƕ̮Řğķ̮ƇƖ̗Ŷƌ̮ƀļŭSecurity 

Profiles > Web Filter̮Ģƌ̮'ƋƮƖš̮'ƋƜƐě̮Ƈ˫̗ŵķ̮ƒŭƖĻŘƌ̮ĢŞƜƈ˫č̮ŗœ̮ķŗ̮ƍī̮ƕ̮ƋƜƐě̮œ˫ŊƮķ̮ķŗ̮ƒŭƖĻŘƌ̮̙Ʈ˫ŽƕŘč̮ƋƜƏķƖŁ̮

Ƈƕķ̮ŠŒĻ̮ŗœ˭̮Ģƌ̮ŤŒŢƌ̮ś˫ŝķŘĻ̮̙Ʈ˫ŽƕŘč̮ƎƮķ̮ƒě̮ƋƜƐěFlow̮̮˫ ƮProxy̮̮ŀƈ˫ō̮ŗœ̮'ŔƐě̮̙̗ŵProxy̮̮ƒě̮ķŘĕ̮˭œŗķœ̮ġŘłŢƜĻ̮ŀƁœ̮ƋłŞƜŝSession̮̮
̮̮ƇķƕŘƮ˫Ž̮ġƕŗ̮˫ƓTerminate̮̮Ģƌ̮̮̩ŗ˫Ļƕœ̮ƕ̮ŔƏƖšInitiate̮̮Ģ̮ƌ̮̮'ŔƏƖš̮̮ŀƈ˫ō̮ŗœ̮ƕFlow̮̮̮̮'œŗķœ̮˫łƮœ̮ġ˫Ɠ̮ĚƜŽķŘŁ̮ġƕŗ̮ġŘł̗ě̮ŀƁœ̮ƇķƕŘƮ˫Ž̮ŀƈ˫ō̮ŗœ

Proxy̮Ģ̮ƌ̮ŗķŘƁ̮˫ƌ̮ŗ˫Ɯłőķ̮ŗœ̮ķŗ̮ġŘłŢƜĻ̮Ŀ˫̗ƜŲƐŁ̮̮ 'ŔƓœ̮

̮̮ ŗœŠ̮ŒĻ̮̮̮˭ Ɗƕœ̮̮Š̮Ɯč̮ĿŗƖŦĻ̮ġŔƐĻ̮ƒłŝœ̮ĚƮ̮̮ ŀƈ˫ō̮ňƐč̮̙ƌ˫š̮ŠŒĻ̮ŘƓ̮ƒě̮'ŀŝķ̮̩œķœ̮Ɗ˫ŊƏķ̮ƇķƕŘƮ˫Ž̮ŧŘŽAllow, Monitor, Block, Warning, 
Authenticate̮Ģ̮ƌ̮'Ŕš˫Ļ̮

Ģ̮ƌ̮˭ƊƖŝ̮ŠŒĻ̮ŗœ̮ĢŝŘłŝœ̮˫ƓŗřƖƮ̮ƎƮķ̮˭ŔƏķ̮̩Ŕš̮ęƤĻ̮˫Ɠ̮ġŔƐĻ̮ƒłŝœ̮řķ̮ĢŪŶĻ̮ƒĜƐƮķ̮ƋŹŗ̮ĢƉŵ̮ţ˫ő̮ġ˫ƓŗřƖƮ̮řķ̮œķŔŶŁ̮ĚƮ̮˭ƋƜƐě̮ŤŒŢƌ̮ƋƜƏķƖŁ
̮'ŔƐš˫Ļ̮ƒłšķœ̮

 
̮

Ģ̮ƌ̮ŔŶĻ̮ŀ̗ŞƁ̮ŗœ̮̮ƒĕ̮ƒě̮ƋƜƐě̮ŤŒŢƌ̮ƋƜƏķƖŁURL̮̮̮̮'ƋƜƐě̮ęƤĻ̮ķŗ̮˫Ɠ̮ƍī̮ƋƜƓķƖŒƜƌ̮ƕ̮ŀŝķ̮˫ƌ̮ŘŲƏ̮Ŕƌ̮ĢƮ˫Ɠ̮̮ƎƮķURL̮̮̮̮ ĿŗƖŦĻ̮ƍ˫ƌœƖő̮ķŗ̮˫Ɠ
ŗķƕ̮ĚƜŁ˫łŝķĢƌ̮œ̮̮ 'ƋƜƐě̮

Ģƌ̮ŀƮ˫ƔƏ̮ŗœ̮̮ ġŘŝ̮ĚƮ̮ƋƜƏķƖŁURL̮̮̮̮ ś˫ŝķ̮ŘĻ̮ķŗ̮ĢƮ˫ƓRating̮̮̮̮ 'ƋƜƐě̮ęƤĻ̮˫Ɠ̮ƍī̮̮ ŀƈ˫ō̮ŗœ̮ƒĜƐƮķ̮˫ƮProxy̮̮̮̮ ƋƜƏķƖłƜƌQuota̮̮̮̮ ƒĕ̮Ƥņƌ̮'ƋƜƐě̮ŤŒŢƌ
̮ƎƮķ̮ġķŘĻ̮ĢŽŘŦƌ̮ƍķŚƜƌURL̮̮˫Ʈ̮ƕ̮ƋƮŘƜĠĻ̮ŘŲƏ̮ŗœ̮ţ˫őBlock URL̮̮'ŔƏŘƜĠĻ̮ŗķŘƁ̮˫ƌ̮ŗ˫Ɯłőķ̮ŗœ̮ţ˫ő̮ŀŵ˫ŝ̮ĚƮ̮ŗœ̮˫Ɠ̮
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̮
̮̮ ŗœ̮ƋƜƓķƖŒĻ̮ŘğķCategory̮̮̮̮ Ƥņƌ̮œƖő̮ġ˫ƓAllow̮̮̮̮ ˫ƮDeny̮̮̮̮ ġƖƐƌ̮œŗķƕ̮'ƋƜƓŔĻ̮Ɗ˫ŊƏķWeb Rating Override̮̮Ģƌ̮̮ 'ƋƮƖš̮̮ ŀ̗ŞƁ̮řķ̮ƕCreate 

New̮̮̮̮ ƒƐƮŚğ̮řķ̮̩œ˫žłŝķ̮˫ĻLooking Rating̮̮Ģƌ̮̮ ƋƜƏķƖŁURL̮̮̮̮ ř˫Ļ̮˫Ʈ̮ƕ̮ƋƮŔƐļĻ̮ķŗ̮ġŔƐĻ̮ƒłŝœ̮ƍ˫̗Ɠ̮ƕ̮œŗķœ̮ŗķŘƁ̮ġŔƐĻ̮ƒłŝœ̮ƊķŔě̮ŗœ̮ƒě̮ƋƜƐƜļĻ̮ķŗ̮ŘŲƏ̮œŗƖƌ
̮'ƋƮŗķŖĠĻĢ̮ƌ̮ƍī̮ŘŁ̮ƎƜƮ˫č̮ŀ̗ŞƁ̮ŗœ̮ƕ̮'ƋƜƓœ̮ŘƜƜźŁ̮ķŗ̮ƍī̮ġŔƐĻ̮ƒłŝœ̮˭œƖĻ̮̩˫ļłšķ̮ƇķƕŘƮ˫Ž̮ġŔƐĻ̮ƒłŝœ̮Řğķ̮ƋƜƏķƖŁ̮

̮
Ģƌ̮ƒě̮ġŘĠƮœ̮ƋƜŲƐŁ̮̮ ġƕŗ̮ƋƜƏķƖŁWeb Filter̮̮̮̮ ġƖƐƌ̮ŗœ̮˭ƒě̮ŀŝķ̮ĿŗƖť̮ƎƮķ̮ƒĻ̮ƋƜƓœ̮Ɗ˫ŊƏķWeb Profile Overrides̮̮̮Ģƌ̮̮ ĚƮ̮ġķŘĻ̮ƋƜƏķƖŁSource̮̮

ġī̮˫Ʈ̮̮ ţ˫ő̮Ģč̮řķ̮Ģť˫ő̮̙Ʈ˫ŽƕŘčWeb Filter̮̮'ƋƮŘƜĠĻ̮ŘŲƏ̮ŗœ̮ķŗ̮

̮
̮
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7.2 DNS Filter 
Ģ̮ƌ̮ŀƜƉĻ˫Ɓ̮ƎƮķ̮˫Ļŀ̮Ĝč̮ƋƜƏķƖŁ̮̮ġ˫ƓDNS Replay̮̮ƋƜƓœ̮ŘƜƜźŁ̮ķŗ̮̮ķ̮ŗ̮ƍī̮ŤŒŢƌ̮ŔŦƂƌ̮ĚƮ̮ġķŘĻ̮œƖő̮̩ķƖŒƈœ̮ƒĻ̮ƕ̮̮̮̮'ƋƜƐě̮ƎƜƜŶŁ̮̮ ˫Ļ̮ġœ˫Ʈř̮ƒŮĻķŗ

Application Filter̮̮̮̮ ƕWeb Filter̮̮Ģƌ̮˫ƌ̮Ƥņƌ̮'œŗķœ̮̮ ˫Ļ̮ƋƜƏķƖŁWeb Filter̮̮̮̮ ĚƮURL̮̮Ģƌ̮ƍ˫ƐĖ̗Ɠ̮˭ƋƜƐě̮ŘłƉƜŽ̮ķŗ̮ţ˫ő̮̮ ˫Ļ̮˭ƋƜƏķƖŁDNS Filter̮̮
ŀĜč̮ƒĻ̮ūƖĻŘƌ̮ġ˫ƓDNS Replay̮̮̮ 'ƋƜƐě̮ęƤĻ̮ķŗ̮ƍī̮

Ģƌ̮ƋƓ̮ŀƜƉĻ˫Ɓ̮ƎƮķ̮ġķŘĻ̮ĚƮ̮ƋƜƏķƖŁSecurity Profile̮̮'ƋƜƐě̮Ƈ˫̗ŵķ̮ĢŞƜƈ˫č̮ĚƮ̮ŗœ̮ķŗ̮̙Ʈ˫ŽƕŘč̮ƎƮķ̮ƕ̮'ƋƜƐě̮œ˫ŊƮķ̮Ƈƕķ̮ŠŒĻ̮ŗœDNS Replay̮̮œķŔŶŁ
̮ġœ˫ƮřDomain̮Ģ̮ƌ̮ęƤĻ̮ķŗ̮ŀŝķ̮ŀƜĠƜŁŗƖŽ̮ƇķƕŘƮ˫Ž̮ŀŞƜƈ̮ŗœ̮ƒě'̮ŔƐě̮

Ģƌ̮ƋƓ̮ƍī̮ś˫ŝķ̮ŘĻ̮ƒě̮œŗķœ̮œƖŉƕ̮˫Ɠ̮ġŔƐĻ̮ƒłŝœ̮ġŘŝ̮ĚƮ̮ƋƓ̮Ɗƕœ̮ŠŒĻ̮ŗœ̮ġ˫Ɠ̮ŀĜč̮ƋƜƏķƖŁDNS Replay̮̮'ƋƜƐě̮ęƤĻ̮ķŗ̮

Ģ̮ƌ̮ƊƖŝ̮ŠŒĻ̮ŗœ̮˭ĚƜŁ˫łŝķ̮ĿŗƖŦĻ̮ƋƜƏķƖŁDomain Filter̮̮ķŗ̮ŀŝķ̮˫ƌ̮ŘŲƏ̮Ŕƌ̮ƒě̮ĢƮ˫Ɠ̮ƎƜƌķœ̮ƕ̮'ƋƜƓœ̮Ɗ˫ŊƏķ̮ķŗDeny̮̮˫Ʈ̮ƕAllow̮̮̮ ˫Ʈ̮ƕRedirect̮̮
̮̮ 'ƋƜƐě̮

Ģƌ̮Ɗŗ˫Ɣĕ̮ŠŒĻ̮ŗœġī̮ġŘŝ̮ĚƮ̮ƋƜƏķƖŁƍī̮˫Ł̮ƋƜƐě̮ŤŒŢƌ̮ķŗ̮˫Ɠ̮Ģč̮̮'ƋƜƐě̮ęƤĻ̮ķŗ̮˫ƓŒĻ̮ŗœĢƌ̮ƋŊƐč̮Š̮̮ĢŞě̮Řğķ̮Ƥņƌ̮ƋƜƏķƖŁCisco.com̮̮̮̮ œŗķƕ̮ķŗ
̮œŗķƕ̮˭œŘěgoogle.com̮̮'œƖš̮

 

̮
̮
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7.3 Application Filtering 
̮̮ƎƮķ̮˫ĻĢ̮ƌ̮ŀƜƉĻ˫Ɓ̮̮řķ̮̩œ˫žłŝķ̮˫Ļ̮ƎƜŢĜƜƉčķ̮ƒƮƣ̮ŗœ̮ķŗ̮ĚƜŽķŘŁ̮ƋƜƏķƖŁSignature̮̮̮˭ęƖļŞƜŽ̮˭ŘłłƮƖŁ̮̙ņƌ̮ĢƮ˫Ɠ̮ƎŢƜĜƜƉčķ̮Ƥņƌ̮'ƋƜƐě̮ŀƮŘƮŔƌ̮œƖŉƖƌ̮ġ˫Ɠ

ĺ̮ƈ̮˫Ʈ̮̙Ʈ˫ĻƖƌ̮ƀƮŘŭ̮řķ̮˫Ɠ̮ŠƜĜƜƉč̮ƎƮķ̮ƒĻ̮˫ƌ̮ƒě̮ŀŞƜƏ̮ƋƔƌ̮'̮'''̮˫Ʈ̮ƕ̮ƊķŘĠƉŁ̮̮ 'ƋƜš˫Ļ̮ƒłšķœ̮ĢŝŘłŝœ̮Ĺ˫Łō̮̮ŗœ̮˫ƌ̮ƇķƕŘƮ˫Ž̮Řğķ̮ƒě̮ŔƜƐě̮ŀƁœ̮̮ ŀƈ˫Profiled-
Based̮̮Ŕš˫Ļ̮̮̮̮ ġķŘĻ̮ŔƮ˫Ļ̮˫ƌApplication Control̮̮̮ ŀƈ˫ō̮ŗœ̮˫ƌķ̮'ƋƜƓŔĻ̮œƖő̮ĢŞƜƈ˫č̮ƒĻ̮ķŗ̮ƍī̮ƕ̮'ƋƜƐě̮œ˫ŊƮķ̮̙Ʈ˫ŽƕŘč̮ĚƮ̮œƖőPolicy-Based̮̮̮̮˫ƌ

Ģƌ̮ƋƜŲƐŁ̮ĢŞƜƈ˫č̮œƖő̮ŗœ̮ķŗ̮ŠŒĻ̮ƎƮķ̮'ŀŝķ̮ĢŞƜƈ˫č̮řķ̮ġƕŚŉ̮ƕ̮ƋƜƐě̮̮ ƋƜš˫Ļ̮ƒłšķœ̮ŜƐŞƮƣ̮ŔƮ˫Ļ̮˫̗łō̮ŀƜƉĻ˫Ɓ̮ƎƮķ̮ġř˫ŝ̮Ƈ˫ŶŽ̮ŗ˫ě̮ġķŘĻ̮ƒě̮ŔƜƐě̮ŀƁœ
̮ƕ̮˫̗łōSSL Inspection̮̮'ƋƜƐě̮Ƈ˫ŶŽ̮ƋƓ̮ķŗ̮

̮̮ġƖƐƌ̮œŗķƕ̮˭ųƕŘš̮ġķŘĻSecurity Profiles > Application Control̮̮ĢƌĢƌ̮œ˫ŊƮķ̮ŔƮŔŉ̮̙Ʈ˫ŽƕŘč̮ĚƮ̮ƕ̮ƋƮƖš̮̮'ƋƜƐě̮ġŘŝ̮ĚƮ̮Ƈƕķ̮ŀ̗ŞƁ̮ŗœ
̮̮ 'ŔƏŗķœŗķŘƁ̮ęƤĻ̮ŀƈ˫ō̮ŗœ̮ƍī̮ġ˫Łƕœ̮ƒě̮'ŔƐłŞƓ̮ƒƜƈƕķ̮ġ˫Ɠ̮ġŔƐĻ̮ƒłŝœ̮ƇķƕŘƮ˫Ž̮ŧŘžŢƜč̮ĿŗƖŦĻ̮ƒě̮ĢƮ˫Ɠ̮ƎŢƜĜƜƉčķ̮ġŘŝ̮ĚƮ̮ƋƜƏķƖłƜƌ̮ƊƖŝ̮ŀ̗ŞƁ̮ŗœ

̮̮ 'ŔƏƖš̮ęƤĻ̮˫Ł̮ƋƜƐě̮ŤŒŢƌ̮ķŗ̮œŗķœ̮ŘŲƏ̮ŗœ 

̮

̮
̮ŀ̗ŞƁ̮ŗœApplication Filter Overrides̮Ǝ̮ŢƜĜƜƉčķ̮ƋƜƏķƖłƜƌķƖŒƈœ̮ġ˫Ɠ̮ķŗ̮œƖő̮̩Allow̮̮˫Ʈ̮ƕDeny̮̮'ƋƜƐě̮
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̮
̮̮ 'ƋƜƐĜƜƌ̮Ƈ˫̗ŵķ̮œƖő̮ġ˫Ɠ̮ĢŞƜƈ˫č̮řķ̮ĢĜƮ̮ŗœ̮ķŗ̮̙Ʈ˫ŽƕŘč̮ƎƮķ̮ŀƮ˫ƔƏ̮ŗœ̮ƕ̮
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̮
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8 User Authentication 
Ģ̮ƌ̮ŀƜƉĻ˫Ɓ̮ƎƮķ̮˫ĻĢ̮ŞƜƈ˫č̮ƋƜƏķƖŁ̮̮'ƋƜƓœ̮Ɗ˫ŊƏķ̮˫ƓŗřƖƮ̮ŀŞƜƈ̮ś˫ŝķ̮ŘĻ̮ķŗ̮œƖő̮ġ˫ƓĢƌ̮ƇķƕŘƮ˫Ž̮Ƈ˫ěƖƈ̮ġ˫ƓŗřƖƮ̮˫Ļ̮ķŗ̮ŗ˫ě̮ƎƮķ̮ŘłƔĻ̮ƒě̮ƒłļƈķ̮'œķœ̮Ɗ˫ŊƏķ̮ƍķƖŁ

̮̮ƒĻ̮ŀƮƖƓ̮řķŘōķ̮ŀƈ˫ō̮ƎƮķ̮ŗœ̮'ġŗƖłěŘƮķœƖƜłěķ̮ŬŝƖŁ̮˫ƓŗřƖƮ̮ŀƮŘƮŔƌ̮Ƥņƌ̮'ƋƜƐě̮ŀƮŘƮŔƌ̮ķŗ̮œƖő̮ġ˫ƓŗřƖƮ̮ġŚěŘƌ̮ĿŗƖŦĻ̮˫ƌ̮ŀŝķ̮̮ Ɗ˫ŊƏķ̮şƕŗ̮ƕœ
Ģƌ̮˭œƖšActive Authentication, Passive Authentication̮̮ '̮

Ģƌ̮ĢłƁƕ̮˫ƌ̮ĢƐŶƮ̮ƖƜłěķ̮şƕŗĢŝŘłŝœ̮˫Ł̮ƋƜƐě̮œŗķƕ̮ķŗ̮œƖő̮œŗƖŞč̮ƕ̮ƋƜƏŗřƖƮ̮ŔƮ˫Ļ̮˭ƋƜƐě̮̩œ˫žłŝķ̮ƒĜļš̮řķ̮ƋƜƓķƖő̮̮ řķŘōķ̮řķ̮ŔŶĻ̮ƕ̮'œƖš̮ŤŒŢƌ̮˫ƌ̮ġ˫Ɠ
ġī̮˭ŀƮƖƓĢƌ̮ƀĻ˫Ůƌ̮˫ƌ̮ƋƜƏŗřƖƮ̮ƒĻ̮˫ƌ̮Ģčƀ̮Ļ˫ŮŁ̮ƎƮķ̮˭œƖš̮̮̮ ƒě̮ŀŝķ̮ĢƏ˫ƌř̮˫ŁSession̮̮˫Ʈ̮řƕŗ̮ĚƮ̮Ƥņƌ̮'ŔŝŘĻ̮ƍ˫Ʈ˫č̮ƒĻ̮˫ƌ˲˱̮̮̮ 'ƒƂƜƁœ̮

̮̮ şƕŗ̮ŗœPassive̮̮ġī̮ƒĻ̮ƒŉƖŁ̮˫Ļ̮̙ļƁ̮řķ̮ƇķƕŘƮ˫Ž̮ƋƜƏŗřƖƮ̮ƍœŘě̮œŗķƕ̮˫Ļ̮̩ŗ˫Ļƕœ̮˫ƌ̮ŬŝƖŁ̮ŀŞƜƏ̮ġř˫ƜƏ̮ŀƮƖƓ̮řķŘōķ̮ƎƮķ̮ƕ̮ƕ̮Ŕŝ˫ƐŢƜƌ̮ķŗ̮˫ƌ̮˭˫ƌ̮ƋƜƏŗřƖƮ̮ƕ̮Ģč
̮̮'œƖš̮Ɗ˫ŊƏķ̮œŗƖŞč̮ƕ̮̮Ɗ˫ŊƏķ̮ƇķƕŘƮ˫Ž̮ŬŝƖŁ̮ŗ˫ě̮ƎƮķĢƌ̮̮ĚƮ̮ŔƮ˫Ļ̮˫ƌ̮ƒě̮'œƖšAgent̮̮̮̮ƎƮķ̮ƕ̮'ƋƜƐě̮ĺŦƏ̮œƖő̮ƒĜļš̮ŗœAgent̮̮̮̮řķEvent̮̮̮̮ ġ˫Ɠ
̮̮ ġŗƖłěŘƮķœƖƜłěķĢƌ̮ġŗƕī̮Ŵ̗ŉ̮ķŗ̮Ŀ˫ŵƤŭķ̮̮ 'ŔƐě̮

̮˰ ƇķƕŘƮ˫Ž̮ŗœ̮Ƈ˫ěƖƈ̮ĿŗƖŦĻ̮̩ƕŘğ̮ƕ̮ŗřƖƮ̮œ˫ŊƮķ̮

̮̮ġƖƐƌ̮œŗķƕ̮ŗřƖƮ̮œ˫ŊƮķ̮ġķŘĻUser & Authentication > User Definition̮̮Ģ̮ƌ̮̮'ƋƮƖšĢƌ̮œ˫ŊƮķ̮Ƈ˫ěƖƈ̮ĿŗƖŦĻ̮ŗřƖƮ̮ĚƮ̮ƕ̮œŗķŚƮƕ̮ĚƮ̮'ƋƜƐě
̮'ƋƜƓœ̮Ɗ˫ŊƏķ̮ŔƮ˫Ļ̮ķŗ̮ŘƮř̮ĿŗƖŦĻĢ̮ƌ̮Ĺ˫ŒłƏķ̮ķŗ̮ŗřƖƮ̮ųƖƏ̮Ƈƕķ̮ƒƉōŘƌ̮ŗœ̮'Ŕš˫Ļ̮̮'''̮˫Ʈ̮ƕ̮ġŗƖłěŘƮķœƖƜłěķ̮ŗœ̮˫Ʈ̮ƕ̮Ƈ˫ěƖƈ̮ųƖƏ̮řķ̮ŗřƖƮ̮ƎƮķ̮ƒě̮'ƋƜƐě̮̮ ƒƉōŘƌ̮ŗœ
Ģƌ̮œŗķƕ̮ķŗ̮œŗƖŞč̮ƕ̮ƋƜƏŗřƖƮ̮Ɗƕœ̮̮ 'ƋƜƐěĢƌ̮ŤŒŢƌ̮ƊƖŝ̮ƒƉōŘƌ̮ŗœƒě̮ƋƜƐě̮̮̮ƎƮķ̮'Ŕš˫Ļ̮ġķ̮ƒƉōŘƌ̮ƕœ̮˫Ʈ̮ġķ̮ƒƉōŘƌ̮ĚƮ̮œƕŗƕ̮Ɗ˫ĠƐƓ̮ŗœ̮ŗřƖƮ̮ŀƮƖƓ̮řķŘōķ

Ģƌ̮Ɗ˫ŊƏķ̮ŘłŢƜĻ̮ŀƜƐƌķ̮œ˫ŊƮķ̮ġķŘĻ̮ŗ˫ě̮̮ 'œƖš̮̮ Ɗŗ˫Ɣĕ̮ƒƉōŘƌ̮ŗœĢƌ̮ŘğķĢƌ̮ŤŒŢƌ̮ķŗ̮Ŕš˫Ļ̮ţ˫ő̮ĢƓƕŘğ̮ƖŪŵ̮ŗřƖƮ̮ƎƮķ̮ƋƜƓķƖőĢƌ̮ƎƜƜŶŁ̮ƕ̮'ƋƜƐě̮ƋƜƐě
'Ƈ˫ŶŽ̮ŘƜŹ̮˫Ļ̮ƕ̮Ŕš˫Ļ̮Ƈ˫ŶŽ̮ŗřƖƮ̮ƎƮķ̮˫Ʈī̮

̮
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̮̩ ƕŘğ̮ƕ̮˫ƓŗřƖƮ̮ĿŗƖť̮ƎƜ̗Ɠ̮ƒĻĢƌ̮œ˫ŊƮķ̮ķŗ̮œƖő̮ŘŲƏ̮œŗƖƌ̮ġ˫Ɠ̮̮ŠŒĻ̮œŗķƕ̮ŀƮ˫ƔƏ̮ŗœ̮'ƋƜƐěFirewall Policy̮̮Ģƌ̮̮ ƇƖĶŞƌ̮ƒě̮ĢŞƜƈ˫č̮Ƥņƌ̮ƕ̮ƋƮƖš
̮̮ ķŗ̮ŀŝķ̮ŀƏŘłƐƮķ̮ƒĻ̮Ŀ˫ŭ˫ļŁŗķ̮ġŗķŘƁŘĻEdit̮̮̮Ģƌ̮̮ ŀ̗ŞƁ̮ŗœ̮ƕ̮ƋƜƐěUser/Groups̮̮Ģƌ̮ƒŽ˫ũķ̮ķŗ̮œƖő̮ŘŲƏ̮œŗƖƌ̮œŗķƖƌŔ̮ƓķƖŒĻ̮ƒě̮ġŗřƖƮ̮ŘƓ̮Ƈ˫ō̮'ƋƜƐě̮̮

ŔƐě̮œŗķƕ̮ķŗ̮œƖő̮œŗƖŞč̮ƕ̮ƋƜƏŗřƖƮ̮ŔƮ˫Ļ̮œƖš̮ŀƏŘłƐƮķ̮œŗķƕ̮ĢŝŘłŝœ̮řķ̮ŔƏķƖłĻ̮ƒƌķœķ̮ŗœ̮ƕ̮œƖš̮ŀƮƖƓ̮řķŘōķ̮˫Ł̮'ŔƐě̮̩œ˫žłŝķ̮œƖő̮ġ˫Ɠ̮

̦˰ ŀƜĠƜŁŗƖŽ̦ƇķƕŘƮ˫Ž̦ŗœ̦ġŗƖłěŘƮķœƖƜłěķ̦ġ˫ƓŗřƖƮ̦ġř˫ș̂Ƈ˫ŶŽ̦

̮̮ ƒĜƐƮķ̮ġķŘĻ̮̮ ŗƕŘŝ̮̮ ġƖƐƌ̮œŗķƕ̮'œƖš̮ƀĻ˫Ůƌ̮ŀƜĠƜŁŗƖŽ̮ƇķƕŘƮ˫Ž̮˫Ļ̮ġŗƖłěŘƮķœ̮ƖƜłěķUser & Authentication > LDAP Servers̮̮Ģƌ̮̮ ķŗ̮œŗķƖƌ̮ƕ̮ƋƮƖš
Ģƌ̮ƋƜŲƐŁ̮ŘƮř̮ĿŗƖŦĻ'̮ƋƜƐě̮
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̮
̦ĿŗƖŦĻ̦ŀƮƖƓ̦řķŘōķPassive̦̦ ˰̦

̮̮ ĿŗƖŦĻ̮ŀƮƖƓ̮řķŘōķ̮ƒĜƐƮķ̮ġķŘĻPassive̮̮̮̮ ŔƮ˫Ļ̮'œƖš̮Ɗ˫ŊƏķAgent̮̮̮̮ ƎƮķ̮˫Ł̮˭ŔƜƐě̮ĺŦƏ̮ƒĜļš̮ŗœ̮ŗƕŘŝ̮ĚƮ̮ġƕŗ̮ķŗ̮ƇķƕŘƮ˫Ž̮ƒĻ̮ūƖĻŘƌAgent̮̮̮̮ Ŀ˫ŵƤŭķ
̮̮ 'ŔƓœ̮Ƈ˫ƂłƏķ̮ƇķƕŘƮ˫Ž̮ƒĻ̮ƕ̮ŔƐě̮ŀŽ˫Ʈŗœ̮ġŗƖłěŘƮķœ̮ƖƜłěķ̮řķ̮ķŗ̮̮ ƎƮķ̮Ɗ˫ƏAgent̮̮̮̮ ƇķƕŘƮ˫Ž̮ġķŘĻFSSO-Setup̮̮̮̮ 'ŀŝķĢƌŔƜƏķƖŁ̮̮̮ġƕŗ̮˫̗ƜƂłŞƌ̮ķŗ̮ŗķŚŽķ̮ƊŘƏ̮ƎƮķ

̮ġŗƖłěŘƮķœ̮ƖƜłěķķŔŉ̮ŗƕŘŝ̮ĚƮ̮ġƕŗ̮˫Ʈ̮ƕ̮ƜƐě̮ĺŦƏ̮'Ƌ̮ƒƌķœķ̮ŗœĢ̮ƌ̮ĢŝŗŘĻ̮ķŗ̮ŜƮƕŘŝ̮ƎƮķ̮ġř˫ŝ̮Ƈ˫ŶŽ̮̙ōķŘƌ̮'ƋƜƐě̮̮̮

Ģ̮ƌ̮ķŘŉķ̮ķŗ̮ŗķŚŽķ̮ƊŘƏ̮̮ ķŗ̮ƒƜƈƕķ̮̙ōķŘƌ̮ƕ̮ƋƜƐěNext̮̮Ģ̮ƌƐƜƌœķ̮ƒĻ̮ūƖĻŘƌ̮œŗƖŞč̮ƕ̮ƋƜƏŗřƖƮ̮ƊƖŝ̮ƒƉōŘƌ̮ŗœ̮'ƋƜƏřŜ̮ƮƕŘŝ̮ƒĻ̮ĢŝŘłŝœ̮ƒě̮Ģ̮ŗķŚŽķ̮ƊŘƏ̮ƎƮķ̮ġ˫Ɠ
ķŗ̮Ģ̮ƌ̮œŗķƕ̮˭œŗķœ̮̮ 'ƋƜƐě̮

̮
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̮
ĺŦƏ̮̙ōķŘƌ̮œŗķƕ̮ŔƮ˫Ļ̮ƣ˫ō DC Agent Ŀ˫ŵƤŭķ̮˫ŊƐƮķ̮ŗœ̮˭ƋƮƖš DC Ģƌ̮ķŗƋƜƓœ.̮
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ŔƮ˫Ļ̮ƒƉōŘƌ̮ƎƮķ̮ŗœ mode ̩ŗķœ̮ĢƉě̮ŀƈ˫ō̮˫Łƕœ̮ƒě̮ŔƜƐě̮Ĺ˫ŒłƏķ̮ķŗ: 

'˼ Ĺ˫ŒłƏķ̮ĿŗƖť̮ŗœ DC-Agent mode Ě̮Ʈ dcagent.dll ŗœ Windows\system32 ƕ̮ŔƐě̮Ģƌ̮œ˫ŊƮķ Agent ġƕŗ̮ŘĻ DC ̮˫̗š
ŀƈ˫ō̮ƎƮķ̮ŗœ̮˭œƖš̮Ģƌ̮ĺŦƏ Agent řķ̮ƋƜƂłŞƌ̮ĿŗƖť̮ƒĻ DC Ļ̮ƒ Forti ŀƈ˫ō̮ƎƮķ̮ŗœ̮ƒě̮ŔƜš˫Ļ̮ƒłšķœ̮ƒŉƖŁ̮˭œŗķœ̮ū˫ļŁŗķ DC ̮̮ ř˫ƜƏ

ġ̮ŗ̮ƒĻ̮œŔŊƌ̮Ŀŗ˫łŝķœ̮ŗķœ. 
'˽ Ĺ˫ŒłƏķ̮ĿŗƖť̮ŗœ Polling Mode Ģƌ̮˫̗šřķ̮ŔƜƏķƖŁ NetAPI ˫Ʈ̮ƕ Event Log ƕœ̮ŘƓ̮ƒě̮ŔƜƐě̮̩œ˫žłŝķ̮ū˫ļŁŗķ̮ġķŘĻ query ̮̮ ķŗ̮˫Ɠ

̮̮ŘƓ˼˻̮̮Ģ̮ƌ̮Ƈ˫ŝŗķ̮ƒƜƏ˫Ņŗœ̮˭ŔƐƐě NetAPI řķ̮ĢőŘĻ̮Ģƈƕ̮ŀŝķ̮ŘłŢƜĻ̮ŀŵŘŝ log Ģ̮̗Ə̮Ƈ˫ŝŗķ̮˫Ɠŗœ̮Ģƈƕ̮œƖš Event log polling 
Ɗ˫̗Ł Log Ģƌ̮Ƈ˫ŝŗķ̮˫ƓĢƌ̮ŘŁŔƐě̮ƎƜ̗Ɠ̮ġķŘĻ̮œƖšŔš˫Ļ. 
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̮ƎƮķ̮řķ̮ŜčŗƕŘŝ̮ƒě DC ġ̮ŗ̮˫ƌĿŗ˫łŝķ̮Ģƌ̮ŔšĞ̮ƜžƏ˫ě̮ŔƜƏķƖŁ FSSO ˫Ɠ̮ŜƮƕŘŝ̮ƒě̮ŔƜƐě̮̩ŔƓ˫Ţƌ̮ƕ̮ŔƜƐě̮ř˫Ļ̮ķŗ RUNNIG ĢƌŘƜő̮˫Ʈ̮Ŕš˫Ļ.̮

 

ƒě̮ŀŝķ̮Ɗřƣ̮ŀŞŁ̮ġķŘĻ̮ŬƂŽ̮˭ƋƜƓœ̮Ɗ˫ŊƏķ̮ŀƜğ̮ĢŁŗƖŽ̮ġƕŗ̮ŘĻ̮ķŗ̮Ŀ˫̗ƜŲƐŁ̮ŔƮ˫Ļ̮ƣ˫ō PC ƒĻ̮ķŗ̮œƖő DC œƖő Join ˭ƋƜƐě̮̮ŗ̮ƒłĜƏ̮ƎƮķķ̮̮̮ƒě̮ŔƜƐě̮ƒŉƖŁ
ƋƮœƖĻ̮ƒłžğ̮ƍī̮ŗœ̮ƒě̮ƋƮœƖĻ̮̩œŘě̮œ˫ŊƮķ̮ĢŞƜƈ˫č̮ĚƮ̮ƤļƁ̮˫ƌ PC ŜƮƕŘŝ̮řķ̮̩œ˫žłŝķ̮̩œ˫ŉķ̮ŬƂŽ̮˫ƌġ˫Ɠ RDP ƕ ICMP ŗ̮ƕŘŝ̮ƒĻ DMZ ̮̮ ̙ļƁ̮ƒě̮œŗķœ̮ķŗ

ġƕŗ̮ŘĻ̮ƕ̮ŔƮŔĻ̮ŘƜƜźŁ̮ķŗ̮ĢŞƜƈ˫č̮ƎƮķ̮ŔƮ˫Ļ̮ŗƕŘŝ̮ƒĻ̮ƍœŘě̮ƎƮƖŉ̮řķ ALL ˫Ļ̮ū˫ļŁŗķ̮ƍ˫Ĝƌķ̮˫Ł̮ŔƜƓœ̮ŗķŘƁ DNS Ļ̮ƒłšķœ̮ƋƓ̮ŗƕŘŝ̮̮ ƎƜƌķœ̮ƎƮƖŉ̮ƒƏƖłĻ̮ƕ̮ƒš˫
œƖš.̮ ̮œ̮ŗķƕ̮ƣ˫ō Security Fabric > External Connector Ģƌƕ̮ƋƮƖš + Create New Ģƌ̮ĚƜƉě̮ķŗƕ̮ƋƜƐě Fortinet Single Sign-On 

Agent Ģ̮ƌ̮Ĺ˫ŒłƏķ̮ķŗƋƜƐě. 
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Ě̮Ʈ̮ƣ˫ō Name Ģ̮ƌ̮Ĺ˫ŒłƏķŗœ̮ƕ̮ƋƜƐě Primary FSSO Agent ś̮ŗœī̮ŚƜƏ DC ŗœ̮ƒě̮ġœŗƖŞč̮ƕ DC Agent Ģƌ̮œŗķƕ̮ķŗ̮ƋƮœŘě̮œŗķƕ̮ƒě̮ƋƜƐě
172.31.0.10̮̮Ģƌ̮̮˭Ŕš˫ĻUser group source̮̮ ġƕŗ̮ŘĻ̮ķŗ Local Ģƌ̮ŗķŘƁŗœ̮ƕ̮ƋƜƓœ LDAP server ƖƜłěķ̮ŔƮ˫Ļ̮̮ġŗƖłěŘƮķœ̮̮ ƒě̮ƋƜƮ˫̗Ə̮Ĺ˫ŒłƏķ̮ķŗ

ŚƜƏ̮Řőī̮ŗœ̮˭ƋƮœƖĻ̮̩œŘě̮œ˫ŊƮķ̮ƤļƁ̮Proactively retrieve from LDAP server ̮Ģ̮ƌ̮Ƈ˫ŶŽ̮ķŗƕ̮ƋƜƐěOK  ĢƌƋƜƐě. 

 

 

ƣ˫ō FSSO Ģƌ̮ƕ̮ŀŝķ̮̩Ŕš̮̙Ŧłƌ̮ġŗƖłěŘƮķœƖƜłěķ̮ƒĻ̮̮ řķ̮ƋƜƏķƖŁ̮̮ ƍī̮̮ ̩œŘě̮ĢƮ˫ŝ˫Ɛš̮ķŗ̮˫ƌ̮ġ˫Ɠ̮̩ƕŘğ̮ƕ̮˫Ɠ̮ŗřƖƮ̮ŀŝķ̮ŤŒŢƌ̮ƒě̮ŗƖŮƏ˫̗Ɠ̮˭ƋƜƐě̮̩œ˫žłŝķ
ŀŝķ.̮ ̮̮̮ŗœīĢ̮ƌ̮ŚƜƏ̮Řőū̮˫ļŁŗķ̮ġķŘĻ̮ƒě̮ĢŞƜƈ˫č̮ġƕŗ̮ŘĻ̮ĢŞƜƈ˫č̮ŀ̗ŞƁ̮řķ̮ƋƜƏķƖŁ PC ̮̮œ˫ŊƮķ̮ŀƏŘłƐƮķ̮ƒĻ̮ƍ˫ƌœƖőŀ̮̗ŞƁ̮ŗœ̮ƋƮœƖĻ̮̩œŘě Source ̮̮ ˫Ʈ̮ŗřƖƮ

̦ķŗ̦ƋƮœķœ̦ŗķŘƁ̦˫ƌ̦ƒě̦ĢŞƜƈ˫č̦ŘƓ̦˫Ʈ̦ŀƏŘłƐƮķ̦řķ̦̬œ˫žłŝķ̦ƍ˫Ĝƌķ̦ƋƮœŘě̦ŤŒŢƌ̦˫ƌ̦ƒě̦ĢƮ˫Ɠ̦ŗřƖƮ̦Ŝč̦ƎƮķ̦řķ̦˫Ł̦ƋƜƐě̦œŗķƕ̦ķŗ̦ŘŲƏ̦œŗƖƌ̦̬ƕŘğŔƐš˫Ļ̦ƒłšķœ.̮

̮

̮

̮

̮

̮

̮
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9 Antivirus 
ŀƜĠƜŁŗƖŽ̮ƇķƕŘƮ˫Ž̮̮ķŗ̮ĢŝƕŘƮƕ̮ĢłƏī̮̮Ģƌ̮Ƈ˫ŶŽ̮ƍķŘĻŗ˫ě̮ġķŘĻ̮ƒĜļš̮ŀŎŁĚ̮ƐƜƈ̮ġƕŗ̮ƍķŘĻŗ˫ě̮ƒĜƐƮķ̮řķ̮˫Ł̮'ŔƐě̙Ʈ˫Ž̮˫Ʈ̮ƕ̮ŔƐƐě̮ĚƜƉě̮ĹŘŒƌ̮ġ˫Ɠ̮̮ ĹŘŒƌ̮ġ˫Ɠ

̮̮ 'ŔƐě̮ġŘƜğƖƉŉ̮˭ŔƐƐě̮œƖƉƏķœ̮ķŗĢƌ̮ƋƓ̮ŀƜƉĻ˫Ɓ̮ƎƮķ̮řķ̮̩œ˫žłŝķ̮ġķŘĻ̮̮ ĚƮ̮ƋƜƏķƖŁSecurity Profile̮̮ĢŞƜƈ˫č̮ŗœ̮ƍī̮řķ̮ƕ̮ƋƜƐě̮œ˫ŊƮķ̮̩ ŘƔĻ̮œƖő̮ġ˫Ɠ̮'ƋƮƖš̮ŔƐƌ
̮̮ŠŒĻ̮œŗķƕ̮ŗ˫ě̮ƎƮķ̮ġķŘĻSecurity Profile > Antivirus̮̮Ģƌ̮̮'ƋƮƖš ̮̮ŀƈ˫ō̮ƕœProxy Base̮̮̮̮ƕFlow Base̮̮̮̮ƒě̮ŀŝķProxy̮̮̮ġŘłƔĻ̮ŀƈ˫ō

ŀƜƉĻ˫Ɓ̮'ŀŝķ̮̮ 'ŀŝķ̮̩œ˫ŝ̮ŗ˫ƜŞĻ̮ƒě̮œŗķœ̮ġœ˫Ʈř̮ġ˫Ɠ̮

̙Ʈ˫ŽƕŘč̮řķ̮ĢĜƮ̮Ģłō̮Řğķ̮ƒĜƐƮķ̮ƋƔƌ̮ƒłĜƏ˫Ɠ̮̮ŀƈ˫ō̮ŗœ̮˫ƌ̮ġProxy̮̮̮̮'Ŕš˫ĻĢŞƜƈ˫č̮̮ŀƈ˫ō̮ŗœ̮ŔƮ˫Ļ̮ƋƓ̮˫ƌ̮ġ˫ƓProxy̮̮̮̮ ŀƜƉĻ˫Ɓ̮ġř˫ŝ̮Ƈ˫ŶŽ̮˫Ļ̮'ŔƐš˫Ļ
Antivirus̮̮̮̮ ŀƜƉĻ˫ƁSSL Inspection̮̮Ģƌ̮Ƈ˫ŶŽ̮ƋƓ̮̮ 'œƖš̮̮ ˫̗łō̮ƒě̮ŔƜƐě̮ŀƁœSSL Inspection̮̮̮̮ ŀƈ˫ō̮ŗœ̮ŔƮ˫ĻFull SSL Inspection̮̮̮̮ 'Ŕš˫Ļ̮ŗœ

Ģ̗Ə̮Ɗ˫ŊƏķ̮˫ƌ̮ġķŘĻ̮śƕŘƮƕ̮ĢłƏī̮ķŗ̮Ģť˫ő̮̙̗ŵ̮ĿŗƖť̮ƎƮķ̮ŘƜŹ̮̮'ŔƓœ̮̮Ɗ˫źƜč̮˫Ļ̮˭ŔƐě̮œƖƉƏķœ̮ķŗ̮ĢĻŘŒƌ̮̙Ʈ˫Ž̮ŔƓķƖŒĻ̮ŗřƖƮ̮Řğķ̮Ƈ˫ōBlock̮̮̮̮ ŻŘŭ̮řķ
Ģƌ̮ƒŉķƖƌ̮ŀƜĠƜŁŗƖŽ̮ƇķƕŘƮ˫Ž̮'œƖš̮

̮

̮

̮

̮

̮

̮
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10 IPS/WAF 
IPS̮̮˫ ƮIntrusion Prevention System̮ŀ̮ƜƉĻ˫Ɓ̮řķ̮ĢĜƮƍī̮œŘĜƉ̗ŵ̮ƕ̮ĢƮ˫ŝ˫Ɛš̮ķŗ̮ĹŘŒƌ̮ġ˫Ɠ̮ĚƜŽķŘŁ̮ƒě̮ŀŝķ̮ŀƜĠƜŁŗƖŽ̮ƇķƕŘƮ˫Ž̮ġ˫Ɠ̮̮ ęƤĻ̮ķŗ̮˫Ɠ
Ģƌ̮̮'ŔƐě̮̮ƕ̮śƕŘƮƕ̮ĢłƏī̮ĺƜěŘŁIPS̮̮̮̙ Ʈ˫Ž̮œƕŗƕ̮řķ̮ƒě̮ŀƔŉ̮ƎƮķ̮řķ̮˭Ŕš˫Ļ̮ĹƖő̮ŔƏķƖłƜƌĚ̮ƜŽķŘŁ̮ƕ̮˫ƓĢƌ̮ġŘƜğƖƉŉ̮ĹŘŒƌ̮ġ˫Ɠ̮̮'ŔƐěWAF̮̮̮̮˫ƮWeb 

Application Firewall̮̮ķ̮ŗ̮Ĺƕ̮ŀŎŁ̮ĿƤ̗ō̮ƒě̮̮Ģƌ̮ƇŘłƐě̮̮'ŔƐěIPS̮̮Ģ̮ƌ̮ķŗ̮̮ŀ̗ŞƁ̮řķ̮ŔƜƏķƖŁSecurity Profile > Intrusion Prevention̮̮
̮̮ ĚƮ̮Ģłō̮˫Ʈ̮ƕ̮'ŔƜƐƜļĻSignature̮̮ĢŞƜƈ˫č̮ŀ̗ŞƁ̮ŗœ̮ƍī̮řķ̮ƕ̮'ŔƜƐě̮œ˫ŊƮķ̮ƍī̮ġķŘĻ̮ŔƮŔŉ̮̮ ġƖƐƌ̮ŗœ̮'ŔƜƐě̮̩œ˫žłŝķ̮˫ƓApplication Signature̮̮Ģƌ̮̮ ŔƜƏķƖŁ

Signature̮ƒě̮ŔƜƐě̮ŀƁœ̮'ƋƜƐě̮œ˫ŊƮķ̮ķŗ̮ĢƮ˫Ɠ̮̮'ƋƮŗķœ̮ƒĠƏ̮ŀƮŔčī̮ŀƈ˫ō̮ŗœ̮ƒŢƜ̗Ɠ̮ķŗ̮ŠŒĻ̮ƎƮķ 

̮

WAF̮̮̮̮ ġƖƐƌ̮řķ̮ķŔłĻķ̮ŔƮ˫Ļ̮ķŗSystem > Feature Visibility̮̮̮̮ ġƖƐƌ̮ŗœ̮˫Ł̮ƋƜƓœ̮ŗķŘƁ̮Ƈ˫ŶŽ̮ŀƈ˫ō̮ŗœSecurity Profile̮̮̮̮ 'ƋƜƐƜļĻ̮ķŗ̮ƍī̮œŗķƕ̮Řğķ̮Ƈ˫ō
̮ġƖƐƌSecurity Profile > Web Application Firewall̮Ģ̮ƌ̮'ƋƮƖš'ƋƜƓœ̮Ɗ˫ŊƏķ̮ķŗ̮ŠŒĻ̮ƎƮķ̮ƒĻ̮ūƖĻŘƌ̮Ŀ˫̗ƜŲƐŁ̮ƋƜƏķƖŁ̮̮ƣƖ̗ŶƌWAF̮̮ġķŘĻ̮ķŗ
Ě̮ƜŽķŘŁĢ̮ƌ̮̙őķœ̮ƒĻ̮ƍƕŘƜĻ̮řķ̮ƒě̮ĢƮ˫ƓĢƌ̮Ƈ˫ŶƁ̮˭ŔƐƮī̮'ƋƜƐě̮ƒě̮ŔƜƐě̮ŀƁœWAF̮̮ŀƈ˫ō̮ŗœ̮ŬƂŽProxy̮Ģ̮ƌ̮̙̗ŵ̮ŀƜĠƜŁŗƖŽ̮ƇķƕŘƮ˫Ž̮ġƕŗ̮̮ 'ŔƐě̮

̮
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11 Dos Policy 
Ģƌ̮˭ŀƜĠƜŁŗƖŽ̮ƇķƕŘƮ˫Ž̮ŗœ̮ŀƜƉĻ˫Ɓ̮ƎƮķ̮˫Ļ̮̮ ĿƤ̗ō̮řķ̮ƋƜƏķƖŁDoS̮̮̮̮ ƕDDoS̮̮̮ 'ƋƜƐě̮ġŘƜğƖƉŉ̮ķŔŉ̮ġƖƐƌ̮ĚƮ̮ŗœ̮ƇķƕŘƮ˫Ž̮ġƕŗ̮ķŔŉ̮ĿŗƖŦĻ̮ŀƜƉĻ˫Ɓ̮ƎƮķ

̮̮ 'ŀŝķ̮̩Ŕš̮ƒłŽŘğ̮ŘŲƏ̮ŗœDoS̮̮ŜƮƕŘŝ̮ƎłőķŔƏķ̮ŗ˫ě̮řķ̮ŻŔƓ̮ƒĻ̮ƒě̮ŔƐłŞƓ̮ĢŁƤ̗ōĢƌ̮ķŘŉķ̮̙Ļ˫Ƃƌ̮ŻŘŭ̮ġ˫Ɠ̮̮ 'œƖš̮ŠŒĻ̮ƎƮķ̮Ŀ˫̗ƜŲƐŁ̮Ɗ˫ŊƏķ̮ġķŘĻ
̮̮œŗķƕ̮̮ġƖƐƌPolicy & Object > DoS Policy̮̮Ģ̮ƌĢ̮ƌ̮ƕ̮'ƋƮƖš̮̮ġŘŝ̮ĚƮ̮ŔƜƏķƖŁƒƐƮŚğ̮̮ƒĻ̮ūƖĻŘƌ̮ƒě̮˫Ɠ̮̮ġŘƜğƖƉŉ̮ŗœ̮̩Ŕš̮żƮŘŶŁ̮ŠƜč̮řķ̮ĿƤ̗ō

̮'ŔƜƐě̮Ƈ˫ŶŽ̮ķŗ̮ŀŞƜƈĢƌ̮ƍ˫ƐĖ̗Ɠ̮̮ 'ŔƜƐě̮ġŘƜğƖƉŉ̮ķŗ̮ĿƤ̗ō̮řķ̮ĢőŘĻ̮ƋƓ̮ŘŲƏ̮œŗƖƌ̮ŜƮƕŘŝ̮ƕ̮ŔŦƂƌ̮ƕ̮ķŔļƌ̮śŗœī̮ƒĻ̮ƒŉƖŁ̮˫Ļ̮ŔƜƏķƖŁ̮

̮̮ 'ŀŝķ̮̩œ˫žłŝķ̮̙Ļ˫Ɓ̮ĢƮ˫ƔƐŁ̮ƒĻ̮ƕ̮ŔƜƐě̮Ƈ˫̗ŵķ̮ĢƮ˫ŉ̮ŗœ̮ķŗ̮ĢŞƜƈ˫č̮ƎƮķ̮ŀŞƜƏ̮ġř˫ƜƏ̮̮ ŀƜƉĻ˫Ɓ̮ƒě̮ŀŝķ̮ƎƮķ̮ƒłĜƏIPS̮̮̮̮ ķŗ̮ĢƮķŔłĻķ̮ƕ̮Ģ̗ƮŔƁ̮ĿƤ̗ō̮ƎƮķ̮Řņěķ
Ģƌ̮ġŘƜğƖƉŉ̮̮ ̮'ŔƐě̮

̮

̮

̮

̮

 

̮

̮
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12 VPN and Cryptography 
VPN̮̮ ƒ̗Ɖě̮żžŒƌVirtual Private Network̮̮̮̮ 'ŀŝķ̮̮ ŠƂƏ̮ŠŒĻ̮ƎƮķ̮ŗœVPN̮̮̮ ĚƮ̮ġƕŗ̮ƒě̮ĢƮ˫łƮœ̮ġř˫ŝ̮Ǝƌķ̮'œŘě̮ƋƜƓķƖő̮ĢŝŗŘĻ̮ķŗ̮ŀƜƐƌķ̮ŗœ

Ģ̮ƌ̮ķŔƜč̮Ƈ˫ƂłƏķ̮ĢƌƖ̗ŵ̮ŘƜŞƌķŗ̮ŔƐě̮̮̮˫ ōƤŮťķ̮̮VPN̮̮Ģƌ̮̮ ĢŁŗƖŦĻ̮˫Ʈ̮ƋƜƮƖğVPN̮̮̮̮ ęŗœ̮ŘłƔĻ̮ķŗ̮żƮŘŶŁ̮ƎƮķ̮ŘƮř̮̙Ĝš̮ŗœ̮'œŗķœ̮̩ŔƔŵ̮ŘĻ̮ķŗ̮ŀƜƈƖĶŞƌ̮ƎƮķ
̮̮ 'œŘě̮ƋƜƓķƖő̮

̮
̮̮ġ˫ƮķŚƌVPN̮̮Ģƌ̮̩ŔƓ˫Ţƌ̮ŘƮř̮̙Ĝš̮ŗœ̮ķŗ̮̮'ƋƜƐěVPN̮̮Ģ̮ƌ̮ġř˫ŝ̮̩œ˫Ɯč̮ŀƏŘłƐƮķ̮ŘłŞĻ̮ġƕŗ̮ĢłōķŘĻ̮ƕ̮ŀŝķ̮ƒƐƮŚƓ̮Ƌě̮ŗ˫ƜŞĻ̮şƕŗ̮ġŘƮŖč̮ś˫ƜƂƌ̮'œƖš

̮̮ œŗķœ̮ġœ˫Ʈřƍ˫ƐĖ̗Ɠ̮̮̮Ģƌ̮̮ ƀƮŘŭ̮řķ̮ķŗ̮Ŀƕ˫žłƌ̮ŀƮ˫ŝ̮ŗķŚƓ̮ƎƮŔƐĕ̮˫Ł̮ŔƜƏķƖŁVPN̮̮̮̮ ̙ņƌ̮ĢƮ˫Ɠ̮ġėƖƈƖƐĜŁ̮˫Ļ̮'ŔƜƐě̮̙ťƕ̮ƋƓ̮ƒĻDSL̮̮̮̮ 'œŗķœ̮̙ƌ˫ě̮ġŗ˫ğř˫ŝ
Ģƌ̮ƕ̮ŘłŞĻ̮ġƕŗ̮ŔƜƏķƖŁDSL̮̮ńŎĻVPN̮Ģ̮ƌ̮ƋƓķŘŽ̮˫ƌ̮ġķŘĻ̮ķŗ̮ĢĻƖő̮ŀƜƐƌķ̮ŀƮ˫ƔƏ̮ŗœ̮ƕ̮'ŔƜƐě̮ġř˫ŝ̮̩œ˫Ɯč̮ķŗ̮̮ 'ŔƐě̮

̮
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̮̮ ġ˫Ɠ̮ŬƜŎƌ̮ŗœ̮ƣƖ̗Ŷƌ̮ƒě̮ĢƮ˫Ɠ̮ŔƮŔƔŁWAN̮̮̮̮ ĿŗƖŦĻ̮Ƈ˫ŦŁķ̮ƕRemote Access̮̮̮̮ ġķŘĻ̮ƒƉ̗ō̮ġ˫ƐŶƌ̮ƒĻ̮Ƈƕķ̮œŗƖƌ̮'ŀŝķ̮ŘƮř̮ĿŗƖŦĻ̮˭œŗķœ̮œƖŉƕ
š̮ķœ̮ķŗ̮ŻŘŭ̮ƕœ̮ŘƓ̮Ģƈ˫ŝŗķ̮Ŀ˫ŵƤŭķ̮ƕ̮œŘƜĠĻ̮ŗķŘƁ̮ŻŘŭ̮ƕœ̮ƎƜĻ˫ƌ̮ƒě̮ĿŗƖť̮ƎƮķ̮ƒĻ̮ƒƉ̗ō̮ƊƖŝ̮œŗƖƌ̮ƕ̮œ˫Ɛŝķ̮̙Ŷŉ̮ġķŘĻ̮ƒƉ̗ō̮Ɗƕœ̮œŗƖƌ̮ƕ̮˭œƖƐš̮Ŕš˫Ļ̮ƒł

œ̮ƒě̮'œŘě̮ƋƜƓķƖő̮ƒĵķŗķ̮ƍī̮œŗƖƌ̮ŗœ̮ġŘłŢƜĻ̮Ŀ˫ŎƜũƖŁ̮ƒƌķœķ̮ŗ̮

̮
̮̮ ƀƮŘŭ̮řķ̮ƣƖ̗Ŷƌ̮˭Ƈƕķ̮şƕŗSniffer̮Ģƌ̮Ɗ˫ŊƏķ̮˫ƓœƖš'̮̮Ģƌ̮œƖƐš̮ķŗ̮˫ƌ̮ġ˫łƮœ̮Ģłōķŗ̮ƒĻ̮˫Ɠ̮ŗķŚŽķ̮ƊŘƏ̮ƎƮķ̮̮ ŔƐš˫Ļ̮̩ŔŢƏ̮Śƌŗ̮˫ƌ̮ġ˫łƮœ̮ƒě̮ĢŁŗƖť̮ŗœ̮ƕ̮'ŔƐƐě
Ģƌ̮ķŗ̮˫ƌ̮ġ˫łƮœ̮ĢłōķŘĻĢƌ̮ƒƜťƖŁ̮ƣƖ̗Ŷƌ̮'ŔƐƏķƖő̮̮ řķ̮̩œ˫žłŝķ̮ġ˫ŊĻ̮Ƥņƌ̮'œƖš̮̩œ˫žłŝķ̮ū˫ļŁŗķ̮ġŗķŘƁŘĻ̮ġķŘĻ̮ƣ˫Ļ̮ŀƜƐƌķ̮˫Ļ̮ĢƮ˫Ɠ̮̙ĜŁƕŘč̮řķ̮œƖšHTTP̮̮

̮řķHTTPS ̮̮̮ 'œƖš̮̩œ˫žłŝķ̮

̮
̮

̮̮ şƕŗ̮ŗœEaves Dropping attack̮̮ġī̮̩ŔƐƐě̮ƒƉ̗ōĢƌ̮̙Ŷŉ̮ķŗ̮œƖő̮Ģč˫Ʈ̮ŔƐě̮̮˫ōƤŮťķ̮̮IP Spoofing̮̮Ģ̮ƌ̮Ɗ˫ŊƏķ̮̮ ŘƜƜźŁ̮ƒƏƖğ̮ŘƓ̮ġƖƉŉ̮ŔƮ˫Ļ̮˫ƌ̮'ŔƓœ
̮'ƋƮŘƜĠĻ̮ķŗ̮˫łƮœ̮ġƕŗ̮ġŘƜğƖƉŉ̮ġķŘĻĢƌ̮̙ō̮̩ķŗ̮řķ̮ƋƜƏķƖŁPacket Integrity̮̮'ƋƜƐě̮̩œ˫žłŝķ̮
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̮
̮̮şƕŗ̮ŗœMasquerading Attacks̮̮Ģƌ̮ŗķŘƁ̮ŻŘŭ̮ƕœ̮ƎƜĻ̮ķŗ̮œƖő̮ĢŦŒš̮ƕ̮'œŗķœ̮ĢŝŘłŝœ̮ŻŘŭ̮ƕœ̮řķ̮Ģƈ˫ŝŗķ̮ġ˫łƮœ̮Ɗ˫̗Ł̮ƒĻ̮ƒě̮ġŗƖŮĻ̮˭ŔƓœ
Ģƌŉ̮ķŗ̮˫łƮœ̮ŔƏķƖŁ̮̮ ƇķƕŘƮ˫Ž̮'ŀŝķ̮ƇķƕŘƮ˫Ž̮řķ̮̩œ˫žłŝķ̮˭ſ˫žŁķ̮ƎƮķ̮řķ̮ġŘƜğƖƉŉ̮̙ō̮̩ķŗ̮ƣƖ̗Ŷƌ̮'ŔƐě̮œƖƐš̮˫Ʈ̮ƕ̮̙ŶSequence Number̮̮̮̮ œ˫ŊƮķ̮ƊƕŔƏŗ̮ġ˫Ɠ
Ģƌ̮˫Ł̮'ŔƐěSession̮̮̮ 'ŔƏƖŢƏ̮ĚƓ̮œƖŉƖƌ̮ġ˫Ɠ̮

̮
̮ķŗ̮ſƖŽ̮̙ĜŢƌ̮ƒŝ̮Ɗ˫̗ŁVPN̮Ģƌ̮'ŔƐě̮̙ō̮ŔƏķƖŁ̮

̮̮ ġķŘĻ̮ĢƉō̮̩ķŗ̮ƖĜŞƜŝĢ̮ōķŘŭ̮̮̮̮ ̙ō̮̩ķŗ̮Ƥņƌ̮'œŗķœ̮˫Ɠ̮ƒĜļš̮ġķŘĻ̮ƎƌķCisco Safe̮̮̮̮ ˫Ʈ̮ƕCisco CVD̮̮̮̮ ˫ƮCisco Validated Design̮̮̮ŀƔŉ̮ķŗ˫ƌ̮ƒě
̮̮ ĚƮĢōķŘŭ̮̮̮̮ ŗœ̮ƎƌķƒĜļš̮̮Ģƌ̮ĢƮ˫̗ƐƓķŗĢ̮ƌ̮ŠƮ˫̗Ə̮˫ƌ̮ġķŘĻ̮ķŗ̮ęŗƖłƏ̮ĚƮ̮ĢƉě̮ġŗ˫̗Ŷƌ̮ŘƮř̮̙Ĝš̮ŗœ̮ƒě̮'ŔƐě̮̮ ƣƖ̗Ŷƌ̮'ŔƓœƒĜļšŠ̮ŒĻ̮řķ̮˫Ɠ̮̙ņƌ̮ĢƮ˫Ɠ

Branch, Data Center, Internet Edge, Campus̮ķ̮̩Ŕš̮̙ƜĜŢŁŔƏ̮'̮
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̮
̮ġ˫Ɠ̮şƕŗ̮ųķƖƏķVPN̮̮̮ ˰ŀŝķ̮ŘƮř̮ĿŗƖŦĻ̮

ƉłŒƌ̮Ŀ˫ļŶš̮ƎƜĻ̮ƣƖ̗Ŷƌż̮̮̮̮şƕŗ̮řķ̮ġŚěŘƌ̮ŘłŽœ̮˫ĻSite-To-Site̮̮Ģƌ̮̩œ˫žłŝķ̮̮şƕŗ̮ŗœ̮ƕ̮œƖšRemote Access̮̮̮̮ Ŀ˫ŭ˫ļŁŗķ̮ŻŘŭ̮ĚƮ̮ƒě̮ĢƏ˫ƌř
Ģ̮ƌ̮̩œ˫žłŝķ̮şƕŗ̮ƎƮķ̮řķ̮ŔƐš˫Ļ̮˫Ɠ̮ŀƐƮƤě̮˫ƌ̮̮'ƋƜƐěClientless̮̮ĢƐŶƮ̮̮ƒ̮Ļ̮ŗœ˫Ɓ̮ġŗķŚŽķ̮ƊŘƏ̮ĺŦƏ̮ƍƕŔĻ̮̮ŀƜƉĻ˫Ɓ̮řķ̮̩œ˫žłŝķ̮̮VPN̮̮̮̮'ŀŝķFull Client̮̮

Ģƌ̮ġŗķŚŽķ̮ƊŘƏ̮ĺŦƏ̮˫Ļ̮ĢƐŶƮ̮ŗœ̮ŀƜƉĻ˫Ɓ̮ƎƮķ̮ġ˫ƮķŚƌ̮řķ̮̙ƌ˫ě̮ĿŗƖŦĻ̮ƋƜƏķƖŁVPN̮̮'ƋƮƖš̮ŗķœŗƖőŘĻ̮

̮
̮řķ̮ġķ̮ƒƏƖ̗Ə̮ŘƮř̮ŘƮƖŦŁSite-To-Site VPN̮'̮ŀŝķ̮

̮
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̮řķ̮ġķ̮ƒƏƖ̗Ə̮ƋƓ̮ŘƮř̮̙Ĝš̮ŗœRemote Access VPN̮Ģƌ̮̩ŔƓ˫Ţƌ̮ķŗ'̮ƋƜƐě̮

̮
̮ġ˫Ɠ̮ŀƜƉĻ˫Ɓ̮˫Ʈ̮ķŚŉķVPN̮ŔƐłŞƓ̮ŘƮř̮ŋŘš̮ƒĻ̮̮˰

Authentication̮Ģ̮ƌ̮ƎƜ̗Ůƌ̮ŀŞƜƏ̮ĢƉŶŉ̮ŤŒš̮̙Ļ˫Ƃƌ̮ŻŘŭ̮ƒĜƐƮķ̮řķ̮˫ƌ̮ƕ̮˭ŀƮƖƓ̮řķŘōķ̮ĢƐŶƮ'ƋƮƖš̮

Encapsulation Method̮ƋƜƐě̮Ǝƌķ̮ġ˫łƮœ̮ĚƮ̮ŘĻ̮ŗķƖŝ̮ķŗ̮˫łƮœ̮ĢƮ˫Ɠ̮şƕŗ̮ƒĕ̮˫Ļ̮ĢƐŶƮ̮̮̮ 'ƋƜƓœ̮ŔŦƂƌ̮̙ƮƖŎŁ̮ƕ̮

̮Packet Integrity̮'ŘƜŞƌ̮ƇƖŭ̮ŗœ̮˫łƮœ̮ŘƜƜźŁ̮řķ̮ġŘƜğƖƉŉ̮ĢƐŶƮ̮

Key Management̮'˫łƮœ̮ġŗ˫ĠƏŚƌŗ̮ġķŘĻ̮˫Ɠ̮ŔƜƉě̮ŀƮŘƮŔƌ̮ĢƐŶƮ̮

Non-Repudiation̮Ģ̮̗Ə̮ĢŞě̮ĢƐŶƮ̮'ġŗ˫ě̮Ɗ˫ŊƏķ̮ŗœ̮ŗ˫ĜƏķ̮ƊŔŵ̮řķ̮ġŘƜğƖƉŉķƖŁ̮̮ ƒě̮Ģƈ˫ō̮ŗœ̮Ɗķ̮̩œķŔƏ̮Ɗ˫ŊƏķ̮ķŗ̮ŗ˫ě̮ƎƮķ̮Ǝƌ̮ŔƐě̮ŗ˫ĜƏķ̮ŔƏ
̮'œŘě̮ƋƜƓķƖő̮ĢŝŗŘĻ̮ŘŁ̮ĢĵŚŉ̮ĿŗƖŦĻ̮ķŗ̮œŗķƖƌ̮ƎƮķ̮ƒƌķœķ̮ŗœ̮'ŀŝķ̮̩œķœ̮Ɗ˫ŊƏķ̮ķŗ̮ŗ˫ě̮ƎƮķ̮̮şœƖő 

̮
̮

̮
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̮̮ŗœ̮ŀƜƐƌķ̮ġŗķŘƁŘĻ̮ġķŘĻ̮̙ĜŁƕŘč̮ƕœVPN̮̮̮̮'œŗķœ̮ġŗ˫ƜŞĻ̮œŘĻŗ˫ěIPSEC̮̮̮̮ƕSSL̮̮řķ̮ƊķŔě̮ŘƓ̮ƒě̮'ƍīƋłƮŗƖĠƈķ̮řķ̮˫Ɠ̮̮ġ˫ƓCryptography̮̮̮̩œ˫žłŝķ
Ģƌ̮ġ˫Ɠ̮ƋłƮŗƖĠƈķ̮˫Ļ̮ƋƜƓķƖő̮Ģƌ̮ŠŒĻ̮ƎƮķ̮ŗœ̮'ŔƐƐěCryptography̮̮ġ˫ƓœŘĻ˫ě̮'ƋƮƖš̮˫ƐšīCryptography̮̮̮˫ƓœŘĻŗ˫ě̮ƎƮķ̮ƒě̮ŔƐłŞƓ̮ŘƮř̮ĿŗƖŦĻ
Ģƌ̮żƮ˫űƕ̮řķ̮ŔƐƏķƖŁVPN̮̮'ŔƐš˫Ļ̮ƋƓ̮

̮
Confidentiality̮̮̮̮'ŔƐě̮œƖƐš̮ķŗ̮ƍī̮ŔƏķƖłƏ̮ĢŞě̮˫Ł̮œƖš̮Śƌŗ̮ĢŁŗƖŦĻ̮˫łƮœ̮ĢƐŶƮ̮'Ŀ˫ŵƤŭķ̮ĢĠƏ˫ƌŘŎƌ̮ġ˫ƐŶƌ̮ƒĻIntegrity̮̮̮̮ řķ̮ġŘƜğƖƉŉ̮ġ˫ƐŶƌ̮ƒĻ

̮̮'ŘƜŞƌ̮ƇƖŭ̮ŗœ̮˫łƮœ̮̙Ŷŉ̮ƊŔŵAuthentication̮̮̮̮ 'ŀŝķ̮˫ƌ̮ŗ˫ŲłƏķ̮œŗƖƌ̮ŤŒš̮ƍ˫̗Ɠ̮˫ƌ̮̙Ļ˫Ƃƌ̮ŤŒš̮ƋƮƖš̮Ǝ̗Ůƌ̮˫Ł̮ŀƮƖƓ̮řķŘōķ̮ġ˫ƐŶƌ̮ƒĻ
Nonrepudiation̮̮Ģ̗Ə̮ĢŞě̮ĢƐŶƮ̮̮ 'ƊœŘĜƏ̮ķŗ̮ŗ˫ě̮ƎƮķ̮Ǝƌ̮ŔƐě̮˫ŵœķ̮˫ƌķ̮̩œŘě̮ķŗ̮ġŗ˫ě̮ŔƐě̮ŗ˫ĜƏķ̮ŔƏķƖŁKey Management̮̮ŔƜƉě̮ŀƮŘƮŔƌ̮ĢƐŶƮ̮̮ ĢƮ˫Ɠ

Ŀ˫ŭ˫ļŁŗķ̮ŗœ̮ġř˫ŝ̮̩œ˫Ɯč̮ƕ̮œ˫ŊƮķ̮ġķŘĻ̮ƒě̮ƍī̮ġř˫ŝ̮Ǝƌķ̮ƕ̮Ģƌ̮ŗķŘƁ̮̩œ˫žłŝķ̮œŗƖƌ̮̮ 'ŔƏŘƜğ̮

ƋłƮŗƖĠƈķ̮̮ĢƮ˫ƓCryptography̮̮̮̓ƒłŝœ̮ƒŝ̮ƒĻSymmetric, Asymmetric, HashingƂ̮Ł̮̒Ģƌ̮ƋƜŞ̮̮ġ˫ƓœŘĻ˫ě̮Ɗ˫̗Ł̮'ŔƏƖšCryptography̮̮̮̮ ƒĻ
ŗœ̮'ŀŝķ̮ġř˫ŝ̮̩œ˫Ɯč̮̙Ļ˫Ɓ̮ſƖŽ̮ƋłƮŗƖĠƈķ̮ƒŝ̮ƒŮŝķƕ̮̮ş̮ƕŗ̮̮Symmetric Encryption̮̮Ģƌ̮̩œ˫žłŝķ̮ƒĻ˫Ţƌ̮ƕ̮ƍ˫ŞĜƮ̮ŔƜƉě̮ū˫ļŁŗķ̮ŻŘŭ̮ƕœ̮ŘƓ̮'ŔƐƐě

̮ŗœAsymmetric Encryption̮ƒĻ˫Ţƌ̮ŘƜŹ̮ŔƜƉě̮řķ̮ū˫ļŁŗķ̮ŻŘŭ̮ƕœ̮ƍŗ˫Ƃłƌ˫Ə̮˫Ʈ̮ƕ̮Ģƌ̮̩œ˫žłŝķ̮'ŔƐƐě 

 

¶ Symmetric Encryption 

̮̮ŗœSymmetric Encryption̮̮Ģƌ̮̩œ˫žłŝķ̮ƒĻ˫Ţƌ̮ƕ̮ƍ˫ŞĜƮ̮ŔƜƉě̮řķ̮ū˫ļŁŗķ̮ŻŘŭ̮ƕœ̮ŘƓ̮̮ ĚƮ̮ġƕŗ̮Ŀ˫ŵƤŭķ̮̩ŔƏŘƜğ̮ƕ̮Ŀ˫ŵƤŭķ̮̩ŔƐłŝŘŽ̮ĢƐŶƮ̮'ŔƐƐě
Ģ̮ƌ̮ƀŽķƖŁ̮ƒĻ˫Ţƌ̮ŔƜƉěĢ̮ƌ̮ŗķŘƁ̮̩œ˫žłŝķ̮œŗƖƌ̮ĢƮ˫ŢğŚƌŗ̮ƕ̮ġŗ˫ĠƏ̮Śƌŗ̮ġķŘĻ̮ŔƜƉě̮ƎƮķ̮ƕ̮ŔƐƐě̮̮şƕŗ̮ƎƮķ̮ŗœ̮ŻƕŘŶƌ̮ƋłƮŗƖĠƈķ̮ƒŝ̮''œŘƜğDES, 3DES, 

AES̮̮Ģƌ̮'Ŕš˫Ļ̮
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̦
̮̮œŘĻŗ˫ě̮ƎƮŘł̗ƔƌConfidentiality̮̮Ģƌ̮Śƌŗ̮ķŗ̮˫łƮœ̮̩ŔƐłŝŘŽ̮ƒě̮'Ŕš˫Ļ̮Ģƌ̮ƋłƮŗƖĠƈķ̮ƎƮķ̮ŗœĢƌ̮ĢƮ˫Ţğ̮Śƌŗ̮ķŗ̮˫łƮœ̮̩ŔƏŘƜğ̮ƕ̮ŔƐěŔƐě̮̮̮˫Ļ̮ŻŘŭ̮ƕœŘƓ̮ƕ

Ģ̮ƌ̮Ɗ˫ŊƏķ̮ķŗ̮ŗ˫ě̮ƎƮķ̮ƍ˫ŞĜƮ̮ŔƜƉě̮ĚƮ̮řķ̮̩œ˫žłŝķ̮̮ 'ŔƐƓœ̮

̮
̮̮ġ˫Ɠ̮ƋłƮŗƖĠƈķ̮ƒě̮ĢŁ˫ƜťƖŦőSymmetric̮̮Ģƌ̮̙̗ŵ̮ŴƮŘŝ̮ŗ˫ƜŞĻ̮ƒĜƐƮķ̮Ƈƕķ̮'ŀŝķ̮ŘƮř̮ĿŗƖŦĻ̮ŔƏŗķœ̮̮ ŗ˫ƜŞĻ̮ƋƜŊō̮ġ˫Ɠ˫łƮœ̮ġŗ˫ĠƏŚƌŗ̮ġķŘĻ̮'ŔƐƐě

̮̮ ĹƖőŔƐłŞƓƌ̮ŘŁƣ˫Ļ̮ƍī̮ŀƜƐƌķ̮˭Ŕš˫Ļ̮ŘŁ̮ĝŗŚĻ̮ŔƜƉě̮ƇƖŭ̮ƒĕŘƓ̮ĢƐŶƮ̮œŗķœ̮ŀƜƐƌķ̮ƍœŘĻƣ˫Ļ̮ŗœ̮Ģ̗Ɣƌ̮ŗ˫ƜŞĻ̮ŠƂƏ̮ŔƜƉě̮ƇƖŭ̮'Ģ̮̮ şƕŗ̮ƎƮķ̮Šƈ˫ĕ̮'Ŕš˫Ļ
Ƃ̮łƏķ̮'ŀŝķ̮ū˫ļŁŗķ̮ŻŘŭ̮ƕœŘƓ̮ƒĻ̮ƒĻ˫Ţƌ̮ŔƜƉě̮ƎƮķ̮Ƈ˫̮

̮
̮



Firewall̦Fortigate̦̦ ̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦ 

48 
 

¶ Asymmetric Encryption 

̮̮ŗœAsymmetric Encryption̮̮Ģƌ̮̩œ˫žłŝķ̮ƒĻ˫Ţƌ̮ŘƜŹ̮ŔƜƉě̮řķ̮ū˫ļŁŗķ̮ŻŘŭ̮ƕœ̮̮ŘƓ̮şƕŗ̮ƎƮķ̮ŗœ̮'ŔƐƐěŘĻŗ˫ě̮̮̮̮ĢĜƮ̮'œŗķœ̮ŔƜƉě̮ƕœPrivate Key̮̮̮̮ ̮ƕ
̮ġŘĠƮœPublic Key̮̮˫Ļ̮ƒě̮ĢŁ˫ŵƤŭķ̮ŘƓ̮'ŀŝķPublic̮̮ƍ˫̗Ɠ̮˫Ļ̮ŬƂŽ̮œƖš̮ŚƌŗPrivate̮Ģ̮ƌ̮ř˫Ļ̮̮ ŻŘŭ̮ŘƓ̮ƒě̮ŀŝķ̮ĿŗƖť̮ƎƮķ̮ƒĻ̮ƍī̮ƊŚƜƏ˫Ĝƌ̮ƕ̮'œƖš
Public̮̮Ģƌ̮ŗķŘƁ̮̙Ļ˫Ƃƌ̮ŻŘŭ̮ŗ˫Ɯłőķ̮ŗœ̮ķŗ̮œƖő̮̮ŔƜƉě̮ƎƜ̗Ɠ̮˫Ļ̮ķŗ̮˫łƮœ̮Ɗ˫̗Ł̮˫łƮœ̮Ƈ˫ŝŗķ̮ĿŗƖť̮ŗœ̮̙Ļ˫Ƃƌ̮ŻŘŭ̮˫Ł̮'ŔƓœPublic̮̮̮̩ŔƏŘƜğ̮ġķŘĻ̮ƕ̮ŔƐě̮Śƌŗ

œ̮'ŔƐě̮Ƈ˫ŝŗķ̮ŔƏŗķœ̮œŘĻŗ˫ě̮şƕŗ̮ƎƮķ̮ŗœ̮ƒě̮ĢƮ˫Ɠ̮ƋłƮŗƖĠƈķ̮'ƋƮŗķŔƏ̮ķŗ̮̙Ļ˫Ƃƌ̮ŻŘŭ̮ƒĻ̮ŔƜƉě̮Ƈ˫ƂłƏķ̮Šƈ˫ĕ̮ŀƈ˫ō̮ƎƮķ̮ŗRSA, DḪĢƌ̮̮ 'ŔƐš˫Ļ̮

̦
Confidentiality̮̮ġ˫Ɠ̮şƕŗ̮ŗœAsymmetric̮Ģ̮ƌ̮̙̗ŵ̮ŔƐě̮ŗ˫ƜŞĻ̮şƕŗ̮ƎƮķ̮'œŗķœ̮œŘĻŗ˫ě̮ƋƓ̮̮ 'ŔƐě̮

̮
Integrity̮̮̮̮ ġ˫Ɠ̮şƕŗ̮ŗœAsymmetric̮̮Ģƌ̮ƒłžğ̮Ƈ˫łƜŊƮœ̮ġ˫Ūƌķ̮ƍī̮ƒĻ̮˫ōƤŮťķ̮'œŗķœ̮œŘĻŗ˫ě̮ƋƓ̮̮ ķŗ̮˫łƮœ̮ƒě̮ĿŗƖť̮ƎƮķ̮ƒĻ̮'œƖšHasḫ̮Ģƌ̮ƕ̮ƋƜƐě

Hasḫ̮̮̮˫Ļ̮ķŗPrivate̮̮Ģ̮ƌ̮Śƌŗ̮ƍ˫ƌœƖő̮̮ƕ̮ŔƐĜƜƌ̮ř˫Ļ̮ķŗ̮˫łƮœ̮̩ŔƏŘƜğ̮ƕ̮'ƋƜƐěHasḫ̮̮̮˫Ļ̮ķŗPublic̮̮Ģ̮ƌ̮ř˫Ļ̮˫ƌĢ̮ƌ̮ƎƜ̗Ůƌ̮ƕ̮'ŔƐěŞƌ̮ƇƖŭ̮ŗœ̮˫łƮœ̮ƒě̮œƖšƜ̮̮̮ Ř
̮ŔƜƉě̮ƒě̮ķŘĕ̮˭̩œŘĜƏ̮ŘƜƜźŁPrivate̮̮şƕŗ̮ƎƮķ̮'œŗķŔƏ̮ĢŞě̮ķŗ̮˫ƌNonrepudiation̮Ģƌ̮œ˫ŊƮķ̮ƋƓ̮ķŗ̮ŗ˫ĜƏķ̮ƊŔŵ̮˫Ʈ̮'ŔƐě̮
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̮
¶ Hashing 

Ž̮Řŭ̮ĚƮ̮ŔƐƮīŘŽ̮ĚƮ̮ƒŝƕŘč̮ƎƮķ̮̮'œŘě̮ŔƜƓķƖő̮ŀŽ˫Ʈŗœ̮ķŗ̮ŀĻ˫Ņ̮ŚƮ˫ŝ̮ĚƮ̮˫Ļ̮ĢŉƕŘő̮ĚƮ̮œƖš̮̩œķœ̮ƍī̮ƒĻ̮ƒě̮ġŚƮ˫ŝ̮ŘƓ̮˫Ļ̮˫łƮœ̮ƋłƮŗƖĠƈķ̮ƎƮķ̮ŗœ̮'ŀŝķ̮ƒ
̮̮ ĢƐŶƮĢ̗Ə̮˫ƌ̮ġ˫łƮœ̮ĚƮ̮řķ̮ƋƜƏķƖŁHasḫ̮̮˫łƮœ̮ĚƮ̮ƕ̮̩Ŕš̮Ģ̗łƮŗƖĠƈķ̮œŗķƕ̮˫łƮœ̮ƕ̮'œŗķŔƏ̮œƖŉƕ̮ġŔƜƉě̮ƋłƮŗƖĠƈķ̮ƎƮķ̮ŗœ̮'ƋƜŝŘĻ̮ĢƉťķ̮ġ˫łƮœ̮ƒĻ̮̩ŗ˫Ļƕœ̮̩Ŕš

ŀĻ˫Ņ̮ŚƮ˫ŝ̮˫Ļ̮ƍī̮řķ̮̮ġ˫Ɠ̮ƋłƮŗƖĠƈķ̮řķ̮'ŔƮī̮Ģƌ̮ƍƕŘƜĻHashing̮Ģƌ̮̮ ƍķƖŁMD5, SHA1, SHA2, HMAC̮̮'œŘĻ̮Ɗ˫Ə̮ķŗ̮

̮ƒě̮ĢƮ˫ƓœŘĻŗ˫ě̮ƒƉ̗ŉř̮ķHashing̮̮̮œŗķœIntegrity̮Ģƌ̮ƋłƮŗƖĠƈķ̮œŗķƕ̮˫łƮœ̮'ŀŝķ̮ĚƮ̮ƕ̮œƖšHasḫ̮Ģƌ̮ŀŽ˫Ʈŗœ̮ŀĻ˫Ņ̮ŗķŔƂƌ̮˫Ļ̮˫łƮœ̮ƒě̮ĢƏ˫ƌř̮ƕ̮'ƋƜƐě
Ģ̮ƌ̮ķŗ̮̮˫Ļ̮̩ķŘ̗Ɠ̮ķŗ̮˫łƮœ̮ƎƮķ̮'ŔƜƐě̮Ƈ˫ŝŗķ̮ŔƜƓķƖőHasḫ̮̮̮Ƈ˫ŝŗķ̮ƍīĢ̮ƌŔƜƐěŔƓœ̮ŘƜƜźŁ̮ķŗ̮˫łƮœ̮̩ķŗ̮ŗœ̮ĢŞě̮Řğķ̮'˭̮̮̮̩ ŔƏŘƜğ̮̮˫łƮœ̮̮ě̮̮ĢƏ˫ƌř̮̮̩ŗ˫Ļƕœ̮ķŗ̮˫łƮœ̮ƒHasḫ̮
Ģƌ̮̮˫Ļ̮ƕ̮ŔƐěHasḫ̮Ģƌ̮ƒŞƮ˫Ƃƌ̮˫łƮœ̮̩ķŘ̗ƓĢ̮ƌ̮̩˫ğī̮ŘƜŞƌ̮ƇƖŭ̮ŗœ̮˫łƮœ̮ŘƜƜźŁ̮řķ̮ŔƐě̮̗ łō̮̮˭ŔƓœ̮ŘƜƜźŁ̮ķŗ̮˫łƮœ̮ƒě̮ĢŞě̮ś˫ŊƐƮķ̮ĢƉťķ̮ƇķƖŝ̮Ƈ˫ō̮'œƖš̮̮̮˫
Ģƌ̮ŔƏķƖŁHasḫ̮̮ ˯ŀŞƜĕ̮̙ō̮̩ķŗ̮'ŔƓœ̮ŘƜƜźŁ̮ƋƓ̮ķŗ̮˫łƮœ̮

̮
̮̮ ̙ō̮̩ķŗ̮řķ̮˭œƖš̮̙ō̮̙ĜŢƌ̮ƎƮķ̮ƒĜƐƮķ̮ġķŘĻHMAC̮̮˫žłŝķĢƌ̮̩œ̮̮ ĢƮ˫ƔƐŁ̮ƒĻ̮ķŗ̮˫łƮœ̮ƒě̮ĿŗƖť̮ƎƮķ̮ƒĻ̮'ƋƜƐěHasḫ̮̮̮ ̩ķŘ̗Ɠ̮ķŗ̮˫łƮœ̮ƒě̮ĿŗƖť̮ƎƮķ̮ƒĻ̮'ƋƜƐĜƏ

̮̮ŔƜƉě̮ĚƮ̮˫ĻHasḫ̮̮̮˫Ļ̮˫łƮœ̮ĢŞě̮Řğķ̮ŘƜŞƌ̮ƇƖŭ̮ŗœ̮˫Ł̮'ƋƜƐěHasḫ̮Ģƌ̮ƒŉƖłƌ̮Ŀ˫ŵƤŭķ̮̩ŔƏŘƜğ̮˭œķœ̮ŘƜƜźŁ̮ķŗ̮̮ ķŗ̮˫łƮœ̮̩ŗ˫Ļƕœ̮̩ŔƏŘƜğ̮ƒě̮ĢƏ˫ƌř̮ķŘĕ̮œƖš
Hasḫ̮Ģ̮ƌ̮̮ ƍ˫̗Ɠ̮'ŔƐěHasḫ̮Ģ̮̗Ə̮ŀŝŔĻ̮ŘŲƏ̮œŗƖƌŀƈ˫ō̮ƎƮķ̮ŗœ̮'ŔƮī̮̮Ģ̮ƌ̮żƁķƕ̮ƒƉĶŞƌ̮ƕœ̮ƒĻ̮̩ŔƏŘƜğĢƌ̮ŘƜŞƌ̮ŗœ̮˫łƮœ̮ŘƜƜźŁ̮ƒŉƖłƌ̮ƒĜƐƮķ̮ĢĜƮ̮'œƖš̮'œƖš
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Ģ̮ƌ̮̙ť˫ō̮ƍ˫ƐƜ̗ŭķ̮ŔƜƉě̮řķ̮̩œ˫žłŝķ̮Řŭ˫ŒĻ̮Ŀ˫ŵƤŭķ̮̩ŔƐłŝŘŽ̮ƍœƖĻ̮ĢƉťķ̮řķ̮ƒĜƐƮķ̮Ɗƕœƌķ̮'ŔƐě̮̮ ƍ˫ƌķ̮ŗœ̮ŘĠƮŔ̗Ɠ̮řķ̮ŻŘŭ̮ƕœ̮ƎƮķ̮ƒě̮ś˫ŊƐƮķ̮̙ĜŢƌ̮˫
̮̮ şƕŗ̮ŗœ̮̙ĜŢƌ̮ƎƮķ̮'ŀŝķ̮ƍ˫ŞĜƮ̮ŻŘŭ̮ƕœŘƓ̮ŔƜƉě̮ƒě̮ķŘĕ̮ŔƐłŞƜƏRSA̮̮̮ 'ŀŝķ̮̩Ŕš̮̙ō̮Ƈ˫łƜŊƮœ̮ġ˫Ūƌķ̮˫Ʈ̮

̮
Authentication̮̮ŀƮƖƓ̮řķŘōķ̮˫Ʈ'̮ŔƐłŞƓ̮ŘƮř̮ĿŗƖť̮ƒĻ̮ƒě̮'œŗķœ̮ŀƈ˫ō̮ƕœ̮ƋƓ̮

Subject Authentication̮̮Ģƌ̮ƎƜ̗Ůƌ̮ĢƐŶƮ̮'ŀŝķ̮ƍŔƜ̗ƔŽ̮̙Ļ˫Ɓ̮œŗƖŞč̮ƕ̮ƋƜƏ̮ŗřƖƮ̮˫Ļ̮ƣƖ̗Ŷƌ̮ƒě̮'ŀŝķ̮ŗ˫ŲłƏķ̮̙ļƁ̮ŤŒš̮ƍ˫̗Ɠ̮̙Ļ˫Ƃƌ̮ŘžƏ̮˭ŔƮƖš
Data Authentication̮̮̮ 'ƋƮŗķœ̮ķŗ̮ƍī̮ŗ˫ŲłƏķ̮˫ƌ̮ƒě̮ŀŝķ̮̩Ŕƌī̮ĢƮ˫ŉ̮ƍ˫̗Ɠ̮řķ̮˫łƮœ̮ƋƮƖš̮ƎƜ̗Ůƌ̮ĢƐŶƮ̮

̮
̮̮ ŗœ̮ƒě̮ĢƮ˫Ɠŗ˫ě̮ƎƮŘŁ̮ĢƉťķ̮řķ̮ĢĜƮCryptography̮̮Ģ̮ƌ̮ŋŘŮƌ̮̮ŔƜƉě̮ŀƮŘƮŔƌ̮ńŎĻ̮˭œƖš̮̮ œŗƖƌ̮˫Ɠ̮şƕŗ̮ƕ̮˫Ɠ̮ƋłƮŗƖĠƈķ̮Ɗ˫̗Ł̮ŗœ̮ŔƜƉě̮ƣƖ̗Ŷƌ̮'ŀŝķ

Ģƌ̮ŗķŘƁ̮̩œ˫žłŝķ̮̮'œŘƜğKey Management̮̮ų̮Ɩ̗Ŋƌ̮̮ġŔƐƮīŘŽ̮̮̮̮ŀŝķ̮̮ Ŀ˫ƜƉ̗ŵ̮ŗœ̮ƒƉōŘƌ̮ƎƮŘŁ̮ŀŒŝ̮ƕ̮'ŀŝķ̮˫ƌ̮ŔƜƉě̮ŀƜƐƌķ̮Ǝƌ˫ũ̮ƒě
Cryptography̮Ģƌ̮ŔƜƉě̮ŀƮŘƮŔƌ̮̮ 'Ŕš˫Ļ̮

̮
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̮ƒĻ̮ƒě̮œŗķœ̮œƖŉƕ̮ĢŁƕ˫žłƌ̮ġ˫Ɠ̮şƕŗ̮ƣƖ̗Ŷƌ̮ŔƜƉě̮Ƈ˫ƂłƏķ̮ġķŘĻ'̮ŔƐłŞƓ̮ŘƮř̮̙ƜŦžŁ̮

Manual Key Exchange̦̦Ģƌ̮˫ŉ̮ƒĻ̮˫ŉ̮ķŗ̮ŔƜƉě̮Ģłŝœ̮ĿŗƖŦĻ̮şƕŗ̮ƎƮķ̮ƒě̮ġķŘĻ̮ƕ̮̮'œŗķœ̮œŘĻŗ˫ě̮Ƌě̮ġ˫Ɠ̮ŀƐƮƤě̮ġķŘĻ̮şƕŗ̮ƎƮķ̮ƣƖ̗Ŷƌ̮ƒě̮'ƋƜƐě
ƒĜļš̮̮ 'ŀŞƜƏ̮Ģļŝ˫Ɛƌ̮şƕŗ̮ĝŗŚĻ̮ġ˫Ɠ̮

Diffie Hellman̦Ģƌ̮ŔƜƉě̮ŀƮŘƮŔƌ̮şƕŗ̮ƎƮŘŁ̮ŻƕŘŶƌ̮şƕŗ̮ƎƮķ̮ġ˫Ɠ̮ƋłƮŗƖĠƈķ̮řķ̮ĢĜƮ̮ƒě̮'Ŕš˫ĻAsymmetric̮Ģ̮ƌ̮ĹƖŞŎƌ̮ƋƓ̮̮ 'œƖš̮

Assymetric Encryption̦̦̮̮ ŔƜƉě̮ƕœ̮řķ̮ƒě̮ķŘĕ̮̮'ƋƮŗķŔƏ̮ķŗ̮ŔƜƉě̮Ƈ˫ƂłƏķ̮Šƈ˫ĕ̮ƣƖ̗Ŷƌ̮˫ƌ̮şƕŗ̮ƎƮķ̮ŗœPrivate̮̮̮̮ ƕPublic̮̮Ģƌ̮̩œ˫žłŝķ̮̮ ŔƜƉě̮ƒě̮œƖš
Private̮̮̮ ŔƜƉě̮ƕ̮ŔƏ˫̗Ɯƌ̮ƍ˫ƌœƖő̮ġķŘĻPublic̮̮Ģ̮ƌ̮ŗķŘƁ̮ƒƜƂĻ̮ŗ˫Ɯłőķ̮ŗœ̮ķŗœ̮̮ ŔƜƉě̮ĢŞě̮ƒě̮ĿŗƖť̮ƎƮķ̮ƒĻ̮œŗķœ̮ĢŢƈ˫ĕ̮şƕŗ̮ƎƮķ̮ƒě̮'ƋƜƓPublic̮̮̮̮ œƖő

̮̮ŔƜƉě̮ƎƮķ̮ƒě̮ƋƜš˫Ļ̮ƎƜ̗Ůƌ̮˫Ŋě̮řķ̮˫ƌ̮Ƈ˫ō̮'ŔƓœ̮ŗķŘƁ̮˫ƌ̮ŗ˫Ɯłőķ̮ŗœ̮ġŘĠƮœ̮Ŝě̮Ɗ˫ƐĻ̮ŷƕŗœ̮ƒĻ̮ķŗPublic̮̮̮̮'ŀŝķ̮˫ƌ̮ŘŲƏ̮œŗƖƌ̮ŔƜƉě̮ƍ˫̗Ɠ̮řķ̮̩œ˫žłŝķ̮˫Ļ
̮şƕŗPKI̮̮'Ŕš̮ŔƓķƖő̮̙ō̮̙ŪŶƌ̮ƎƮķ̮

PKI̦̦̦ ˫ƮPublic Key Infrastructure̮Ģ̮ƌ̮˫ƜƔƌ̮ķŗ̮ġŘłŞĻ̮şƕŗ̮ƎƮķ̮̮ ̙Ĝš̮ŗœ̮''ƋƜƐě̮̙ť˫ō̮ƍ˫ƐƜ̗ŭķ̮ŘŮƏ̮œŗƖƌ̮ĚƜƉĻ˫č̮ŔƜƉě̮ŀŽ˫Ʈŗœ̮řķ̮˫ƌ̮ƒě̮ŔƐě
̮ŗřƖƮ̮ŘƮřA̮̮ƕC̮̮ŔƜƉě̮ĚƮ̮ƊķŔěŘƓPublic̮̮ƕPrivate̮Ģƌ̮ŻŘŭ̮ƕœ̮ƎƮķ̮ƕ̮'ŔƏŗķœĢƌ̮ƕ̮ŔƐƐě̮ŀŽ˫Ʈŗœ̮ķŗ̮ŘĠƮŔ̗Ɠ̮ĚƜƉĻ˫č̮ŔƐƓķƖő̮ŔƐš˫Ļ̮ƎƜ̗Ůƌ̮ŔƐƓķƖő

̮̮ķŗ̮ŀŝŗœ̮ĚƜƉĻ˫č̮ƒě̩œŘě̮ŀŽ˫Ʈŗœ̮̮ŗřƖƮ̮ƕœ̮ƎƮķ̮ƎƜĻ˫ƌ̮'ŔƏķB̮̮̮ĿƖƮķŘč̮ƕ̮ĚƜƉĻ˫č̮ġ˫Ɠ̮ŔƜƉě̮ƋƓ̮ŗřƖƮ̮ƎƮķ̮ƒě̮'ŀŝķ̮˫ƔƐƮķ̮ġƕœŘƓ̮œ˫̗łŵķ̮œŗƖƌ̮ƒě̮ŀŝķ
̮'œŗķœ̮ķŗ̮œƖő̮ţƖŦŒƌŔƐƮīŘŽ̮Ģ̮ƌ̮ųƕŘš̮ĿŗƖť̮ƎƮķ̮ƒĻ̮ŗřƖƮ̮ŗ˫Ɯłőķ̮ŗœ̮ķŗ̮œƖő̮ĚƜƉĻ˫č̮ŔƜƉě̮ŻŘŭ̮ƕœŘƓ̮ƒě̮œƖšB̮̮Ģƌ̮ŗķŘƁ̮ŗřƖƮ̮Ƈ˫ō̮'ŔƐƓœB̮̮̮ ĚƜƉĻ˫č

̮̮ ƒĻ̮ķŗ̮ƊķŔěŘƓ̮̮ ƕ̮ƒłŽŘğ̮ƊķŔě̮ŘƓ̮Ƌŝķ̮̩ķŘ̗ƓHasḫ̮̮̮ ƕ̮ŔƐĜƜƌHasḫ̮̮̮ ŔƜƉě̮̩ķŘ̗Ɠ̮ƒĻ̮ķŗ̮̩Ŕƌī̮ŀŝŔĻPrivate̮̮Ģ̮ƌ̮˫Ūƌķ̮œƖő̮ĚƮ̮ƍķƖƐŵ̮ŀŎŁ̮ķŗ̮ƍī̮ŔŶĻ̮ƕ̮'ŔƐě
Certificate̮Ģƌ̮ƎƜŽŘŭ̮řķ̮ƊķŔěŘƓ̮̙ƮƖŎŁ̮̮ 'ŔƓœ̮

̮
̮

̮ŬŝƖŁ̮ſƖŽ̮ġ˫Ɠŗ˫ě̮Ɗ˫̗ŁCA̮̮˫ƮCertificate Authority̮Ģƌ̮Ɗ˫ŊƏķ̮˫ƌ̮ƒě̮'œƖšCA̮̮'ŔƏŗķœ̮œ˫̗łŵķ̮˫ƔƏī̮ƒĻ̮ƒ̗Ɠ̮ƒě̮ƋƮŗķœ̮˫ƜƏœ̮ŗœ̮ġŘļłŶƌ̮ġ˫Ɠ̮
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̮
̮

Ģƌ̮ū˫ļŁŗķ̮ƎƜŽŘŭ̮ſƖŽ̮̙ōķŘƌ̮Ɗ˫̗Łķ̮řķ̮ŔŶĻ̮ƎƜ̗Ůƌ̮ƋƓ̮ĢƉťķ̮ĚƜƉĻ˫č̮ŔƜƉě̮ŀŽ˫Ʈŗœ̮řķ̮ƕ̮ŔƐƓœ̮ŗķŘƁ̮ŘĠƮœ̮ĚƮ̮ŗ˫Ɯłőķ̮ŗœ̮ķŗ̮̩Ŕƌī̮ŀŝœ̮ƒĻ̮ŀƜĜƜžƜŁŘŝ̮ŔƐƏķƖŁ
̮̮ 'ŔƏƖš̮

̮
̮

˰ŀŝķ̮ŘƮř̮ĿŗƖŦĻ̮ŀŝķ̮ƇƖ̗Ŷƌ̮ŀƜĜƜžƜŁŘŝ̮ĚƮ̮ŗœ̮ƒě̮ĢƮ˫Ɠ̮ŔƉƜŽ̮



Firewall̦Fortigate̦̦ ̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦̦ 

53 
 

̮

̮
̮̮ķŗ̮ƍī̮œƖš̮ŔƮŔƔŁ̮˫Ʈ̮ƕ̮œƖš̮ş˫Ž̮œƖő̮ŗ˫ļłŵķ̮ƍ˫ƌř̮řķ̮̙ļƁ̮ĢłƜĜƜžƜŁŘŝ̮ŘğķRevoke̮̮ŗ̮řķ̮ĢƐŶƮ̮ŔƐƐĜƜƌĢ̮ƌ̮Ňŗ˫ő̮̩œĢ̮̗Ə̮ŗ˫ļłŵķ̮ŗķŔƌ̮ŘĠƮœ̮ƕ̮'ŔƐƐě̮'Ŕš˫Ļ
̮'ŔƐłŞƓ̮ŘƮř̮ĿŗƖŦĻ̮ƒě̮ƋƮŗķœ̮ķŗ̮˫Ɠ̮ŀĜƜžƜŁŘŝ̮ƍœŘě̮Ňŗ˫ő̮şƕŗ̮ƒŝ̮˫ƌ̮

̮
Ģƌ̮̙̗ŵ̮ŘłƔĻ̮ƕ̮ŘŁ̮ŴƮŘŝ̮ŗ˫ƜŞĻ̮Ɗƕœ̮şƕŗ̮ƕ̮ŀŝķ̮ŘƜğ̮ƍ˫ƌř̮ŗ˫ƜŞĻ̮Ƈƕķ̮şƕŗ̮ƒě̮̮ şƕŗ̮'ŀŝķ̮ƒłŽŘĠƏ̮ŗķŘƁ̮ƊƖ̗ŵ̮̩œ˫žłŝķ̮œŗƖƌ̮řƖƐƓ̮Ɗƕœ̮şƕŗ̮ƒłļƈķ̮'ŔƐě

̮̮ ġķŘĻ̮ŔƮŔŉ̮̙ŞƏ̮ġ˫Ɠ̮şƕŗ̮ŘƮř̮ġ˫ƓEncryption̮̮'ŔƐłŞƓ̮

̮
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̮̮ ųķƖƏķ̮řķ̮ĢĜƮVPN̮̮̮̮˫ƓSite-to-Site̮̮̮̮ ųƖƏ̮ƎƮķ̮ŗœ̮ƒě̮ĢƉĜŁƕŘč̮˫ƔƐŁ̮'ŔƐě̮̙ťƕ̮ƋƓ̮ƒĻ̮ķŗ̮ƒŮƂƏ̮ƕœ̮ŔƏķƖłƜƌ̮ƒě̮'ŀŝķVPN̮̮Ģƌ̮ŗ˫ě̮̮ ˭ŔƐěIPSEC̮̮̮̮ 'ŀŝķ
Ƥņƌ̮'œŘě̮ġř˫ŝ̮̩œ˫Ɯč̮ķŗ̮̙ĜŁƕŘč̮ƎƮķ̮ƍķƖłƜƌ̮ĢžƉłŒƌ̮ġ˫Ɠ̮̩ƖƜš̮ƒĻ̮˫ƌķ̮̮˰

IPSEC With Crypto Map, IPSEC With VTI, GRE over IPSEC, Get VPN, DMVPN, Flex VPN 

ėƖƈƖčƖŁ̮ųķƖƏķ̮̮ŗœ̮ƒě̮ĢƮ˫Ɠ̮ġSite-to-Site̮̮Ģ̮ƌ̮ŘƮř̮ĿŗƖŦĻ̮ŀŝķ̮ġř˫ŝ̮̩œ˫Ɯč̮̙Ļ˫Ɓ̮̮ŀƈ˫ō̮ĢĜƮ̮'Ŕš˫ĻHub and Spoke̮̮̮̮ŀƈ˫ō̮ġŘĠƮœ̮ƕFull 
Mesḫ̮'ŀŝķ̮

̮
̮ŗœ̮ƒě̮ĢƮ˫Ɠ̮ġėƖƈƖƐĜŁSite-to-Site̮Ģƌ̮ŗķŘƁ̮̩œ˫žłŝķ̮œŗƖƌ̮ŘłŞĻ̮ŗœ̮ƣƖ̗Ŷƌ̮ŔƏŘƜğMPLS̮̮ġř˫ŝ̮̩œ˫Ɯč̮Ɗ˫ĠƐƓ̮ŗœ̮'ŔƐłŞƓ̮ġř˫ŝ̮̩œ˫Ɯč̮̙Ļ˫ƁVPN̮̮˫ Ɠ

ƌ̮ƒŝ̮ƒĻ̮ųƖũƖMulticast, Redanduncy, QOS̮̮'ŔƜš˫Ļ̮ƒłšķœ̮ġœ˫Ʈř̮ŀƁœ̮

 
Ģƌ̮ŗķŘƁŘĻ̮ŻŘŭ̮ƕœ̮ƎƜĻ̮˫ƌ̮ū˫ļŁŗķ̮ġŗķŘƁŘĻ̮řķ̮̙ļƁ̮ƒě̮ĢłƜƐƌķ̮Ŀ˫ƂŽķƖŁ̮̮ŬŝƖŁ̮œƖšIKE̮̮̮̮˫ƮInternet Key Exchange̮̮Ģ̮ƌ̮Ɗ˫ŊƏķ̮ŻŘŭ̮ƕœ̮Ƥņƌ̮'œƖš

̮̮ƋƓ˫Ļ̮ŘĠƮœ̮̙Ʈ˫Şƌ̮ĢƉƜő̮ƕ̮˫Ɠ̮ƋłƮŗƖĠƈķ̮ŀƜŵƖƏ̮ġƕŗ̮˭ġŗ˫ĠƏŚƌŗ̮ŔƜƉě̮ġƕŗĢƌ̮ƀŽķƖŁ̮̮˫ōƤŮťķ̮ķŗ̮Ŀ˫ƂŽķƖŁ̮ƒŝƕŘč̮ƕ̮'ŔƐƐěSA̮̮̮̮˫ƮSecurity 
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Association̮̮̙ĜŁƕŘč̮ŗœ̮ƒě̮ĢƮ˫Ɠŗ˫ě̮ŘĠƮœ̮řķ̮'ŔƐƮƖĠƜƌIKE̮̮̮̮ œƖŢƜƌ̮Ɗ˫ŊƏķKey Exchange̮̮'ŀŝķIKE̮̮ƣƖ̗Ŷƌ̮˫ƌ̮ƒě̮'Ŕš˫Ļ̮Ģƌ̮ƍėŗƕ̮ƕœ̮ġķŗķœ
Ģƌ̮̩œ˫žłŝķ̮ƍī̮ĚƮ̮ƍėŗƕ̮řķŁƕŘč̮'œŗķœ̮ġŘłŢƜĻ̮ġ˫ƮķŚƌ̮ƍī̮ƕœ̮ƍėŗƕ̮ƒě̮ƒłļƈķ̮'ƋƜƐě̮̮ ̙ĜIKE̮̮Ģƌ̮̩œ˫žłŝķ̮ġŘĠƮœ̮ĢƏƕŗœ̮ġ˫Ɠ̮̙ĜŁƕŘč̮řķ̮ƍī̮ųķƖƏķ̮ƒě̮'ŔƐě

ISAKMP, Oaklay, Skeme̮̮Ģ̮ƌ̮̮ Ƈ˫ō̮˭ĢłƜƐƌķ̮Ŀ˫ƂŽķƖŁ̮ƒƉōŘƌ̮řķ̮ŔŶĻ̮'Ŕš˫ĻIPSEC̮̮Ģƌ̮ŤŒŢƌĢ̮ƌ̮̙ĜŁƕŘč̮ƊķŔě̮řķ̮ƒě̮ŔƐě̮'ŔƐě̮̩œ˫žłŝķ̮ŔƓķƖő
̮ĢĜƮ̮'œŗķœ̮ŗ˫Ɯłőķ̮ŗœ̮ķŗ̮̙ĜŁƕŘč̮ƕœ̮ƒěAḪ̮ġŘĠƮœ̮ƕESPķ̮ƎƮķ̮ŗœ̮ƕœ̮ƎƮķ̮Ŀƕ˫žŁ̮'̮ƒě̮ŀŝAḪ̮ķŗ̮ū˫ļŁŗķ̮ŬƂŽAuthenticate̮̮̮ ˫ƌķ̮ŔƐĜƜƌESP̮̮̮ ̩ƕƤŵ

̮ƍī̮ŘĻEncrypt̮Ģ̮ƌ̮ƋƓ̮'ŔƐě̮

̮
IPSEC̮̮̮̮ġķŘĻEncryption̮̮̮̮˫Ʈ̮ŀƈ˫ō̮ƕœMode̮̮̮̮ĢĜƮ̮'œŗķœTransport̮̮̮̮ġŘĠƮœ̮ƕTunnel̮˫ŽŘť̮˫̗š̮ƕ̮ŀŝķ̮ŗķŘƁŘĻ̮˫̗š̮Ŀ˫ŭ˫ļŁŗķ̮ƒě̮ĢƏ˫ƌř̮'
Ģƌ̮̮ ŀƈ˫ō̮řķ̮ŔƜƐě̮Ǝƌķ̮ķŗ̮œƖő̮Ŀ˫ŭ˫ļŁŗķ̮ŔƜƓķƖőTransport̮̮Ģƌ̮̩œ˫žłŝķĢƌ̮ƕ̮ŔƮŗķŔƏ̮Ģŭ˫ļŁŗķ̮ĔƜƓ̮ƒě̮ƒě̮ĢƏ˫ƌř̮ƕ̮'ŔƜƐě̮̮ ŬŝƖŁ̮ŔƜƓķƖőIPSEC̮̮̮̮ ƋƓ

̮ŀƈ˫ō̮řķ̮ŔƜƐě̮Ǝƌķ̮ķŗ̮ū˫ļŁŗķ̮ƋƓ̮ƕ̮ŔƜƐě̮œ˫ŊƮķ̮ū˫ļŁŗķTunnel̮Ģƌ̮̩œ˫žłŝķ̮'ŔƜƐě̮

IKEv1̮̮œ̮ŗķœ̮ř˫Ž̮ƕœ̮Ŀ˫ŭ˫ļŁŗķ̮ġŗķŘƁŘĻ̮ƕ̮Ŀ˫ƂŽķƖŁ̮Ɗ˫ŊƏķ̮ġķŘĻ̮̮ĢĜƮ̮ŀŝķ̮ġř˫ŝ̮̩œ˫Ɯč̮̙Ļ˫Ɓ̮ĿŗƖť̮ƕœ̮ƒĻ̮Ƈƕķ̮ř˫Ž̮ƒě̮'ŀŝķ̮ŘƮř̮ĿŗƖŦĻ̮ƒě̮'Main 
Mode̮̮̮̮ġŘĠƮœ̮ƕAggressive Mode̮̮ŀƈ˫ō̮ƒě̮'Main̮̮Ģ̮ƌ̮Ɗ˫ŊƏķ̮ŀĜč̮Šš̮˫Ļ̮ķŗ̮œƖő̮ġ˫Ɠ̮ŗ˫ě̮̮ŀƈ˫ō̮ƕ̮ŔƓœAggressive̮̮̮̮ ˫Ļ̮ķŗ̮œƖő̮ġ˫Ɠŗ˫ě

Ģƌ̮Ɗ˫ŊƏķ̮ŀĜč̮ŗ˫Ɣĕ̮ŀƈ˫ō̮ƒě̮'ŔƓœMain̮̮̮ ŀƈ˫ō̮ƕœ̮ƋƓ̮Ɗƕœ̮ř˫Ž̮ƕ̮'ŀŝķ̮ŘŁ̮ġƖƁ̮̮ ĢĜƮ̮œŗķœQuick Mode̮̮̮ ġŘĠƮœ̮ƕGDOI̮̮̮̮ ƣƖ̗Ŷƌ̮˫ƌ̮ƒě̮'ŀŝķ
̮ŀƈ˫ō̮řķQuick Mode̮Ģƌ̮̩œ˫žłŝķ̮̮ 'ƋƜƐě̮

̮

̮
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̮ġ˫Ɠ̮ŔƐƮīŘŽ̮œŗƖƌ̮ŗœ̮ġŘłƔĻ̮Ŀ˫ƜĵŚŉ̮ŘƮř̮̙ĜšIKE̮Ģ̮ƌ̮ŠƮ˫̗Ə̮Ɗ˫ƌ̮ƒĻ̮̮ 'ŔƓœ̮

̮
̮

̮ġ˫Ɠ̮ĢğĘƮƕ̮ƕ̮Ŀ˫ƜťƖŦő̮ŘƮř̮̙ĜšIKEv2̮Ģ̮ƌ̮ŠƮ˫̗Ə̮ķŗ̮̮ 'ŔƓœ̮

̮
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̮
̮̩ƖƜš̮ŘƮř̮̙ĜšEncapsulation̮̮̙ĜŁƕŘč̮ŗœESP̮Ģ̮ƌ̮ŠƮ˫̗Ə̮ķŗ̮̮ 'ŔƓœ̮

̮
Header̮̮̙ĜŁƕŘčAḪ̮ƕESP̮̮ŀƈ˫ō̮ŗœTransport Mode̮̮̮ƕTunnel Mode̮̮'ŀŝķ̮ŘƮř̮ĿŗƖŦĻ̮

̮
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Header̮̮̙ĜŁƕŘčAḪ̮˰ ŀŝķ̮ŘƮř̮ĿŗƖŦĻ̮ŘłŢƜĻ̮Ŀ˫ƜĵŚŉ̮˫Ļ̮

̮
Header̮̮̙ĜŁƕŘčESP̮̮˰ ŀŝķ̮ŘƮř̮ĿŗƖŦĻ̮ŘłŢƜĻ̮Ŀ˫ƜĵŚŉ̮˫Ļ 

̮
 

̮

̮

̮

̮

̮

̮
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12.1 Site to Site VPN with IPSEC 
Ģ̮ƌ̮ŀƜƉĻ˫Ɓ̮ƎƮķ̮˫Ļ̮̮ŘłŞĻ̮ŗœ̮ŀƜĠƜŁŗƖŽ̮ƇķƕŘƮ˫Ž̮ŬŝƖŁ̮ķŗ̮żƉłŒƌ̮ŀƮ˫ŝ̮ƕœ̮ŔƜƏķƖŁIPSEC̮̮̮̮ġƖƐƌ̮œŗķƕ̮ŗ˫ě̮ƎƮķ̮ġķŘĻ̮'ŔƜƐě̮̙Ŧłƌ̮ŘĠƮŔĜƮ̮ƒĻVPN > 

VPN Wizard̮Ģƌ̮'ƋƮƖš˭Ƈƕķ̮ƒƉōŘƌ̮ŗœ̮̮ƒƐƮŚğSite to Site̮Ģƌ̮Ĺ˫ŒłƏķ̮ķŗ̮'ƋƜƐěƒƐƮŚğ̮ƒƌķœķ̮ŗœĢƌ̮ĢŝŗŘĻ̮ķŗ̮ŘĠƮœ̮ġ˫Ɠ̮̮ 'ƋƜƐě̮

 

Ģƌ̮ŤŒŢƌ̮˭Ɗƕœ̮ƒƉōŘƌ̮ŗœġī̮̙Ļ˫Ƃƌ̮ŀƮ˫ŝ̮ƒě̮ƋƜƐě̮̮ŀŢč̮˫Ʈ̮ƕ̮œŗķœ̮ĚƜŁ˫łŝķ̮ĢčNAT̮̮ġ̮ī̮̙Ļ˫Ƃƌ̮ŀƮ˫ŝ̮Řğķ̮'ŀŝķ̮ƒłŽŘğ̮ŗķŘƁ̮ĚƜŁ˫łŝķ̮ĚƜƉĻ˫č̮Ģč
̮̮ŀ̗ŞƁ̮ŗœ̮ķŗ̮ƍī̮˭ŀšķœIP/FQDN̮̮Ģƌ̮œŗķƕ̮̮'ƋƜƐě̮̮ƀƮŘŭ̮řķ̮ƋƮŗķœ̮ŔŦƁ̮ƒě̮ŔŦƂƌ̮ŗœ̮ƒĜļš̮ňƏŗ̮˭Řőī̮ŀ̗ŞƁ̮ŗœVPN̮̮̮ŤŒŢƌ̮ķŗ̮ƋƜƐƜļĻ̮ķŗ̮ƍī

Ģƌ̮'ƋƜƐěĢƐŶƮ̮̮̮ œŗķƕ̮ķŗ̮̙Ļ˫Ƃƌ̮ŻŘŭ̮ĢƉŎƌ̮ƒĜļš̮ňƏŗĢƌ̮̮ 'ƋƜƐě̮

 
̮

Ģƌ̮ŤŒŢƌ̮˭ƊƖŝ̮ƒƉōŘƌ̮ŗœ̮̮ ŀƜƉĻ˫Ɓ̮ŀŝķ̮ŘłƔĻ̮'˫Ūƌķ̮ś˫ŝķ̮ŘĻ̮˫Ʈ̮ƕ̮Ŕš˫Ļ̮ŔƜƉě̮ś˫ŝķ̮ŘĻ̮ŀƮƖƓ̮řķŘōķ̮şƕŗ̮ƒě̮ƋƜƐěNAT Traversal̮̮̮̮ ƒĠƏ̮Ƈ˫ŶŽ̮ķŗ
̮ƍėŗƕ̮'ƋƮŗķœIKE̮̮̮ƍėŗƕ̮ġƕŗ̮ŀŝķ̮ŘłƔĻ˳̮̮̮ 'Ŕš˫Ļ̮
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̮
̮˭Ɗŗ˫Ɣĕ̮ƒƉōŘƌ̮ŗœ̮̮ ˫Ʈ̮ĢŉƕŘő̮ĿŗƖčWAN̮̮̮˫Ʈ̮ƕ̮ġœƕŗƕ̮ĿŗƖč̮ƕLAN̮Ģƌ̮ƎƜƜŶŁ̮ķŗ̮̮ ŤŒŢƌ̮ķŗ̮ƍ˫ƌœƖő̮ƒĻ̮ūƖĻŘƌ̮ĢƉőķœ̮ƒĜļš̮ňƏŗ̮Řőī̮ŗœ̮ƕ̮'ƋƜƐě

Ģƌƍī̮ĚƜŽķŘŁ̮˫Ł̮ƋƜƐě̮ġƕŗ̮ŗƖļŵ̮̩ř˫ŉķ̮˫ƓVPN̮̮'Ŕš˫Ļ̮ƒłšķœ̮ķŗ̮

̮
̮̮ŠŒĻ̮œŗķƕ̮Řğķ̮Ƈ˫ōPolicy̮̮̮̮ƕ̮˫ƓStatic Route̮̮̮̮ġķřķ̮ƒĻ̮ƒě̮ƋƜƐƜļƜƌ̮'ƋƮƖš̮˫ƓVPN̮̮Ģƌ̮œ˫ŊƮķ̮ĚƜŁ˫ƌƖŁķ̮ĿŗƖŦĻ̮Ŀ˫̗ƜŲƐŁ̮˫ƌ̮̮ ŗœ̮ŀƮ˫ƔƏ̮ŗœ̮'œƖš

Ģƌ̮Ƈ˫̗ŵķ̮ķŗ̮Ŀ˫̗ƜŲƐŁ̮ƎƮķ̮ŜĜŵŘĻ̮˭̙Ļ˫Ƃƌ̮ŀƮ˫ŝ̮̮'ƋƜƐě̮̮ Ƈ˫ŶŽ̮̙Ə˫Ł̮˭œƖŢƏ̮ŀŽ˫Ʈŗœ̮ƕ̮Ƈ˫ŝŗķ̮ŀƮ˫ŝ̮ƕœ̮ƎƜĻ̮ĢĜƜŽķŘŁ̮ƒě̮ĢƏ˫ƌř̮˫Ł̮ƒĜƐƮķ̮ŘĠƮœ̮ƋƔƌ̮ƒłĜƏ
Ģ̮̗Ə̮̮ 'œƖš̮

̮

̮

̮

̮
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12.2 Remote Access VPN with IPSEC 
Ģƌ̮ƍķŘĻŗ˫ě̮ŀƜƉĻ˫Ɓ̮ƎƮķ̮˫Ļ̮̮ ŗķŚŽķ̮ƊŘƏ̮˫̗łō̮ƖƮŗ˫Ɛŝ̮ƎƮķ̮Ɗ˫ŊƏķ̮řķ̮̙ļƁ̮'ŔƐƐě̮̩œ˫žłŝķ̮ĢƉőķœ̮ƒĜļš̮Ŀ˫Ə˫Ĝƌķ̮řķ̮ƕ̮'ŔƏƖš̮̙Ŧłƌ̮ƇķƕŘƮ˫Ž̮ƒĻ̮ŔƐƏķƖŁFortiClient̮̮

̮ġƖƐƌ̮œŗķƕ̮˭ƇķƕŘƮ˫Ž̮ġƕŗ̮ƋƜŲƐŁ̮ġķŘĻ̮'ŔƜƐě̮ĺŦƏ̮ķŗVPN > VPN Wizard̮̮ĢƌƋƮƖš̮̮ƒƐƮŚğ̮ƕRemote access̮̮ķŗĹ˫ŒłƏķ̮Ģ̮ƌ̮̮ 'ƋƜƐě̮

̮
̮̮ ųƖƏ̮˭Ɗƕœ̮ƒƉōŘƌ̮ŗœVPN Client̮̮Ģƌ̮Ĺ˫ŒłƏķ̮ķŗ̮̮ 'ƋƜƐěġī̮ňƏŗ̮˭Ɗƕœ̮ŀ̗ŞƁ̮ŗœ̮̮ Ģč̮̮ ƍķŘĻŗ˫ě̮ƒĻ̮ƒěVPN̮̮Ģƌ̮ţ˫ŦłőķĢ̮ƌ̮ŤŒŢƌ̮ķŗ̮ŔƜƓœ̮ƎƮķ̮'ŔƜƐě

̮Ƥņƌ̮'Ŕš˫ļƏ̮ƒĜļš̮ňƏŗ̮ŗœ̮ŀŝķ̮ŘłƔĻ̮ƕ̮ŀŝķ̮̩ķƖŒƈœ̮ňƏŗ192.168.100.1-192.168.100.100̮̮ĚŞƌ̮˫Ļ255.255.255.0̮̮'̮

̮
ƒƐƮŚğ̮ƎƮŘł̗Ɣƌ̮˭ƊƖŝ̮ƒƉōŘƌ̮ŗœ̮̮ ˫Ļ̮ƍŔš̮̙ťƕ̮̩ř˫ŉķ̮ƒě̮ƍķŘĻŗ˫ě̮řķ̮ĢƓƕŘğ̮ƒƌķœķ̮ŗœ̮ƕ̮ŔƜƐě̮żƮŘŶŁ̮ŔƜƉě̮ĚƮ̮ƒě̮ŀŝķ̮ƎƮķ̮˫ƓVPN̮̮̮̮ ŤŒŢƌ̮˭ŔƏŗķœ̮ķŗ

Ģƌ̮'ƋƜƐěƒƐƮŚğ̮ƒƜƂĻ̮'ŔƐƏ˫̗Ļ̮ĢƁ˫Ļ̮ŧŘžŢƜč̮ĿŗƖŦĻ̮ŀŝķ̮ŘłƔĻ̮˫Ɠ̮
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̮
̮̮ ƒě̮ĢŞƜŽŘłƐƮķ̮˭Řőī̮ƒƉōŘƌ̮ŗœVPN̮̮Ģ̮ƌ̮̙ťƕ̮ƍī̮ġƕŗĢ̮ƌ̮Ĺ˫ŒłƏķ̮ķŗ̮ĢŉƕŘő̮ŜƜŽŘłƐƮķ̮ĢƐŶƮ̮˭œƖš̮̮ ƍķŘĻŗ˫ě̮ƒě̮ĢƉőķœ̮ŜƜŽŘłƐƮķ̮ŔŶĻ̮ŀ̗ŞƁ̮ŗœ̮'ƋƜƐě

Ģ̮ƌ̮ŤŒŢƌ̮ķŗ̮ŔƐš˫Ļ̮ƒłšķœ̮ĢŝŘłŝœ̮ƍī̮ƒĻ̮ŀŝķ̮ŗķŘƁġī̮ňƏŗ̮ŀƮ˫ƔƏ̮ŗœ̮ƕ̮'ƋƜƐě̮ŔƐš˫Ļ̮ƒłšķœ̮ĢŝŘłŝœ̮ƍī̮ƒĻ̮ĢƉőķœ̮ƒĜļš̮ŗœ̮ŀŝķ̮ŗķŘƁ̮ƍķŘĻŗ˫ě̮ƒě̮Ģč
Ģ̮ƌ̮ŤŒŢƌ̮ķŗ̮ƍ˫̗Ɠ̮ŗƖŲƐƌ̮'ƋƜƐě̮̮ 'ŀŝķ̮ĢƉőķœ̮ƒĜļš̮ňƏŗ̮ƕ̮ŜƜŽŘłƐƮķ̮

̮
̮ƇķƕŘƮ˫Ž̮œƖő̮ŀƮ˫ƔƏ̮ŗœPolicy̮̮ƕ̮ƒŭƖĻŘƌ̮ġ˫ƓRoute̮Ģƌ̮œ˫ŊƮķ̮ĚƜŁ˫ƌƖŁķ̮ĿŗƖŦĻ̮ķŗ̮ƒŭƖĻŘƌ̮ġ˫Ɠ̮'ŔƐě̮

̮

̮

̮
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